
Good practice guide

Rights – 
Evidence – 

ACTion

REAct is a 
community-

based human 
rights monitoring 

and response 
system

REAct User Guide (Interactive PDF)



A GUIDE TO REAct  | 1  

Acknowledgements

This work has been possible with financial support from the Danish International 
Development Agency (DANIDA) and the Dutch Ministerie van Buitenlandse Zaken (BZ).

We would like to express our appreciation to Anna Berns, Collin Sullivan and others at 
Benetech for the development of Martus. Benetech is a nonprofit whose mission is to 
empower communities in need by creating scalable technology solutions.

We are grateful to Monica Leonardo and Aditi Sharma (GNP+) for their contributions to 
developing the REAct system.

We would also like to thank REAct implementers (to date): Sexual Minorities Uganda, 
Icebreakers Uganda, Spectrum Uganda Initiatives, Alliance Myanmar, The Help, Lotus, 
Myanmar Youth Stars and Myittashin.

This guide will be periodically updated and revised by REAct Implementing and 
Coordinating Organisations, and by the Alliance.

Authors: Enrique Restoy, Mala Ram, Jane Coombes, and Monika Sigrist

Copy-editor: Kathryn Perry

Contact us
REAct is freely available to any organisation wishing to set up and implement it. Contact 
the REAct team at the Alliance Secretariat: REAct@aidsalliance.org

For more information on REAct and on HIV and human rights, visit: 
http://www.aidsalliance.org/our-priorities/167-human-rights

For more information on human rights-based programming and links between HIV and 
human rights, see International HIV/AIDS Alliance and ARASA (2013), Good Practice Guide: 
HIV and human rights, available at: http://www.aidsalliance.org/resources/400-good-
practice-guide-hiv-and-human-rights

We are an innovative alliance of nationally based, independent civil society organisations 
united by our vision of a world without AIDS.

We are committed to joint action, working with communities through local, national and 
global action on HIV, health and human rights.

Our actions are guided by our values: the lives of all human beings are of equal value, 
and everyone has the right to access the HIV information and services they need for a 
healthy life.

The Alliance is committed to a human rights-based approach to HIV programming and 
advocacy. We recognise that respect for, and the protection and promotion of, human 
rights is essential to preventing HIV and mitigating its social and economic impact. We 
are striving towards the fulfilment of the human rights of all people affected by HIV by 
addressing not just HIV but wider health and development issues.

About the International HIV/AIDS Alliance
International HIV/AIDS Alliance
91-101 Davigdor Road
Hove, East Sussex
BN3 1RE
United Kingdom
Tel: +44 1273 718 900
Fax: +44 1273 718 901
Email: mail@aidsalliance.org

Registered charity number 
1038860

www.aidsalliance.org

Published February 2015

© International HIV/AIDS Alliance, 
2015

Information contained in this 
publication may be freely 
reproduced, published or 
otherwise used for non-profit 
purposes without permission from 
the International HIV/AIDS Alliance. 
However, the International  
HIV/AIDS Alliance requests that 
it be cited as the source of the 
information.

Design and illustration:  
Jane Shepherd

Contents

Rights – Evidence – ACTion 3
What is the guide for? 3

How to use the guide 3

Who is the guide for? 3

How was REAct developed? 3

What’s in this guide? 3

Introduction to REAct 4
What is REAct? 5

Why has REAct been developed and what can it do? 5

Which human rights-related barriers does REAct monitor and respond to? 6

Who needs to be involved in setting up REAct? 7

The potential benefits of implementing REAct for: 7

The three REAct phases 8

Overview of the five REAct units 9

Suggested workshop session format 10

Checklist 11

Unit 1: Consulting community-based organisations 12
1.1 Do you and your community need REAct? Consulting community-based 

organisations 13

1.2 Key principles of community engagement 13

1.3 Country context 13

1.4 Consultation during the workshop 13

Suggested workshop session format  14

Unit checklist 15

http://www.aidsalliance.org/our-priorities/167-human-rights
http://www.aidsalliance.org/resources/400-good-practice-guide-hiv-and-human-rights
http://www.aidsalliance.org/resources/400-good-practice-guide-hiv-and-human-rights


2 | A GUIDE TO REAct: INTRODUCTION A GUIDE TO REAct: INTRODUCTION | 3  

Key populations
Key populations are defined by the Alliance as groups 
that are vulnerable to or affected by HIV and AIDS. 
Their involvement in HIV programming is vital to 
an effective and sustainable response to HIV. Key 
populations vary according to the local context, but 
are usually marginalised, stigmatised and criminalised; 
for example, because of their HIV status, and sexual or 
social identities. They include people living with HIV, 
people who buy or sell sex, men who have sex with men, 
transgender people, and people who inject drugs. This 
definition also includes women and sexual minorities 
in contexts of acute gender inequality, and other 
populations at heightened risk of human rights violations.

Rights – Evidence – ACTion 

What is the guide for?
The guide provides an introduction to Rights – 
Evidence – ACTion (REAct), a community-based 
system for monitoring and responding to human 
rights-related barriers in accessing HIV and health 
services.

The five REAct units in the guide provide information 
on the principles behind the system; the steps you 
need to take to set it up; who needs to be involved; 
what the human rights issues are; how to collect 
data; using the information management tool, Martus; 
adapting the system to your context; and how to 
implement REAct.

We conclude every unit with a checklist of the key 
points before proceeding to the next unit.

How to use the guide
Before the REAct workshop, we recommend that 
REAct coordinators and implementers read the guide 
and associated attachments in detail.

After the workshop, the guide and associated 
attachments can be used as a handy reference as the 
system is being implemented.

Please note that in 2015 we will be developing a 
facilitators’ guide to help trainers on REAct.

Who is the guide for?
The guide is aimed at organisations wishing to set 
up and implement REAct. REAct has been designed 
mainly, but not exclusively, for community-based 

and civil society organisations that focus on HIV 
programming and advocacy for key populations.

How was REAct developed?
REAct was developed by the Alliance drawing on the 
experiences of Alliance programmers as well of those 
of partner organisations globally. The system was 
field-tested in collaboration with lesbian gay, bisexual 
and transgender (LGBT) organisations in Uganda in 
May 2014, and with organisations of people living 
with HIV, sex workers and LGBT people in Myanmar 
and Bangladesh in October and November 2014 
respectively.

The information management tool used in REAct 
is Martus, developed by Benetech (www.benetech.
org), a non-profit technology organisation based in 
California, USA. Martus is an open source software 
tool and can be downloaded freely from its website  
(www.martus.org).

Martus is used globally by community-based 
organisations, human rights workers, lawyers, 
journalists and others to protect sensitive information 
and shield the identities of victims or witnesses who 
provide testimony on human rights abuses.  

What’s in this guide?
This guide consists of an introduction and five units.  
Each of these chapters contain: 

■■ a content list

■■ text and graphics addressing a question about 
REAct

■■ links to additional resources

■■ suggested workshop session formats

■■ a unit checklist.  
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Introduction to REAct 

What is REAct?
Rights – Evidence – ACTion (REAct), developed 
by the Alliance, is a human rights monitoring 
and response system that records and manages 
information at the community level. REAct documents 
human rights-related barriers in accessing HIV and 
health services. This is in order to provide adequate 
individual responses and to inform quality human 
rights-based HIV programming, policy and advocacy 
at national, regional and global levels.

Why has REAct been developed 
and what can it do?
Everyone has the right to health. At its most basic, 
this means that every person has the right to services 
to prevent HIV transmission, as well as to treatment, 
care and support services for HIV and AIDS. In 
many places, stigma, discrimination, violence and 
criminalisation of people living with HIV and other 
key populations is increasing. States often directly 
endorse this or fail to take action against it. This leads 
to barriers in accessing essential HIV and health 
services for those most vulnerable. There is growing 
evidence that we need to address these barriers and 
uphold the right to health for all if we are to prevent 
HIV and provide adequate treatment and care to those 
living with HIV.

There are other human rights monitoring systems that 
collect data on human rights violations. However, 
REAct is different because it has been designed 
to provide or make referrals to responses, such as 
individual crisis responses and human rights-based 
HIV programmes. REAct also collects data to build 
a body of evidence on the impact of human rights 
violations and other barriers on the effectiveness 
of the HIV response, and to improve human rights-
based HIV programming. This evidence is essential 
for advocacy with states and other actors for policy 
change and legal reform, and for promoting the rights 
of all to access adequate HIV services freely.

REAct enables trained staff in community-based 
organisations to document human rights-related 
barriers to accessing HIV services (see Figure 2). The 
system enables the recording of individual cases in 
order to: 

■■ Respond to individual crises or emergencies 
The system enables implementers to identify and 
prioritise crisis situations and rapidly mobilise 
resources to avert or respond to specific individual 
crises and/or emergencies; for example, violence, 
and eviction or discrimination in the workplace.

■■ Provide or refer to rights-based programmes 
and interventions  
Rights-based programmes are increasingly 
incorporated into the package of HIV interventions, 
and information collected through REAct helps 
Implementing Organisations to identify the right 
combination of human rights interventions. More 
information on rights-based programmes and 
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Introduction to REAct

For the community

Figure 1: REAct objectives

By the community

Main 
objective

To support 
individuals with 

crisis response and 
human rights-based 

programmes Secondary 
objective: 
Analysis

To link human 
rights incidents with 
accessing HIV and 

health services

Secondary 
objective: 
Advocacy

To document human 
rights incidents with 
direct and/or indirect 
responsibilities of the 

stateWhat is the 
system for?

In this Introduction

■■ What is REAct?

■■ Why has REAct been developed and what can it do?

■■ Which human rights-related barriers does REAct monitor and 
respond to?

■■ Who needs to be involved in setting up REAct?

■■ The potential benefits of implementing REAct

■■ The three REAct phases

■■ Overview of the five REAct units

■■ Suggested workshop session format 

■■ Unit checklist

Introduction

What is the 
system for?

What do we 
want from it?

What are 
human rights?

What are we 
collecting?

How do we 
report?

How do we 
implement the 
system?

Unit 1: 
Consulting 
community-
based 
organisations

Unit 2: 
Human rights 
principles and 
responses

Unit 3: 
Collecting 
evidence

Unit 4: 
Managing 
information

Unit 5: Next 
steps and 
implementation



6 | A GUIDE TO REAct: INTRODUCTION A GUIDE TO REAct: INTRODUCTION | 7  

interventions can be found in REAct Unit 2 and 
also in Chapter 3 of the International HIV/AIDS 
Alliance and ARASA (2013), Good Practice Guide: 
HIV and human rights, available at: http://www.
aidsalliance.org/assets/000/000/926/Alliance_GPG-
HIV_and_human_rights_original.pdf?1407762153

■■ Build a body of evidence for advocacy 
REAct collects information on rights-related 
barriers in accessing services for which the state 
has direct responsibility. The system will generate 
quantitative and qualitative evidence on the impact 
of human rights violations on the effectiveness 
of the HIV response. This body of evidence is 
essential when engaging with and making state 
and non-state actors accountable.

■■ Use data for analysis and research  
Martus, the information management tool 
developed by Benetech and used by REAct 
globally, is adapted to specific country contexts 
and populations. This enables Coordinating and 
Implementing Organisations to consolidate and 

analyse data at a country level. It also allows 
the Alliance to carry out cross-country analysis, 
continually improve the data, and build a 
comprehensive body of global evidence to inform 
good practice and quality HIV programming.

Which human rights-related 
barriers does REAct monitor and 
respond to?
Every country’s legislation guarantees the right to 
health for all citizens without discrimination. REAct 
focuses on human rights-related barriers in accessing 
HIV and health services, as well as other human rights 
violations, for key populations that are the direct 
responsibility of the state. Examples may include:

■■ Public healthcare providers treating people in 
a derogatory manner in clinics and hospitals, or 
denying them HIV prevention or treatment services.

■■ Political authorities instigating discriminatory 

legislation and practices, or failing to respond 
to allegations of violations of the right to health 
services.

■■ Law enforcement agents using excessive 
force, arbitrary detention and cruel, inhumane or 
degrading treatment.

■■ State education system having discriminatory 
education policies and practices.

Who needs to be involved in 
setting up REAct?

Coordination 

We recommend that countries and programmes 
identify a REAct Coordinating Organisation to 
oversee and manage the implementation of REAct. 
The Coordinating Organisation will be responsible 
for identifying, liaising and collaborating with the 
REAct Implementing Organisations (see below). 
They will also be responsible for distributing funds, 
analysing the data, and setting up and participating 
in regular REAct committee meetings. Within the 
Coordinating Organisation, programme officers should 
be identified who will be trained on REAct and will 
have responsibility for ongoing support of REAct 
Implementing Organisations (see Unit 5).

Implementation 

Civil society and community-based organisations that 
represent and work with people at higher risk of HIV 
are key to the successful implementation of REAct. 
Given the highly sensitive nature of the information 
that will be collected, these organisations are well 
placed as they have often established relationships 
with, and the trust of, beneficiaries, and experience of 
dealing with human rights violations. We recommend 
that the REAct Coordinating Organisation identify and 
liaise with community-based organisations that are 
already reaching key affected populations. These will 
be known as REAct Implementing Organisations. 

Communities and beneficiaries 

As with all community projects, the ‘nothing about 
us without us’ principle applies. Often, REAct 
Implementing Organisations contain members 
and representatives of key populations. If not, it is 
essential that communities are consulted on the main 
issues covered in Unit 1.

The potential benefits of 
implementing REAct for:

Implementing Organisations

■■ Better identification of appropriate human rights 
responses for each community.

■■ Better understanding of the human rights situation 
in each context.

■■ Better evidence to demonstrate a community’s 
human rights needs and how best to respond to 
them.

■■ Better evaluation of the effectiveness and impact of 
the responses provided.

■■ Strengthened referral systems.

■■ An outreach tool for increasing HIV/health services/
referrals.

■■ Safe and confidential gathering of sensitive data.

■■ When a Small Grant Scheme is attached, 
identification of priority funding needs for:

> emergency individual response

> human rights programmes

> advocacy.

■■ REAct can be run without a grant by collecting 
data and making referrals.  This evidence can be 
presented to donors to secure further funding.

Beneficiaries

■■ Emergency responses and support.

■■ Continuum of support and follow up for cases and 
individuals.

■■ Improved access to HIV and other health services.

■■ Improved understanding and realisation of human 
rights.

Global HIV response

■■ Robust data and body of evidence of human rights 
violations and barriers in accessing HIV services for 
specific population groups.

■■ Compatible and comparable data that can be 
analysed across countries and key populations.

■■ Robust evidence for the link between human rights 
violations and vulnerability to HIV.

■■ Robust evidence for improving access to HIV and 
health services.

Figure 2: Community-based human rights monitoring and response system
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The three REAct phases
There are three chronological phases to setting up 
REAct and then adapting it to your country context. 

The time required to set up REAct depends on 
many factors, including the country context; the 
number of REAct Implementing Organisations and 
key population groups involved; the level of existing 
knowledge of human rights and human rights-
related interviewing; and staff capacity and technical 
expertise in managing data. It is possible to start 
implementing REAct approximately three weeks after 
the workshop.

In the REAct Coordinator’s planner you will find a 
step-by-step guide for Coordinating Organisations 
for each of the REAct phases. It includes REAct 
workshop specifications, with a proposed agenda, 
equipment requirements, an example budget, and a 
checklist for selecting Implementing Organisations.

Before the workshop REAct coordinator engages with local community-based organisation leaders and 
decision-makers to:

■■ identify populations and priority areas for monitoring and response

■■ decide which community-based organisations will be REAct implementers

■■ agree which staff will attend the REAct workshop and implement the system 
(from both Coordinating and Implementing Organisations)

The REAct workshop Four to five days’ training for REAct Coordinating and Implementing Organisation 
staff on REAct and the information management tool, Martus, and to consult and 
agree on:

■■ what they want from REAct

■■ what adaptations to REAct need to be made for the country context

■■ roles and responsibilities between organisations

■■ next steps in implementation

After the workshop Following the workshop, REAct coordinator and implementers:

■■ finalise the REAct questionnaire

■■ test Martus

■■ draw up and sign agreements

■■ distribute and receive funds

■■ implement REAct

Overview of the five REAct units
The units direct you through the information and 
process required to set up REAct, and briefly describe 
the key principles to be applied when implementing 
the system.

Introduction

What is the 
system for?

Unit 1: 
Consulting 
community-
based 
organisations

What do we 
want from it?

Unit 2: 
Human rights 
principles and 
responses

What are 
human rights?

Unit 3: 
Collecting 
evidence

What are we 
collecting?

Unit 4: 
Managing 
information

How do we 
report?

Unit 5: Next 
steps and 
implementation

How do we 
implement the 
system?

Additional resources

REAct Coordinators’ Planner

1 Unit 1: Consulting community-based 
organisations provides the principles and a 
checklist for engaging community 

organisations and consulting with them on identifying 
key populations, human rights violations and priority 
issues.

2 Unit 2: Human rights principles and 
responses provides an overview of human 
rights principles, the link between human 

rights and HIV, and human rights-based HIV 
programmes and interventions.

3 Unit 3: Collecting evidence provides 
essential techniques and ethical principles 
behind conducting human rights-related 

interviews, and highlights important security 
considerations for the interviewer and the interviewee. 
This unit describes the structure and sections of the 
interview questionnaire, together with the process for 
adapting the questionnaire to your specific clients and 
country context.

4 Unit 4: Managing information includes 
information on data security, the equipment 
needed to implement REAct, and the 

information management tool, Martus, that will store 
the REAct data. 

5 Unit 5: Next steps and implementation 
covers agreeing on roles and responsibilities 
between REAct coordinators and 

implementers, the REAct Small Grant Scheme, data 
sharing, data analyses and reporting, system review, 
and next steps in implementation.
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Suggested workshop 
session format

Session 1 Welcome and introductions

Welcome 
■■ Introduce yourself and the facilitation team, and 

welcome participants to the workshop. 

■■ If applicable, introduce a keynote speaker to give 
brief introductory remarks and an official welcome 
to the workshop.

Activity: Introductions
■■ Lead an activity to help participants introduce 

themselves and get to know each another and the 
facilitation team. Adjust the activity depending on 
the size of the group. Here is one example of an 
introductory activity: 

 Ask participants pair up with someone they do 
not already know – training team members should 
also participate. Give the pairs five minutes to get 
to know each other (for example, name, where 
they are from, their job, one talent they are proud 
of, their expectations of the training). After five 
minutes, bring the group back together and ask 
each person to briefly introduce their partner. 

■■ As participants introduce each other, write down 
their expectations on a flip chart for all to see.

Agenda, aims and objectives
■■ Discuss the workshop agenda and explain the 

document. 

■■ In a large group, invite participants to share any 
thoughts or questions about the agenda. Ask if 
there are any issues they feel are important that 
are unlikely to appear (these could be written on a 
separate sheet of flip chart paper called a Parking 
Lot).

■■ Agree some ground rules with the group. Explain 
that for the workshop to be enjoyable and 
successful for everyone, and the objectives to be 
achieved, it helps to have some group norms. Have 
the group suggest some they may like to include, 
such as: 

>  Active participation

>  Listening to one another

>  Punctuality/time-keeping

>  Cell phones on silent 

■■ Record these on a flip chart and tick those 
that have group consensus. Consider adding 
suggestions about mutual respect, being non-
judgemental and confidentiality (if these have not 
already come up). This will be important to refer 
back to later in the context of working with key 
populations and discussing human rights. 

■■ Tape up the list where it can be easily seen for the 
duration of the training.

Logistics
■■ Finally, explain or recap any necessary logistical 

issues (daily starting and ending times, where to 
find bathrooms, time and place for breaks and 
meals, emergency exits/procedures, and so on) 
and check whether there are any other concerns 
related to the training.

Session 2 Introduction to REAct

PowerPoint presentation: REAct workshop 
presentation PowerPoint (>>>slide 5)

■■ Explain that you are going to give a PowerPoint 
presentation, and that participants can ask 
questions at any point.

Activity and plenary
■■ Facilitate an activity to see how participants think 

that REAct could benefit or present challenges to 
their organisations. Ask for feedback in plenary, 
and put any challenges in the Parking Lot.

Checklist
■✔ We know more about the 
trainers and our fellow 
participants.

■✔ We understand the workshop 
aims, objectives and programme.

■✔ We have an understanding of REAct.

■✔ We know why REAct has been developed, and 
its aims and objectives.

■✔ We know who needs to be involved in setting 
up REAct.

■✔ We understand the benefits of REAct for 
Implementing Organisations, beneficiaries and 
the HIV response in our country.

Methods

■■ Introductions in pairs

■■ Plenary presentation

■■ Plenary discussion

Materials

■■ Flip chart paper, markers, tape

■■ Workshop agenda

■■ REAct workshop presentation PowerPoint

Go to Unit 1
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Unit 1: Consulting community-
based organisations

Unit 1: Consulting 
community-based 
organisations 

1.1 Do you and your community 
need REAct? Consulting 
community-based organisations
As with any community project, the ‘nothing about 
us without us’ principle applies, and community 
representatives need to be meaningfully consulted 
and involved. During the first phase of REAct, the 
REAct Coordinating Organisation will consult with 
local community-based organisations to consider 
these issues:

■■ Necessity Is there a need for a human rights 
monitoring and response system? Why? What for? 
What are the main issues that need addressing? Is 
there a similar system already in place?

■■ Commitment Do local community-based 
organisations have the need for REAct? Are they 
committed to implementing the system? Do they 
have the resources (time and staff)?

■■ Capacity Can local community-based 
organisations practically set up and run the 
system? Do they reach and work with key 
populations? Do they have staff who can be 
trained to implement REAct? Are they legitimate 
organisations that can commit to data security and 
financial management?

Once community-based organisations have been 
selected to become Implementing Organisations 
and have made a commitment to the project, 
two members of staff (recommended) from each 
organisation are identified as key REAct coordinators. 
They will be responsible for implementing the 
project, carrying out interviews with beneficiaries 
and clients, and recording and inputting data into the 
information management tool, Martus (see Unit 4). 
These two people will attend the REAct workshop, 
where they will be involved in structured sessions 
and consultation sessions. Directors of Implementing 
Organisations should also attend the first and last 
days of the workshop to understand the purpose of 
REAct, and agree roles and responsibilities for their 
organisation (see Unit 5).

1.2 Key principles of community 
engagement
Consultation with community-based organisations 
and implementing REAct in your community are part 
of a human rights-based response to HIV guided by 
key principles.

■■ Equality and non-discrimination

■■ Equal and full participation of all stakeholders

■■ Community at the centre of all programmes

■■ Capacity-building of rights holders and duty 
bearers

■■ Accountability of state and non-state actors

We will cover more on understanding human rights in 
Unit 2, as well as safeguards for ethical research and 
data security in Unit 4.

1.3 Country context
It is important to understand the country context in 
which REAct will be set up. The human rights issues 
and violations encountered by key populations and 
other beneficiaries will differ between population 
groups and according to each country context. They 
will also be affected by laws, policies and other issues 
such as social and gender norms, and religious 
beliefs. We strongly advise that you ask reputable 
representatives of human rights organisations or other 
human rights experts to present at the workshop on 
the challenges to and opportunities for dealing with 
human rights in a way that is fully country sensitive.

1.4 Consultation during the 
workshop
During the workshop, Implementing Organisations 
representing beneficiaries will work together to:

■■ agree the priority human rights-related issues faced 
by their communities that the REAct system will 
focus on

■■ map services and responses – what is needed, 
what is already provided, who provides services – 
and develop referral networks

■■ discuss language considerations

■■ discuss the wider community – beneficiary reach, 
community perception, and potential future 
partners

■■ identify similar systems already being implemented 
that could complement REAct.

1

In this unit

■■ 1.1 Do you and your community need REAct? 
Consulting community-based organisations 

■■ 1.2 Key principles of community engagement

■■ 1.3 Country context

■■ 1.4 Consultation during the workshop

■■ Suggested workshop session format 

■■ Unit checklist
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Suggested workshop 
session format 

Sessions 1.1 Community engagement and 
principles of community engagement

PowerPoint presentation: REAct workshop 
presentation PowerPoint (>>>slide 18)

■■ Give the PowerPoint presentation. Explain to 
participants that they can ask questions at any 
point and add issues they feel are missing.

Session 1.2 Country context

Plenary presentation: The human rights 
situation in our country

■■ Invite local human rights organisations to give a 
presentation, or conduct participatory activities, 
on the human rights situation in your country. Ask 
them to include country laws and policies affecting 
beneficiaries, as well as the services the human 
rights organisation can offer to communities.

■■ Ask directors to give an overview of their work and 
the challenges they encounter because of laws and 
policies affecting their community.

Or

Group work
■■ Ask participants to break into their population 

groups and brainstorm the laws and policies that 
affect their groups.

Session 1.3 Human rights issues in the 
community

Activity: Describing incidents and perpetrators
■■ Ask participants to individually think of a 

beneficiary within the community who faces human 
rights related issues. This person will form the 
basis of a character to be used in examples and 
role plays throughout the workshop.

■■ In key population groups, ask participants to 
choose one of the characters that represents a 
‘typical’ client.  Draw the character on a sheet of 
flip chart paper. Then ask them to list on Post-it 
notes the human rights-related issues faced by 
their character – one on each Post-it note. Stick 
these around the character to show the types of 
incidents.

■■ Ask participants to think about who is causing each 
problem, and explain that we refer to these people 
as the perpetrators. 

■■ Ask participants to briefly introduce their character, 
providing four priority issues their character 
encounters as well as the perpetrators. Explain that 
we will be returning to their characters throughout 
the workshop. Stick the characters up on the wall.

Activity: Mapping responses
■■ Ask participants to draw a map of the area they 

work in, including their organisational responses. 
Make sure they include the services they provide 
and referrals they make, together with any 
partnerships with human rights organisations or 
those providing legal, health and other services 
specific to their communities. Then ask participants 
to give a brief overview of these in plenary. 

■■ Stick the maps up on the wall. If organisations 
are working in the same geographical areas, give 
groups five minutes to look at these and add to 
their own maps any services they are not currently 
linking to.

■■ In plenary, ask participants if they know of similar 
systems being implemented that collect data on 
human rights violations. Explain that REAct not only 
records information but also facilitates emergency 
responses and referral to appropriate interventions. 
Discuss how these systems might complement 
REAct, or vice versa.

Go to Unit 2

Unit checklist
■✔ We have understood the 
rationale for implementing 
REAct in our country.

■✔ We have understood the 
Implementing Organisation selection process.

■✔ We have understood the key principles of 
community engagement.

■✔ We have agreed priority human rights-related 
issues for our key population group.

■✔ We have mapped services and referrals in our 
geographical area.

■✔ We have identified similar systems already 
being implemented that could complement 
REAct.

Methods

■■ Plenary presentation and questions and 
answers

■■ Group work

■■ Plenary discussion

Materials

■■ Flip chart paper, markers, tape, Post-it notes, 
pens and notebooks

■■ REAct workshop presentation PowerPoint



A GUIDE TO REAct: UNIT 2 | 17  

Unit 2: Human rights 
principles and responses

2.1 What are human rights?
Human rights are basic universal entitlements that all 
people have because they are human. They are based 
on the idea that every person is equal and entitled 
to be treated with dignity and respect, regardless of 
their race, sex, gender, age, disability or any other 
characteristic. Human rights apply to all people 
throughout the world at all times.

Human rights give people the freedom to choose how 
they live, how they express themselves, and what 
kind of government they want to support, among 
many other things. They also guarantee people their 
basic needs, such as food, housing and education. By 
guaranteeing life, liberty and security, human rights 
protect people against abuse by those who are more 
powerful. 

State institutions and representatives, including 
government officials, policemen and women, 
army personnel, prison officers, civil servants, 
the judiciary, political authorities, and medical or 
education personnel in state-run facilities, have the 
obligation to fulfil the rights of all their citizens without 

discrimination. In order to do so, states have the 
responsibility to:

■■ respect the human rights of all people, and 
to prevent, investigate and sanction violations 
committed by their officers

■■ protect the human rights of all citizens by taking 
all necessary measures to avoid the deprivation of 
their rights

■■ promote the respect of the human rights of all 
citizens without distinction. 

The idea of human rights is not a modern one. There 
are references to human rights in historical documents 
across the world. Some people argue that human 
rights are not universal. They say that they are a 
foreign concept that cannot be forced on countries. 
They argue that each country is free to determine its 
own national values, rules, norms and laws. However, 
in most cultures and religions, there are ideas that 
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Unit 2: Human rights principles and 
responses2

Resource

Detailed information on HIV and 
human rights can be found in 
International HIV/ AIDS Alliance 
and ARASA (2013), Good Practice 
Guide: HIV and human rights, available at: http://
www.aidsalliance.org/resources/400-good-
practice-guide-hiv-and-human-rights

What are human rights violations?

Generally, a human rights violation can only be 
committed by a state. This includes state institutions 
and representatives, such as government officials, 
policemen and women, army personnel, prison 
officers, civil servants, the judiciary, political 
authorities, and medical or education personnel 
in state-run facilities. Human rights violations can 
occur through:

■■ Failing to respect human rights This is an act 
committed directly by the state that is contrary 
to its human rights obligations (e.g. arbitrarily 
depriving someone of their freedom or torturing 
them). 

■■ Failing to protect human rights This is an 
indirect violation committed by the state by 
omission (i.e. by not providing protection against 
systematic abuse committed by one group 
against another, or by not promoting the rights of 
all citizens). Omission is negligence in performing 
the requirements of national or international law 
relating to the protection of human rights. 

■■ In the case of omission, the actual hurt can be 
committed by common citizens. The state has a 
responsibility to act to stop these incidents and 
provide protection to the victims. If the authorities 
don’t do so, they are violating the rights of the 
victims by their omission. 

■■ Failing to promote human rights It is the 
state’s duty to ensure that laws that protect 
everyone without discrimination are enforced. 
The state must also promote these rights to 
ensure that all its citizens are aware of them and 
how they can claim them effectively. The state 
and its representatives must ensure that the 
mechanisms for denunciation and redress are 
in place for all citizens to access. Failure to do 
all these (e.g. by failing to undertake campaigns 
against social discrimination against a particular 
ethnic group or sexual minority) constitutes a 
violation of the state’s responsibility to promote 
the human rights of all its citizens.

In this unit

■■ 2.1 What are human rights? 

■■ 2.2  Why are human rights relevant for organisations working on HIV?

■■ 2.3  How can we respond? Human rights-based HIV programmes and 
interventions

■■ 2.4 Identifying responses

■■ Suggested workshop session format 

■■ Unit checklist

Introduction

What is the 
system for?

Unit 1: 
Consulting 
community-
based 
organisations

What do we 
want from it?

Unit 2: 
Human rights 
principles and 
responses

What are 
human rights?

Unit 3: 
Collecting 
evidence

What are we 
collecting?

Unit 4: 
Managing 
information

How do we 
report?

Unit 5: Next 
steps and 
implementation

How do we 
implement the 
system?

What are  
human rights?

http://www.aidsalliance.org/resources/400-good-practice-guide-hiv-and-human-rights
http://www.aidsalliance.org/resources/400-good-practice-guide-hiv-and-human-rights
http://www.aidsalliance.org/resources/400-good-practice-guide-hiv-and-human-rights


18 | A GUIDE TO REAct: UNIT 2 A GUIDE TO REAct: UNIT 2 | 19  

describe respect for our fellow human beings. For 
example, stories, myths and legends illustrate that 
we are all human, with the same needs and desires, 
therefore we should treat everyone in the way that we 
would like them to treat us.

Human rights have been enshrined in the Universal 
Declaration of Human Rights and codified in a series 
of international human rights treaties ratified by states 
and other instruments. There are also regional human 
rights instruments, and most states have adopted 
constitutions and other laws that formally protect 
basic human rights and freedoms.1  

The underlying feature of human rights is the 
identification of rights holders who, because they 
are human, can claim certain entitlements; and duty 
bearers, who are legally bound to respect, protect, 
promote and fulfil the entitlements of rights holders. 
Human rights law obliges the state and other duty 
bearers not to infringe or compromise the fundamental 
freedoms and rights of people, and means that the 
state has a duty to realise rights for all.

National, regional and international human rights laws 
guarantee rights, and when these laws are not upheld 
this can result in human rights violations and rights-
related barriers to HIV services.

2.2 Why are human rights relevant 
for organisations working on HIV?
Every person has the right to health. At its most 
basic level, this means that every person has the 
right to services to prevent HIV transmission, as 
well as to treatment, care and support services for 
HIV and AIDS. Human rights are interconnected, 
and protecting health and wellbeing means more 
than simply providing health services. We need a 
range of related human rights, such as rights to 
information and education, and to equality and non-
discrimination.

It is now widely recognised that there is a link between 
HIV and AIDS and human rights. Although we know 
that every person has a right to health and health-
related services to prevent and treat HIV, there are 

Table 1: Examples of human rights violations that lead to barriers to HIV-related services

HIV-related human rights violations Impact on HIV and health

Key populations that are vulnerable to HIV are 
discriminated against by healthcare providers

Key populations are denied access to prevention, treatment, 
care and support services. The results may include:

■■ they and their sexual partners at increased risk of HIV

■■ people living with HIV do not get treatment

■■ HIV-positive pregnant women do not access prevention 
of mother-to-child transmission services, therefore 
putting their babies at risk.

Laws criminalise key populations; for example, the 
anti-homosexuality bill in Uganda

Increased stigma and discrimination; for example, men who 
have sex with men are afraid to access health services.

People living with HIV are discriminated against and 
unfairly dismissed in the workplace because they are 
HIV positive

Workplace discrimination against people living with HIV 
means that HIV-positive employees cannot earn a living. The 
results may include:

■■ general financial instability for the family

■■ inability to pay for transport to services

■■ inability to pay for antiretrovirals and other HIV-related 
services.

Laws and policies in some countries prohibit 
adolescents, children and key populations (e.g. men 
who have sex with men) from getting appropriate HIV 
information and education

Affected populations do not receive appropriate HIV 
information so are less able to prevent HIV infection or 
access services.

many reasons why people face barriers in accessing 
these essential and often life-saving services. The 
people facing these barriers are often the most 
marginalised, stigmatised and vulnerable to HIV. In 
order for us to prevent HIV, and for people living with 
HIV to access treatment, care and support services, 
human rights violations need to be addressed.

States are obligated to protect, promote, respect and 
fulfil the human rights of their people, particularly to 
ensure a positive and effective response to HIV and 
AIDS. States are principally responsible for creating 
the conditions and providing the necessary resources 
and services that will ensure the realisation of human 
rights.

See Table 1 for some examples of human rights 
violations that lead to barriers to HIV-related services.

2.3 How can we respond? Human 
rights-based HIV programmes and 
interventions
We know that there is a proven link between human 
rights violations and HIV, so we need to put human 
rights at the centre of our HIV programming. 

Programmes should be based on the local context 
and respond to the surrounding social, political, 
economic and cultural environment. They need to 
recognise and respond to underlying inequalities, 
prejudices and power relationships that increase 
vulnerability and risk of exposure to HIV and HIV-
related ill health. 

The eight programmes in Table 2 are based on the 
UNAIDS recommended practical programmes to 
reduce stigma and discrimination, and strengthen 
access to justice in national responses to HIV and 
AIDS. The Alliance has added one critical programme 
underpinning core human rights-related interventions 
led by community-based and civil society 
organiations. 

Table 2: Eight key human rights-related HIV programmes

The programmes How can you use them?

Stigma and discrimination reduction 
programmes

These programmes help to address actionable causes of stigma and 
discrimination, and to empower people affected by HIV and AIDS.

HIV-related legal services These programmes facilitate access to justice and redress in cases of HIV-
related human rights violations.

Monitoring and reforming laws, 
regulations and policies relating to HIV

Programmes to monitor, review and reform laws help to create laws and 
policies that support rather than block, access to HIV and health services.

Legal literacy (‘know your rights’) Legal literacy programmes teach those living with HIV and key populations 
at higher risk of HIV exposure about laws, their rights and how to enforce 
them.

Sensitisation of lawmakers and law 
enforcement officials

These programmes sensitise lawmakers and law enforcers about how the 
law impacts on HIV and about the rights of key populations, in order to 
support protection of rights and access to services.

Training for healthcare workers on 
human rights and medical ethics 
related to human rights 

Training programmes improve healthcare workers’ understanding of their 
own and their patients’ rights, and help to reduce stigma and discrimination 
in the health sector.

Reducing discrimination against 
women in the context of HIV

These programmes address gender inequality and gender-based violence 
as both causes and consequences of HIV infection.

Core community-led human rights-
related responses to HIV

These programmes are core civil society organisations and community-
based organisations interventions, including crisis response (reacting to 
emergencies regarding security and protection from exposure of individuals 
and their organisations); effective human rights-related advocacy; and the 
production of evidence to inform human rights programming and advocacy.

1. While international treaties and customary law, together with interpretive 
practice by treaty organs, form the backbone of international human rights 
law, other non-binding instruments such as declarations, guidelines and 
principles adopted at the international level contribute to its understanding, 
implementation and development.
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Session 2.4 How can we respond? Human 
rights-based HIV programmes and 
interventions

■■ Break into groups (participants do not have to be 
in their key population groups). Give each group 
one or two examples of human rights-related 
HIV programmes. Ask the groups to identify 
interventions and activities that would fall under 
that programme. 

■■ Feed back in plenary.

■■ Break into key population groups and return to the 
maps of services and referrals that participants 
created for their communities in Unit 1. Ask them 
if they want to add anything to them. Give them a 
copy of the referral card and ask them to complete 
it. Suggest they ask other groups about their 
services and referrals if appropriate.

Session 2.5 Identifying responses

Activity: Identifying responses
■■ Break into groups and give each group a character 

and a scenario. Ask them to discuss what each 
character needs in terms of:

>  emergency responses 

>  HIV-related programmes and interventions in the 
longer term. 

■■ In a large group, ask each small group to introduce 
their characters and scenarios, saying what 
responses they would recommend (they can draw 
these if they prefer).

Go to Unit 3

2.4 Identifying responses
REAct will help Implementing Organisations to 
identify the most appropriate HIV programmes to 
address the types of cases that are reported to them. 
REAct Implementing Organisations may not be able 
to provide all the services and responses required. 
Therefore it is important that the Coordinating 
Organisation and Implementing Organisations map 
relevant services and programmes and build a solid 
relationship and referral network, so that organisations 
are prepared to provide services identified through 
REAct promptly and effectively (see Unit 1 for 
mapping of services and referrals).  

It is recommended that Implementing Organisations 
create a referral card, including contact information 
and a list of responses and services (see Interview 
checklist card and referral card for a template). 

Additional resources

■■ Interview checklist card and 
referral card 

■■ International HIV/ AIDS Alliance 
and ARASA (2013), Good 
Practice Guide: HIV and human rights, available 
at: http://www.aidsalliance.org/resources/400-
good-practice-guide-hiv-and-human-rights

Suggested workshop 
session format 

Session 2.2 What do participants consider 
rights violations?

Activity: What are human rights violations?

■■ Prepare a board (or sheet of flip chart paper) 
in advance with two headings: Human rights 
violation and Not a human rights violation.

■■ Ask participants to think back to the character they 
created in Unit 1 and write on three separate Post-
it notes (or pieces of paper) three situations their 
character might encounter that they consider to be 
human rights violations. Place the Post-it notes in 

the middle of the board.

■■ Discuss in plenary whether each situation is a 
human rights violation or not, and place each Post-
it note under the heading agreed by the group.

Session 2.1 What are human rights? 

PowerPoint presentation: REAct workshop 
presentation PowerPoint (>>>slide 27)

■■ Give the PowerPoint presentation. Explain to 
participants that they can ask questions at any 
point and add issues they feel are missing.

Session 2.3 What are human rights 
violations?

Plenary discussion
■■ Return to the list of situations that are/are not 

human rights violations (i.e. that are/are not 
the responsibility of the state) and reopen the 
discussion. If the group has changed their opinion 
about how to categorise any of the situations, 
discuss why and then move the Post-it note 
under the alternative heading. Highlight that the 
responsibilities of states are not always obvious, 
but that participants should ask: 

>  Did the state fail to respect the rights of an 
individual?

>  Did the state fail to protect the rights of an 
individual?

>  Did the state fail to promote the rights of an 
individual?

Methods

■■ Plenary presentation and questions and 
answers

■■ Group work

■■ Plenary discussion

Materials

■■ Flip chart paper, markers, tape, Post-it notes, 
pens and notebooks

■■ REAct workshop presentation PowerPoint

■■ Interview checklist card and referral card 

Unit checklist
■✔ We understand why human 
rights are relevant for 
organisations working with HIV 
and key populations.

■✔ We can identify when the state is responsible 
for rights violations (i.e. when the state has 
failed to respect, protect and promote the 
human rights of individuals).

■✔ In the context of health we can identify 
instances of discrimination in the provision of 
public health care

■✔ We know the eight suggested rights-based HIV 
programmes and have agreed which ones are 
relevant to our organisation and community.

■✔ We can identify appropriate responses to 
the human rights-related situations our 
beneficiaries face.

http://www.aidsalliance.org/resources/400-good-practice-guide-hiv-and-human-rights
http://www.aidsalliance.org/resources/400-good-practice-guide-hiv-and-human-rights
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Unit 3: Collecting evidence

3

In this unit

■■ 3.1 What kind of information can we collect using REAct?

■■ 3.2 Key principles of human rights-related interviewing

■■ 3.3  Checklists for conducting human rights-related interviews 

■■ 3.4 Developing a REAct questionnaire

■■ Suggested workshop session format

■■ Unit checklist
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Unit 3: Collecting evidence 

3.1 What kind of information can 
we collect using REAct?
REAct is designed to record information gathered 
directly from beneficiaries and members of REAct 
Implementing Organisations. This means it is based 
on individual beneficiaries.

The information from individual cases is collected 
through direct interviews with beneficiaries and clients 
using a questionnaire as a guide (semi-structured 
interviews). Although the questionnaire contains 
some standard information that will be the same 
for all population groups, during the workshop the 
Implementing Organisations will adapt it to make it 
relevant to their beneficiaries and country context. 
(Although most of the case information will come 
directly from beneficiaries, it is also possible for 
Implementing Organisation staff, peer outreach 
workers and witnesses to report on human rights 
violations they know about.)

Although the REAct questionnaires are structured to 
collect information on human rights situations relating 
to access to HIV services (but which can also cover 
sexual and reproductive health and related health 
services), they allow for wider human rights violations 
to be documented, and for non-human rights-related 
emergency situations also to be recorded and 
responded to.

After the interview, the information is entered into a 
secure information management tool, Martus, (see 
Unit 4) and loaded onto a laptop that is (ideally) only 
used for REAct. The information is organised by 
beneficiary, not by case or incident. This is because 
the main objective of REAct is to help respond to 
the human rights context of the individual. REAct 
records the responses provided to the beneficiary, as 
well as allowing staff to input updates and follow-up 
information. 

In most cases, a particular incident and need for 
urgent response (e.g. somebody has been arrested 
and needs a lawyer, or somebody needing temporary 
shelter) will prompt a person to give their testimony. 
The Implementing Organisation can use a Small Grant 
Scheme (see Unit 5), when available, to respond to 
crises and emergency situations.

3.2 Key principles of human rights-
related interviewing
There are eight key guiding principles that we should 
keep in mind when investigating rights-related 
barriers: 

■■ Do no harm We should not cause further damage 
to the people interviewed or to other people. 
Although the collection of information is essential in 
human rights monitoring, it should never be done 
at the expense of someone’s physical safety, or the 
emotional and mental health of the interviewee. 

■■ Transparency People involved in monitoring, 
and specifically interviewing, should be open and 
transparent about their organisation, and the REAct 
system and its objectives, without compromising 
confidentiality. 

■■ Confidentiality You should obtain the consent 
of the person being interviewed and witnesses 
(see Consent form) and assure them about 
confidentiality. Interviewers should preserve the 
confidentiality of information through all stages of 
the project and afterwards.

■■ Security In addition to the security measures for 
interviewees, you should ensure the security of 
interviewers and others involved in implementing 
REAct. These steps may include team members 
checking in with a team leader or other member 
regularly and after each interview; avoiding taking 
risks that may place the team member or others’ 
safety in jeopardy; carrying a cell phone; travelling 
in pairs or teams, especially in unsafe areas; and 
postponing interviews if the safety and security of 
anyone involved is at risk.

■■ Accuracy The questionnaires in REAct are 
designed so that interviewers obtain accurate 
information. You should enter data as soon as 
possible after completing the interview to ensure 
accuracy and also to reduce the risk of notes being 
seen by others. 

■■ Impartiality You should refrain from asking 
leading questions to obtain answers that support 
your beliefs or objectives rather than reflect the 
testimony of the interviewee. 

■■ Gender sensitivity Rights-related barriers for 
girls and women, including transgender women, 
are often undocumented for reasons that reflect 
the subordinate position women often occupy in 
the family, community and society. You should 
ensure that women’s rights violations are properly 
documented and that women’s rights are not 
neglected. 



24 | A GUIDE TO REAct: UNIT 3 A GUIDE TO REAct: UNIT 3 | 25  

■■ Age sensitivity Sometimes you may be 
interviewing beneficiaries under the age of 18. 
Please refer to the child protection policies you use 
for under-18 programming for further information 
and guidance on good practice. Also remember 
that interviews should be carried out with the 
interviewee alone, without parent or guardian 
supervision.

3.3 Checklists for conducting 
human rights-related interviews

Preparing for the interview

Before the interview with the beneficiary or client, 
you need to prepare the content of the interview, 
the materials you will need and the place where the 
interview will be conducted.

■■ Make sure you have re-read the eight key 
principles above and you can guarantee all of 
them.

■■ Go back to the questionnaire to remind yourself 
of the structure so that you don’t miss out critical 
questions, and make sure you have a printed copy 
ready for the interview. Although the questionnaire 
will be loaded on your laptop (see 3.4 below and 
Unit 4), you should only input information after 
the interview and not during it. A computer may 
act as a barrier between you and the interviewee, 
affecting their openness and trust.

■■ Make sure you know which language you are going 
to use for the interview and that you know the 
interviewee’s level of command of that language.

■■ Have a printed copy of the Consent form to be 
signed by the interviewee at the beginning of the 
interview.

■■ Have a notebook to write down information during 
the interview.

■■ If using a voice recorder, make sure it is ready 
and fully charged. Please note that recording 
equipment like voice recorders or video cameras 
represent a security risk if the wrong people get 
hold of them, and should be used, if at all, with 
utmost care.

■■ Have your completed Interview checklist card 
and referral card ready with up-to-date contact 
details.

■■ Have the phone numbers of more than one REAct 
committee members (see Unit 5) to hand so you 
can contact them in any emergency when you are 
carrying out interviews or providing responses.   

■■ Ensure that the location of the interview will enable 
you and the interviewee to feel comfortable and 

safe, during the interview as well as on entering 
and leaving the location.

■■ Make sure the interviewee will not have to wait for 
a long time to be interviewed on the day.

■■ Make sure you and the interviewee will be alone 
and in a place where the conversation cannot be 
overheard or where you will be interrupted. If that is 
not possible, consider postponing to a time when a 
secure place can be found.

You also need to be clear about security procedures 
in case there are any difficulties. Please ensure you 
have read and understood the security protocol that 
your organisation should have in place. There is 
Safety and security guidance to build your protocol 
on. 

During the interview

The start of the interview
Introduce yourself and your organisation, the object 
of the interview, its format, and approximately how long 
it will take. If the interviewee does not have at least 
40 minutes available, ask to postpone the interview. 
Make sure you ask the interviewee whether they feel 
comfortable and safe, and if they need anything such 
as water. Tell them to ask you to repeat questions, and 
speak more loudly or slowly if necessary. Thank them 
for giving their testimony before going through the 
informed Consent form.

Ask for informed consent Interviewers should 
always obtain informed consent in writing prior to the 
interview. Informed consent involves providing the 
interviewee with clear and accurate information about 
who the interviewer represents and why the interview 
is taking place. The interviewer should also explain 
to the interviewee the extent to which the information 
will remain confidential and what will happen to the 
information. The interviewee should be told that 
they can stop the interview at any time, withdraw 
their consent and demand that all recorded data be 
destroyed. Note: No case may be collected in REAct 
without the consent form being signed by the person 
interviewed. The signed consent form must be scanned 
or photographed and saved as an attachment within 
Martus (see Unit 4). The hard copy must then be 
deleted.

Voice recording Wait until you have introduced 
yourself and reassured the interviewee about the 
objectives of the interview and the confidentiality of the 
information before you set up a voice recorder. Explain 
that you would like to use a voice recorder so that you 
can give the interviewee your full attention and only 
write down key points during the interview. Reassure 

the interviewee that the recording will be deleted as 
soon as the data has been entered. Only proceed to 
use a voice recorder if the interviewee agrees.

 
The interview itself Interviewers should be prepared 
for the emotional impact on beneficiaries when 
they recount experiences that bring back traumatic 
memories during the interview. These emotions 
cannot always be prevented or avoided, but can be 
minimised or managed by using some of the tips 
below:

■■ Maintain eye contact and sit level with the 
interviewee.

■■ Listen attentively, show empathy, build rapport and 
be patient.

■■ Allow the interviewee to tell the story and answer 
questions at their own pace. Do not rush the 
interview. 

■■ Do not interrupt the interviewee. If something they 
say isn’t clear, make a note to come back to it 
when the interviewee has finished speaking. 

■■ Do not push the interviewee. If an issue is too 
sensitive, come back to it later. 

■■ Recognise and acknowledge the difficulty in 
reliving the abuse.

■■ Be aware of non-verbal signals you may give, 
such as facial expressions that reveal shock 
or judgment. Recognise your own personal 
discomfort with any of the interviewee‘s issues and 
control your own reactions to what you are hearing. 
Make sure it is clear to the interviewee that it is the 
issue not the interviewee that is causing you any 
discomfort.

■■ Validate and normalise the interviewee‘s conduct 
during the interview. Encourage their emotional 
expression in a supportive environment

■■ Avoid assumptions or judgments about the 
interviewee‘s behaviour. Avoid labeling or 
categorising the interviewee‘s behaviour, and avoid 
shaming the interviewee.

■■ Obtain as much relevant detail as possible. 
Verifying and recording the names and titles of 
people, places and dates will help preserve the 
information more accurately. Verify spelling when 
needed. 

■■ Respect confidentiality at all times. Never discuss 
with interviewees what other interviewees 
have revealed as that violates the principle of 
confidentiality and diminishes the interviewer‘s 
credibility.

■■ Let the interviewee state what they believe is 
significant, even if you feel it is not relevant.

Asking the questions
For each set of questions, explain to the interviewee 
what the questions will be about and why you are 
asking them. This prepares and reassures them (see 
questionnaire structure below).

■■ Personal information It is essential that the 
interviewee’s personal information be recorded 
accurately to enable quantitative analysis. This 
information is also needed to enable follow up to 
responses and referrals, and so that updates to the 
beneficiaries’ data can be made.

■■ Health-related questions These questions are 
essential to identify which and how human rights-
related issues affect access to HIV and broader 
health services.

■■ Main case/subsequent cases information This 
is the main part of the questionnaire, where all the 
relevant information about the case is recorded. 
The questionnaire goes through the main questions: 
What happened? When? Who? Why? Where?

■■ Interview prompts It is envisaged that the main 
trigger for a beneficiary to want to be interviewed 
is an emergency situation that requires some 
immediate response. This will often be the first 
incident to be reported and the one that will lead to 
other cases as the interview progresses. Allow the 
interviewee to talk about other issues, but make sure 
you ask enough questions to be able to complete 
the questionnaire regarding the main case.

■■ Type of incident/perpetrator/category of human 
rights violation (responsibility of the state, failing 
to respect, protect and/or promote human 
rights) This section deals with the Who? question 
in the incidents reported. It is essential not only to 
identify the perpetrator but also the direct or indirect 
responsibility of the state in the incident, and the 
type of human rights violations committed.

■■ Questions about the individual’s situation, 
responses, recommendations and follow up 
This section has questions corresponding to the 
kind of emergency and the possible responses 
(both emergency and recommended programmes), 
including whether the responses are provided by the 
implementing organisation directly or through the 
referral system. There can be up to two emergency 
responses, and up to three recommended 
programmes.

The questionnaire needs to be the basis of your 
interview, but semi-structured interviewing needs to be 
flexible. The interview itself will determine the flow of 
questions and answers, therefore you must make sure 
that you:
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■■ check the questionnaire regularly during the 
interview to make sure you are not missing out on 
questions you need to ask, or details you need to 
collect from the interviewee

■■ ask questions to clarify or give more detail if you 
think that what has been provided is insufficient to 
be able to complete the questionnaire later.

Concluding the interview 
■■ Make sure you have covered all the fields in the 

questionnaire. Ask the interviewee to wait for a few 
seconds while you go through the questionnaire 
to make sure all the relevant questions have been 
asked. And if not, simply ask the question.

■■ Make sure you are satisfied with the information 
given about the incident, and ask further questions 
if anything does not seem to make sense.

■■ Make sure you are satisfied you have all the 
information to be able to recommend a particular 
response to the interviewee.

■■ Thank the interviewee for their time, and 
acknowledge how difficult it can be to provide this 
information.

■■ Reassure the interviewee again about the 
confidentiality of the interview and the information 
you have recorded.

■■ Tell the person about the next steps in terms of the 
response you can give, refer to, or recommend, 
using the response protocol you have agreed to 
follow when you set up REAct (see Unit 5).

■■ Make sure you agree a specific follow-up plan with 
the interviewee, including confirmed dates, times 
and contact details.

After the interview

■■ Immediately transfer your notes into the information 
management tool, Martus, either offline or online. 
Remember, delaying may lead to inaccuracies 
in the data entered, and if you have made notes, 
delays increase the chance of the notes getting into 
the wrong hands.

■■ Scan or photograph the signed consent form and 
save as an attachment within Martus (see Unit 4). 
Delete the hard copy of the signed consent form.

■■ Transfer your offline file online as soon as you have 
access to the Internet. Remember, the safest place 
for the information is securely online (see Unit 4).

■■ Delete any voice recording and destroy the consent 
form and any notes taken once the data has been
entered.

■■ Make sure you take all the necessary steps 
to provide or refer the interviewee to services 

promptly, according to the agreed follow-up 
procedure, and that you record this follow up in the 
information management tool, Martus. 

3.4 Developing a REAct 
questionnaire
The information from individual cases is collected 
through direct interviews with beneficiaries or clients 
using a questionnaire as a guide (semi-structured 
interviews).

During the workshop, participants will work in 
population groups to customise the part of the 
questionnaire that relates to the types of incident, 
perpetrators and responses that are appropriate and 
relevant to their beneficiaries. However, some of the 
information in the questionnaire is standardised for all 
beneficiaries. This will enable the data to be analysed 
across population groups. 

After the workshop, the questionnaires will be finalised 
with assistance from the REAct team at the Alliance 
Secretariat, and formatted for inclusion into the 
information management tool, Martus, developed by 
Benetech (see Unit 4).

Although most case information will come 
directly from beneficiaries, it is also possible for 
Implementing Organisation staff, peer outreach 
workers and witnesses to report on human rights 
violations they know about.

Additional resources

■■ REAct example questionnaire

■■ Consent form

■■ Interview checklist card and 
referral card 

■■ Safety and security guidance

Suggested workshop 
session format 

Session 3.1 Principles of interviewing

Plenary
■■ Brainstorm the principles participants think should 

guide interviewers.

PowerPoint presentation: REAct workshop 
presentation PowerPoint (>>>slide 35)

Session 3.2 Interviewing experience

Discussion 
■■ Ask participants if they have had had experience 

of carrying out human rights interviews and if they 
could share any difficulties. Discuss why. Distribute 
copies of the consent form and interview card and 
referral template, and discuss their content.

PowerPoint presentation: REAct workshop 
presentation PowerPoint

Session 3.3 Customising the questionnaire

PowerPoint presentation: REAct workshop 
presentation PowerPoint (>>>slide 44)

Activity
■■ Distribute copies of the REAct example 

questionnaire and explain that we will return to 
it later when we work together to customise the 
questionnaire. 

■■ Break into key population groups and ask 
participants to look at the questionnaire template 
they were handed in Session 3.1. Ask them to refer 
back to the characters they created in Unit 1 and to 
make sure that they capture in their questionnaire 
the: incidents, perpetrators and responses 

■■ Then discuss the standard sections. Ask 
participants what would need to be changed in each 
of these to adapt them to their own context.

■■ The suggested changes to the questionnaire need to 
be documented and sent to the REAct team at the 
Alliance Secretariat for developing the information 
management tool (see Unit 4).

Session 3.4 Interview practice

Role play
■■ Ask participants to pair up, with one person taking 

the role of the beneficiary or client and the other 
an Implementing Organisation representative or 
peer outreach worker. Ask them to think of a case 
that is relevant to their community. Tell participants 
they have one hour to take turns interviewing each 
other.

■■ Break into key population groups. Invite a few 
participants to perform their role play interviews 
in front of the group. Ask participants to give 
constructive feedback on how the interview was 
conducted.

Recap
■■ In plenary, recap on human rights-related interviews 

and ask for questions or comments.

Methods

■■ Plenary presentation and questions and answers

■■ Group work

■■ Plenary discussion

Materials

■■ Flip chart paper, markers, tape, Post-it notes, 
pens and notebooks

■■ REAct example questionnaire 

■■ Consent form 

■■ Interview checklist card and referral card 

■■ REAct workshop presentation PowerPoint
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Unit 4: Managing information

4

In this unit

■■ 4.1 Data security

■■ 4.2 Equipment and connectivity

■■ 4.3 The information management tool, Martus

■■ Suggested workshop session format

■■ Unit checklist

Introduction

What is the 
system for?

Unit 1: 
Consulting 
community-
based 
organisations

What do we 
want from it?

Unit 2: 
Human rights 
principles and 
responses

What are 
human rights?

Unit 3: 
Collecting 
evidence

What are we 
collecting?

Unit 4: 
Managing 
information

How do we 
report?

Unit 5: Next 
steps and 
implementation

How do we 
implement the 
system?

How do we 
report?

Unit checklist
■✔ We know the sort of information 
we can collect using REAct.

■✔ We are confident that we know 
how to ensure our safety and 
security, and that of our beneficiaries.

■✔ We are confident that we can apply the key 
principles of interviewing when we meet our 
beneficiaries.

■✔ We are confident that we will be able to record 
the human rights violations that have happened 
to our beneficiaries.

■✔ We are satisfied that our group has adapted the 
questionnaire to our community and context.

Go to Unit 4
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Unit 4: Managing 
information 

4.1 Data security
The sensitive nature of human rights-related 
information means that data security is of utmost 
importance, especially in today’s digital world. 
Password protected hardware is insufficient to keep 
identities safe, and therefore we need to pay particular 
attention to the way in which REAct data is collected, 
stored and processed. In Table 3 a list of best practice 
for data security within REAct.

The information management tool, Martus, used in 
REAct has been developed to ensure maximum data 
security.

In general, organisations implementing REAct should 
also use encryption such as PGP on emails.

4.2 Equipment and connectivity
REAct Implementing Organisations need two pieces 
of hardware for managing REAct information:

■■ An audio recorder for use in interview.

■■ A laptop for data entry and analysis.

A small laptop (‘netbook’) is recommended for use by 
each Implementing Organisation because of its size 
and portability. It can be carried easily, stored safely, 
and can also be used during a human rights interview 

if needed without creating a physical barrier between 
the interviewer and interviewee. However, as noted in 
Unit 3, it is best to record the interview, making notes 
on paper and then transferring the information into 
the information management tool, Martus, after the 
interview has finished.

Internet connection is also needed. The information 
management tool, Martus, does not have to be 
used with a live connection. However, it is best to 
connect to the Internet as soon as possible after new 
information is entered or uploaded so that data is 
stored securely.

In addition to the above, REAct coordinators will also 
need three USB memory sticks to store account 
encryption keys that will be partitioned on the devices.  

4.3 The information management 
tool, Martus
Martus is the information management tool that will 
be used in REAct. It is open source and has been 
developed by Benetech to assist human rights 
organisations in collecting, safeguarding, securely 
sharing and organising sensitive information. Martus is 
used in REAct because of its:

■■ full encryption to ensure data security

■■ flexibility to include customised questionnaires

■■ storage and search function for large amounts of 
text

■■ availability in different languages.

Table 3:  Best practice for data security wwithin REAct

Do Do not

■✔ Conduct interviews in private (see Unit 3). ■✘ Keep paper with names, contact information and incident 
details on.

■✔ Minimise likelihood of laptop/computer theft. ■✘ Share the equipment with people who are not REAct 
Implementing Organisation staff (see Section 4.2).

■✔ Have anti-virus and anti-spyware software loaded on 
the laptop used for REAct.

■✘ Write down and share log in details.

■✔ Use a firewall on the laptop. ■✘ Discuss case information with non-REAct Implementing 
Organisation staff.

■✔ Use wireless networks with encryption (WPA/WEP).

■✔ Connect to the Internet while using, or as soon as 
possible after using, the information management 
tool, Martus (see Section 4.2).

Martus has the ability to save and store files as 
encrypted attachments, such as photos and witness 
testimony.  Therefore Martus can also be used to 
manage sensitive documents. 

Extensive information on Martus can be found at  
www.martus.org.  The Martus tool can be 
downloaded from https://martus.org/download.html 

Documentation and user guides for Martus in various 
languages can be obtained from
https://martus.org/resources/documentation.html. 
However, shorter step-by-step Martus instructions 
for Implementing Organisations and for 
Coordinating Organisations have been developed 
for REAct.These are currently available for Martus 
version 5.1 and in English and French.

The current tool is Martus version 5.1. The Martus 
user guide version 5.1 is a comprehensive 
document.  For managing REAct data in Martus, 
only some of the tool’s functions need to be used. 

Therefore only some sections in the user guide need 
to be referred to. See Table 4 for sections of the 
Martus user guide that will detail how to carry out the 
functions necessary for REAct.

Training on the information management tool, 
Martus
There are three components to Martus training, all of 
which will be covered during the workshop:

■■ Best practices in human rights information 
management and security.

■■ Using the Martus secure information management 
tool.

■■ Customising the Martus software for REAct (see 
Unit 3).

During and after the workshop, REAct Coordinating 
and Implementing staff will work through Martus 
practice exercises. The exercises have been written 
for Martus version 4.5 and is only available in English.

Table 4:  Functions in Martus applicable for REAct

Sections Pages Relevance
Coordinating 
Organisations

Implementing 
Organisations

Installing Martus 7 ✔ ✔

Creating a Martus account 12-13 ✔ ✔

Setting up preferences 14-15 ✔ ✔

The Martus workspace 16 ✔ ✔

Creating a record 17 ✔

Adding an attachment 18 ✔

Saving a record 20 ✔

Sharing a record 20 ✔

Editing a record 21 ✔

Discarding and deleting records 24 ✔ ✔

Moving records 24 ✔ ✔

Downloading records 26 ✔ ✔

Uploading records 27 ✔

Searching for records 28–31 ✔ ✔

Creating reports 31–35 ✔ ✔

Backing up your key 41 ✔ ✔

Restoring your key 42 ✔ ✔

Sharing data with contacts 43-46 ✔

Importing templates 47-48 ✔ ✔

www.martus.org
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Suggested workshop 
session format

Sessions

If laptops are available at the workshop, REAct 
Implementing staff can have hands-on training, and 
the information management tool, Martus, can be 
set up and configured during the workshop. If this is 
not possible, training can be provided by projecting 
Martus on to a screen or using printed screen shots of 
the tool.

The length of time needed to train on Martus will 
depend on the technical capacity and experience 
of the Implementing Organisation staff. A minimum 
of one day should be spent on the training in this 
module. The information management tool, Martus 
(see Section 4.3) needs to be installed onto any laptop 
available during the REAct workshop. There should 
also be internet connection for Martus accounts to be 
set up and shared.

If laptops are not available at the workshop, extra 
time will be needed afterwards for the Coordinating 
Organisation to set up and configure the information 
management tool, Martus, for Implementing 

Organisation staff. Some of the training or extra 
practise can take place once the information 
management tool, Martus, has been customised with 
the questionnaire and the regular review report is 
incorporated into the tool.  

If training is undertaken with laptops, REAct 
coordinators need to also bring the USB memory 
sticks.  

Sessions Hands-on 
training 
(minimum)

Presentation

Data security 1 hour 30 minutes

Martus accounts 
and servers

2 hours 30 minutes

Martus navigation 
and data entry

1.5 hours 30 minutes

Searching and 
reporting in Martus

2 hours 30 minutes

Customising Martus 30 minutes 30 minutes

Customising the information management 
tool, Martus

The questionnaire (see Unit 3) will be incorporated 
into the information management tool, Martus, as a 
template for data entry. During the REAct workshop, 
Implementing Organisation staff will work on the 
questionnaires to adapt them to their context and the 
needs of their clients. Following the workshop, the 
adapted questionnaires will be designed for use in 
Martus by the REAct team at the Alliance Secretariat 
(REAct@aidsalliance.org), with support from Benetech. 

Additional resources

■■ Martus user guide version 5.1 

■■ Martus instructions for 
Implementing Organisations

■■ Martus instructions for 
Coordinating Organisations

■■ Martus practice exercises

■■ REAct example questionnaire

Methods

■■ Plenary presentation and questions and 
answers

Materials

■■ Laptops (preferably the ones that will be used 
for REAct)

■■ USB sticks

■■ REAct workshop presentation PowerPoint

Unit checklist
■✔ We understand the importance 
of data security.

■✔ We feel comfortable using the 
information management tool, 
Martus.

Go to Unit 5

Unit 5: Next steps and 
implementation5

In this unit

■■ 5.1  Implementing REAct: structures and budget allocation

■■ 5.2  Agreeing roles and responsibilities for REAct implementation

■■ 5.3 The REAct Small Grant Scheme 

■■ 5.4 Data protection

■■ 5.5 Data sharing 

■■ 5.6 Data analysis and reporting

■■ 5.7 System review

■■ 5.8 Next steps

■■ Suggested workshop session format

■■ Unit checklist

Introduction

What is the 
system for?

Unit 1: 
Consulting 
community-
based 
organisations

What do we 
want from it?

Unit 2: 
Human rights 
principles and 
responses

What are 
human rights?

Unit 3: 
Collecting 
evidence

What are we 
collecting?

Unit 4: 
Managing 
information

How do we 
report?

Unit 5: Next 
steps and 
implementation

How do we 
implement the 
system?

How do we 
implement the 

system?
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Unit 5: Next steps and 
implementation

5.1 Implemeting REAct: structures 
and budget allocation
The diagram below represents the structures 
necessary for REAct, involving the Coordinating 
Organisation and the Implementing Organisations.

For each population implementing REAct, two 
committees need to be established: the REAct 
Committee and the Emergency Committee.

5.2 Agreeing roles and 
responsibilities for REAct 
implementation
Roles and responsibilities between the Coordinating 
Organisation and the Implementing Organisations 
should be clearly outlined to avoid confusion 
and encourage accountability. A memorandum 
of understanding (MOU) (see the Example 
memorandum of understanding between REAct 
Coordinating and REAct Implementing 
Organisations) can fulfil this purpose, also allowing 
for amendments as the implementation of REAct 
progresses. The MOU should include the key points 
below.

The Coordinating Organisation commits to:

■■ Identify the funds to implement the REAct project 
in order to monitor and respond to human rights-
related barriers in accessing HIV and health 
services.

■■ Identify individuals from Implementing 
Organisations to undertake the process of 
interviewing, gathering information and evidence 
and inputting data into the REAct system.

■■ Identify POs or other staff from the Coordinating 
Organisation to attend REAct training and give 
ongoing support to Implementing Organisations.

■■ Establish a REAct Committee consisting of at least 
the key REAct database system managers in each 
of the REAct Implementing Organisations.

■■ Ensure timely reporting of information by 
Implementing Organisations.

■■ Maintain confidentiality of data at all times. 

■■ Not use any of the data generated by REAct 
externally without the explicit consent of the REAct 
Committee.

The Implementing Organisation commits to:

■■ Identify individuals from within their organisation 
to undertake the REAct training and take 
responsibility for interviewing, gathering information 
and evidence and inputting data into the REAct 
system.

■■ Document human rights-related barriers in 
accessing HIV and health services.

■■ Provide expert data within the stipulated timeframe 
to be entered in the REAct system.

■■ Maintain confidentiality of data at all times. 

■■ Not use any of the data generated by REAct 
externally without the explicit consent of the REAct 
Committee.

■■ Bring to the attention of the REAct Coordinating 
Organisation/the REAct Committee any challenges, 
discrepancies or breaches of confidentiality relating 
to the collection of data and data management 
within the REAct system.

■■ Thoroughly input into REAct all the necessary data 
and follow-up information regarding individuals 
who are being using REAct funding, either from the 
Small Grant Scheme (see Section 5.3) or another 
source.

■■ Any other duties that may from time to time be 
prescribed by the REAct Committee.

5.3 The REAct Small Grant 
Scheme 
Whenever the Alliance Secretariat is involved in 
supporting the set up of REAct, either technically 
and/or financially, there will be an MOU signed 
between the Alliance Secretariat and the Coordinating 
Organisation, outlining the roles and responsibilities 
of each organisation. These will be discussed and 
agreed on a case-by-case basis.

Whenever possible, the Alliance Secretariat will 
provide funding from the Small Grant Scheme for 
running the system and providing human rights-based 
HIV responses (see Unit 2) when convenient referral is 
not possible. General guidelines for using the REAct 
Small Grant Scheme are given below, which should be 
incorporated into the MOU between the Coordinating 
Organisation and the Alliance Secretariat, and the 
MOU between the Coordinating Organisation and the 
Implementing Organisations.

Suggested use of funding for setting up 
and running REAct

This is budget managed by Implementing 
Organisations. There must be sufficient provision for: 

■■ Salary contribution and related costs such as 
transport for those who will be contracted to carry 
out the interviews and input the data to the system.

■■ Hardware and other costs related to the 
maintenance of the information management tool, 
Martus.

■■ Training for setting up, regular committee meetings 
and running the system when needed. 

We estimate that between 25% and 40% of the total 
of the grant should be used for these three areas.

Figure 3: Structures: with signed agreements

Figure 4: Budgets: small grant scheme

Coordinating Organisation: 
oversees implementation

Implementing Organisations:  
gather evidence and provide response

REAct 
Committee:  

decides 
and plans 

programming

Emergency 
Committee: 
decides on 
exceptional 
responses

Human rights-based 
programming

The REAct Committee should comprise:

■■ the main budget holder from the Coordinating 
Organisation

■■ the programme officers from the Coordinating 
Organisation that support the Implementing 
Organisations

■■ one monitoring and evaluation (M&E) officer from 
the Coordinating Organisation

■■ one REAct implementer from each of the 
Implementing Organisations

■■ one local human rights expert.

The REAct Committee needs to convene every two 
months to analyse and discuss the cases being 
reported. Decisions need to be made about what 
human rights-based HIV programmes should be 
implemented that best respond to the problems faced 
by communities. A review of the budgets should also 
be carried out in these meetings, and agreements 
made about any necessary changes.

The Emergency Committee is part of the REAct 
Committee, and should comprise:

■■ the main budget holder from the Coordinating 
Organisation

■■ two REAct implementers from different 
Implementing Organisations.

The Emergency Committee’s views are needed when 
a beneficiary requires an emergency response above 
the limit set. A decision should be made quickly via 
telephone as to whether further funds should be spent 
on a beneficiary or not.

For details regarding the budget allocation, see 
Section 5.3.

Funds for each Implementing Organisations

Central funds

System

Salaries

Individual emergency 
responses

■■  Ensure timely reporting of information to the REAct 
team at the Alliance Secretariat using the REAct 
quarterly reporting template
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Use of funding for individual support 
(emergencies and others)

This is budget managed by Implementing 
Organisations. It is important to note that funds from 
the Small Grant Scheme cannot be used for individual 
cases (normally emergency cases) that have not been 
thoroughly documented by the REAct system. We 
also recommend that:

■■ Coordinating and Implementing Organisations 
agree a list of  individual responses that can be 
funded using the Small Grant Scheme (see REAct 
example questionnaire)

■■ the Coordinating Organisation determines a 
maximum amount of money that an individual 
Implementing Organisation can provide to any one 
individual (we suggest US$50) without needing to 
consult the Emergency Committee.

Important note: When an Implementing Organisation 
considers that an individual case requires a response 
greater than the maximum amount allowed, this must 
be discussed with the Emergency Committee.

Use of funding for human rights 
programmes 

This budget is managed by the REAct Committee. 
Allocation is decided either in the regular meetings 
of the Committee (at least every two months) or by 
collective agreement on priorities for human rights-
based HIV programming based on the latest evidence 
gathered through REAct.

In order to use the Small Grant Scheme for a 
particular programme, evidence of the need for it 
must be provided by the analysis of REAct data. A 
short justification explaining the need and how it 
was determined by the REAct Committee must be 
documented in writing before the funds can be used.

An example budget is included in the REAct 
Coordinator’s planner.

5.4 Data protection
The management of information for REAct has been 
devised in accordance with the Data Protection 
Act 1998 of the UK (see https://ico.org.uk/for-
organisations/guide-to-data-protection/). This 
is due to the personal nature of the information 
gathered and stored. Principles and practice of data 
protection must be included in the memorandum 
of understanding (see Example memorandum of 
understanding between REAct Coordinating and 
REAct Implementing Organisations) and adhered to 
in the implementation of REAct.  

If the country in which REAct is being implemented 
has a specific data protection act in place, information 
management for REAct must be in accordance with 
criteria outlined by that government. 

5.5 Data sharing
It is important that the data collected by Implementing 
Organisations is used to create policies and advocacy 
activities, and build evidence for good practice HIV 
programming not only locally but also at regional, 
national and international levels. However, managing 
data for external audences should guarantee to a 
maximum level the confidentiality of the information 
and the safety of beneficiares, together with the REAct 
Implementing and Coordinating Organisations and 
their staff.

The information management tool, Martus allows for 
records to be shared through account settings and 
sharing of secure keys. Connecting Martus accounts 
across organisations and globally will be carried out 
during the workshop (see Unit 4). 

Data are entered by Implementing Organiations and 
then shared with Cordinating Organisations, as well 
as the REAct team at the Alliance Secretariat. Data 
will not be used by the Coordinating Organisation or 
the REAct team at the Alliance Secretariat without 
prior agreement by the relevant REAct Committee. 
Individuals’ personal details will never be published, 
and global analysis reports will focus only on 
aggregated data. 

5.6 Data analysis and reporting
Coordinating and Implementing Organisations need to 
review the cases recorded and information collected 
on a regular basis. First, this will allow the quality of 
data to be checked by the Coordinating Organisation, 
ensuring that all the relevant information from each 
case is being documented correctly. Second, cross-
comparison of cases from different Implementing 
Organisations will enable a greater understanding of 
the human rights context, and will inform decisions 
about community responses, incuding programming 
and policy and advocacy.

From discussions throughout the consultation and 
workshop, it should become clear which kinds of 
information need to be analysed regularly. Examples of 
this data could be the number of cases of a particular 
type of incident; incident hotspots; and who are the 
main perpetrators. A data report should be agreed 
upon and a format desgined by the Coordinating 
Organisation. Example reports are detailed in the 

Martus practice exercises (see Unit 4). For the regular 
REAct Committee meetings, the reports need to 
be generated, and the case analysis discussed. A 
template is provided for quarterly reporting to the 
REAct team at the Alliance Secretariat (see REAct 
quarterly reporting template). If necessary, further 
consultation can take place with a local human rights 
organisation to help with the recommendation of 
wider programming.   

These regular meetings are also important to check 
that the crisis reponse and small grant scheme are 
working correctly and to give the opportunity for 
rebudgetting if necessary. Re-allocation of funds will 
be dependent on the number of cases entered and 
responses provided.

Any minutes from REAct Committee meetings should 
be stored safely as attachments within Martus (see 
Unit 4).

5.7 System review
Not only should information be reviewed, but the 
REAct system as a whole needs to be evaluated 
regularly. Since contexts change, it is important 
that REAct has been designed to be flexible and 
adaptable, and most of its components are also easily 
changed at any time. Therefore, we recommend that 
Coordinating and Implementing Organisations come 
together every six months to discuss the following 
points:

■■ Are all organisations using REAct as planned? If 
not, why not, and is extra training needed?

■■ Are all stakeholders benefitting from REAct? If 
not, why not, and what should be done to ensure 
everyone benefits?

■■ What recommendations or changes would you 
like to make to the REAct system, processes or 
implementation?

■■ Have any agreed changes been reported to the 
REAct team at the Alliance Secretariat? 

5.8 Next steps
The REAct system can be up and running within a 
month of the workshop, provided that:

■■ questionnaires have been finalised, formatted and 
imported into the information management tool, 
Martus

■■ questionnaires have been tested

■■ a REAct Committee has been formed and meetings 
scheduled

■■ MOUs have been signed between Coordinating 
and Implementing Organisations

■■ REAct Small Grant Scheme funds have been 
disbursed (if applicable).

Additional resources

■■ Example memorandum of 
understanding between REAct 
Coordinating and REAct 
Implementing Organisations 

■■  REAct Coordinator’s planner

■■ Martus practise exercises
■■ REAct quarterly reporting template

https://ico.org.uk/for-organisations/guide-to-data-protection/
https://ico.org.uk/for-organisations/guide-to-data-protection/
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Suggested workshop 
session format

Methods

■■ Plenary presentation and questions and 
answers

■■ Group work

■■ Plenary discussion

Materials

■■ Example memorandum of understanding 
between REAct Coordinating and REAct 
Implementing Organisations 

Unit checklist
■✔ We have agreed on the way we 
are going to consolidate the 
information we collect through 
REAct. 

■✔ We have created a REAct Committee to decide 
on exceptional emergency responses needed, 
to analyse the data, and to decide on the human 
rights programmes that will be needed as a 
result of that analysis. 

■✔ We have agreed how regularly the REAct 
Committee will meet.

■✔ We have adapted and signed the MOUs 
between the Cordinating and Implementing 
Organisations.

We are ready to 
implement REAct

Session 5.1

PowerPoint presentation: REAct workshop 
presentation PowerPoint (>>>slide 60)
We recommend that the rest of the Unit 5 session is 
facilitated by staff from the Coordinating Organisation. 

Session objectives include:

■■ Agree on the specific terms of the MOU between 
the Coordinating and Implementing Organisations, 
using the example provided as a starting point.

■■ Agree on the specific terms of use of the Small 
Grant Scheme, using the guidelines described in 
this unit.

■■ Go through Section 5.8 and the Unit checklist to 
ensure all points have been dealt with and that 
there is agreement on the next steps. 

Annex 1: Additional resources

The resources listed below are attached to this PDF guide. Please click on the 
paperclip icons to open them. You can also download and save the resources for 
future reference.

REAct Coordinators’ planner

REAct workshop presentation PowerPoint

Interview checklist card and referral card 

Consent form

Safety and security guidance

REAct example questionnaire

Example memorandum of understanding between REAct 
Coordinating and REAct Implementing Organisations

Martus instructions for Implementing Organisations

Martus instructions for Coordinating Organisations

Martus user guide version 5.1

Martus practice exercises

REAct quarterly reporting template








Interview checklist card

REAct interviewers should always have this card with them when carrying out REAct interviews. It serves as a reminder of the most important elements of the interview.

Before the interview

		Look through the questionnaire to remind yourself of the questions and make a copy to take to the interview.

		



		Remind yourself of the principles for conducting human rights-based interviews.

		



		Make a copy of the consent form to take to the interview.

		



		Have paper and a pen for note taking, and a voice recorder ready.

		



		Find a safe space to conduct the interview.

		



		Make sure that the interviewee is available for at least 40 minutes.

		





At the beginning of the interview

		Introduce yourself and your organisation.

		



		Brief the interviewee on the objective of the interview and the format, including types of questions that will be asked and how information will be used.

		



		Thank them for their testimony.

		



		Go through the consent form and ask the interviewee to sign it.

		



		Ask for the interviewee’s permission to record the interview and assure them that the recording will be deleted in due course.

		





During the interview

		Remember the questionnaire is to be filled by you after having had the interview and not during it.  

		



		Have you obtained the interviewee’s written consent and recorded their contact details? 

		



		Have you recorded the main case in detail? Are you clear about What? (type of incident / human rights violation) When? Where? How? Why? 

		



		Who are the perpetrators? What is the responsibility of the state and their representatives, such as police, public health doctors and nurses, and other civil servants, in the incident? Have they failed to respect, protect or promote the rights of the interviewee/or person whose case is reported? 

		



		Have you found out and recorded more about the interviewee? Don’t stop at the main case. Fill in the sections on possible human rights responses, and identify other cases and fill in the details for these. 

		



		Have you identified how the incident(s) impact on the interviewee’s ability to access HIV and health services? 

		



		Have you recorded the responses provided, recommended and / or referred to?

		



		Have you arranged a follow up meeting / conversation?

		



		Concluding the interview

		



		Ask questions to clarify any ambiguities or confusion.

		



		Make sure you have enough detail to complete the questionnaire.

		



		Thank the interviewee again.

		



		Recommend a response to be provided or referred.

		



		Agree on a follow-up plan, confirming dates and times.

		





After the interview

		Transfer your notes into Martus and complete the questionnaire template.

Does the full case description answer all the case related questions?

		



		Connect to the Internet immediately so data in Martus are saved to the server.

		



		Take steps to provide or refer the recommended responses.

		



		Follow up this response with the interviewee and record it in Martus.

		







Referrals card

For any response that your organisation cannot provide directly, identify and note here at least one organisation that you can refer interviewees to. Please make sure that REAct interviewers in your organisation always have this completed referral card with them when carrying out REAct interviews.



		Response

		Organisation

		Contact details



		For emergency responses



		Urgent health (physical)	

		

		



		Urgent health (mental)	

		

		



		Urgent temporary accommodation

		

		



		Urgent legal services (access to a lawyer)

		

		



		Urgent transport

		

		



		Urgent safety

		

		



		Other

		

		



		For human rights responses



		Non-urgent legal services (access to lawyer)

		

		



		Legal literacy (‘Know your Rights’ training)

		

		



		Non-urgent gender-related support 

		

		



		For wider programming



		Stigma reduction programmes

		

		



		Monitoring and reforming laws

		

		



		Sensitisation of law enforcement officials

		

		



		Training for healthcare workers
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Information sheet



Collecting information about you

You are being invited to have an interview with a representative of our organisation during which you will provide information that will be collected and store safely. Before you decide whether or not to take part, it is important for you to understand why this work is being done and what it will involve. Please take time to read the following information carefully.

What is the purpose of the interview?

This interview intends to help us better ascertain rights-related factors favouring or impeding those at higher risk of HIV accessing essential HIV and wider health services. The information provided by you will be used to better inform rights-based HIV services and programmes so that they are better suited to address rights-related barriers. This information may also be used for advocacy and academic and/or other publications.

Why have you been invited to participate?

You have been invited to participate because we believe your testimony can help us better support you and other people in your community. 

Do you have to take part?

It is up to you to decide whether or not to take part. If you do decide to take part you will be given this information sheet to keep and be asked to sign a consent form. If you decide to take part you are still free to withdraw at any time without giving a reason.

What will happen to you if you take part?

We will be asking you some questions about you, your community and yourself. It will take around one hour. We will talk privately in an interview format. I will record our conversation, but your name will not be on the tape. We will keep your contact details in an encrypted information management tool which is stored privately on international servers and kept encrypted by multiple keys. This way nobody can link your identity with the interview that was recorded. You can refuse to answer any particular question. You can also stop the interview at any time and ask to erase the recording at any time during the interview.

What are the possible benefits of taking part?

I have to emphasise that there may not be direct benefits for you if you take part in the exercise. But hopefully, your answers will help us provide services to you or refer you to other organisations, which can respond to the issues you describe. We hope that your testimony will also help others understand the rights-related barriers that impede people in your community to access HIV and other health service. 

What will happen to the information you give us?

This exercise will be primarily used internally in programme analysis. Some of your answers will be used in advocacy, academic or other publications. It is unlikely that you will see your exact answers and you will in no way be identifiable as having provided them.

Who is organising the data collection exercise?

I am carrying out this work on behalf of (your organisation) __________________________________

Contact for further information (your organisation) _________________________________ _________________________________________________



Thank you very much for your time to read this sheet.






Consent form





I am happy for _____________________ (your organisation) to interview me and record my answers.



I provide authorisation for this interview being fully aware of how my answers are going to be used. I also understand that I can terminate this interview at anytime and the recording erased if I so wish.





(date) _____________________  at (place) __________________________________________





I consent to the processing of my personal information for the purposes of better provide with or refer me to adequate services, and to inform advocacy and research. I understand that such information will be treated strictly confidential and handed in accordance with the Law.



Name ___________________________________________________________________________

Signed __________________________________________________________________________

Address __________________________________________________________________________

_________________________________________________________________________________



Further information / restrictions:

_________________________________________________________________________________

_________________________________________________________________________________

_________________________________________________________________________________

_________________________________________________________________________________

_________________________________________________________________________________

_________________________________________________________________________________
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Safety and security guidance

How to plan for safety and security when implementing activities with key populations

This guidance is for Alliance Linking Organisations (LOs), REAct Coordinating and Implementing Organisations and others working with key populations in environments where those populations are highly stigmatised and criminalised, and where their safety and security could be at risk. It is important for us all to be aware of the challenging contexts we work in. We all need to learn from incidents that have occurred, during which staff, outreach workers, volunteers and clients experienced fear, harassment, arrest, eviction, discrimination and violence while working with key populations – sometimes as a result of identifying as a member of a key population ourselves. 

This guidance, which is focused on programming, complements organisational strategies and policies. It supports those who are implementing activities with key populations. It does not replace or override existing organisational security,[footnoteRef:1] child protection or risk management strategies or policies. [1:  Organisational security involves country-context risk assessment and review of existing organisational, office and ICT security plans. ] 


Please consider each of the recommended steps within your country context as they may not always be appropriate or practical.  Key recommendations

· Each organisation should conduct a comprehensive security assessment, and develop and implement strategies and policies to ensure the safety and security of staff, outreach workers, volunteers and clients.

· Each project should develop and operationalise an emergency response plan and budget that includes communication channels and decision-making processes.

· Significant time should be invested in training all staff, outreach workers, volunteers and clients on their personal safety in the field. 

· Safety and security should be built into all project-related trainings, such as peer educators’ trainings, community mobilisation trainings and healthcare provider trainings. 





This guidance provides practical advice for staff, outreach workers and their clients on how to plan ahead and prepare for potential incidents when working with key populations. It aims to support individuals to be able to take quick and decisive action to prevent or minimise the likelihood of injury to themselves and others. This guidance is broken down as follows:

· Practical steps for organisations

· Additional steps for individuals

· In the office

· In the field

· Safety of clients

· Useful tools

· Organisational checklist

· Exercise: What would you do if…?

1. Practical steps for organisations

· Nominate a security point person in your organisation. Their role is to explain to colleagues, and regularly remind them of, organisational policies and procedures, as well as programmatic emergency response plans and protocols. This person would receive training and guidance. When there are concerns about safety issues or when incidents occur, they would not make decisions on their own but would bring these to the team/organisation for discussion. 

· Identify a clear decision-maker and decision-making process for different types of incidents (e.g. a security point person, and the next designated decision-maker).

· Make a phone tree for all staff and outreach workers (especially if the organisation is large) so everyone knows each other and who to contact for what purpose.

· Develop a relationship and agreement with a lawyer, law firm or AIDS Legal Network for when advice or support is required. In addition, if possible, train advocacy officers to provide basic legal information and support. It is preferable if your organisation understands its rights, and possible actions to take, ahead of any incident.

· All staff and community outreach workers should be issued with ID cards stating their name, organisation, job title, and the telephone number of the office or a manager. Speak to a well-accepted partner (e.g. a ministry of health) about putting a statement (e.g. ‘This project is supported by the ministry of health’) or their logo on the card. A logo is a good idea in cases where people might recognise an image but cannot read a particular language. A sample ID card



· When working with young key populations, there are important additional considerations. Staff and community outreach workers need to know their country’s laws and policies when providing services to children and young people (e.g. age restrictions and the need for parental consent to provide an HIV test and contraceptive services). It is important to be aware of social attitudes around sex, gender identity, sexuality and drug use when providing services to young people. Staff and outreach workers must clearly understand the strategies and approaches used in their project, and confidently articulate the services they are providing and the partners they are working with. They also need to know the name of a contact person should further questions arise.

· Map where your organisation is working, the closest safe zones and how to get to them. This includes identifying and having contact details of friendly partners and colleagues (e.g. police, clinicians, priests, imams and other community leaders) who can help when needed.

· All staff and community outreach workers need to know their ICE (In Case of Emergency) numbers and to have it in their phones.

· All staff and community outreach workers need to read their organisational security policies and sign that they have read and understood them. 

· Staff should have regular safety and security discussions during their meetings. All staff must understand procedures, and update any contact lists they use. Staff teams should regularly reassess risk threshold levels, as this will determine, for example, whether to ‘keep a low profile’ or ‘speak out’.

· Staff and outreach workers need to document incidents and follow-up actions in a log book, and review these during meetings for learning purposes.

· Staff and outreach workers must use pictures with care on Facebook or other social media (do not tag colleagues or others without their permission). Also be careful about sharing your location or particular activities, especially a location you visit or an activity you conduct regularly. 

· All staff and outreach workers need to be clear when dealing with the media (both in negative and potentially supportive circumstances), and should know who to refer questions or requests for interviews to.

· All staff and outreach workers need to speak clearly and consistently about the ‘access to health’ work they are carrying out. If colleagues describe their work inconsistently this can be problematic. Also, be cautious about when and how to use human rights language.

Where the risk threshold is high

· Set up a security rapid response team to support the security point person.

· Implement strategies from the comprehensive security assessment.

· Install alarms and/or security guards for the office. Ensure that new staff members are well briefed and supported so they can act in the best interests of the organisation.

· Where security incidents are likely to occur, an organisation can choose (for example) to:

· advise staff to work from home

· work in a virtual office, perhaps housed in a partner’s office

· rebrand.

· Identify friendly partners and allies for updates on the security situation, including local United Nations offices and donors.

· Consider identifying safe houses in emergencies for a few staff members at a time, for a few days, when they cannot return home.




2. Additional steps for individuals

These steps are advised for work contexts, but they could also be appropriate for some staff, outreach workers and clients in their social contexts and communities.

In the office· Be aware of your regular journeys, including routes and times, between home and office (especially if your office or centre is well known).

· Be clear about safety in the office. For example, do you need to sign in? Are visitors only welcome by appointment? Who controls how visitors enter the building – a receptionist or anyone at all? Who monitors who is in the office?

· Be aware of the posters and leaflets you have around. For example, if you have MSM pictures and information displayed on the wall, might these get you into trouble if your office is raided?

· Encrypt sensitive data on your computer or back up documents on your Google drive.

· Escalate threatening emails or phone calls to your  security point person. Calls needs to be logged and discussed with the team before you decide whether and how to respond.

· If you feel unsafe working in the office, speak to your security point person about your concerns. They might suggest you could consider working from home.





Set up a Whatsapp group or similar group messaging function via mobile phone to connect an outreach team or any group working together with key populations. In an emergency, one message goes out to everybody.

In the fieldBefore going to the field

· Make sure that your mobile phone is fully charged, and that your next of kin, In Case of Emergency (ICE) and local contact numbers are on it. Make sure you have airtime.

· Make sure you have your ID card with you.

· Where possible, travel in pairs.

· Make sure you know where you’re going. For example, do you know the area well? Do you understand your political context and environment? How will social attitudes affect you when, for instance, working with young people on issues to do with sexuality, gender identity, sex work and drug use? Have you negotiated a particular time and safe space to meet with clients? 

· Identify your personal safe zone in an emergency.

· Be clear about the friendly contacts (police, clinicians, community leaders) you would get in touch with for updates or in case of a threat. Remember, a friendly contact for one key population may not be so friendly for another key population. Also, opinions and views change over time: ask colleagues for advice and keep up to date.

· Agree with a manager how often and how you will check in.

· Consider how you will travel. For example, do you have transport money?

· Be aware of the possible consequences of your appearance, such as how you dress, so you do not attract unwanted attention, especially when working in hostile environments.

During your time in the field 

· Check in with your manager at the times you have agreed (e.g. at the end of each day).

After being in the field 

· Make sure you let your manager and the  security point person know when you’re back (e.g. write it on the board, send an email), share or log any security incidents or near misses that occurred, revise your outreach spots.





Every effort needs to be made to ensure that all staff and outreach workers feel comfortable about their work in the field. This is particularly important for young peer educators and outreach workers, who may have less experience of working in the field. In some cultural contexts, they are likely to be especially vulnerable to negative social attitudes, questioning or aggression because of their age.






Safety of clients

Below are some suggestions for clients. This information can be included in a flyer to give to clients to remind them to stay safe.· Be over-cautious if you feel threatened or in danger – only go to places where you feel safe or contact a friendly person who can help you.

· Be clear about why you’re attending an outreach session or meeting an outreach worker so you’re ready to face questions from friends, neighbours or colleagues (e.g. for a ‘health education session’).

· Make sure you have your next of kin and In Case of Emergency (ICE) contact numbers on your phone, and make sure your phone is charged and that you have airtime.

· Be aware of the possible consequences of drawing unwanted attention to yourself through your appearance (e.g. the way you dress). 

· Remember not to check in on Facebook saying where you are if it may lead to danger.





SWEAT/Sisonke cards ‘My rights when dealing with the police’

 


















3. Useful tools

Organisational checklist

		

		Yes

		No



		Do we have an organisational safety and security policy?



		

		



		Do we have a programmatic emergency response plan?



		

		



		Do we have a child protection policy when working with children and young people?

		

		



		Do staff members understand the organisational safety and security policy?

		

		



		Have we set aside a budget for safety and security (e.g. in case we need legal support)? 

		

		



		Do we know how to access that budget (e.g. who to ask if we need to pay for something security related; who to ask for money if the budget-holder is away from the office)?

		

		



		Have we nominated a security point person?



		

		



		Have we identified a decision-maker and decision-making process for different types of incidents?



		

		



		Do we have a working relationship with a lawyer, law firm or AIDS Legal Network for advice or support when required?

		

		



		Do we have a list of emergency contacts, such as our lawyer, or a supportive ministry of health or United Nations person?

		

		



		Do all staff and outreach workers carry ID cards?

		

		



		Do all staff and outreach workers map where they are working, the closest safe zones and how to get to them?



		

		



		Do all staff members know what to do in case of a safety and security emergency?



		

		



		Do we hold safety and security discussions during staff meetings?



		

		



		Have staff members discussed how to use Facebook safely (pictures/tagging/location)?



		

		



		Do all staff members know how to talk clearly and consistently about their work (the ‘one-line pitch’ about what we are doing)?



		

		










Exercise: What would you do if…?

Discuss each of the scenarios below in your team. Then act them out (or use your own actual examples of difficult situations). Note your team’s responses.

Work together to identify the kinds of threats and where they might come from in your own context (including people who have been threatening in the past).

		Examples

		What to do



		What happens if an angry government official turns up at your office?

		



		What happens if your outreach worker is arrested?

		



		What happens if the police raid your office?

		



		What happens if you receive a call from a peer educator saying they don’t know where they are or they are in trouble, and then their phone cuts off?





		



		What happens if your client is beaten up?



		



		What happens if an angry parent shows up with a crowd at your office and accuses you of turning their son gay?

		



		What would you do if the media puts a negative article in the newspaper showing the location of your office and a photo of your peer educators?



		



		What if one of your clients puts up photos of the latest outreach session on Facebook?





		



		What happens if a transgender colleague is detained at the airport and their passport confiscated?
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The REAct questionnaire











		A questionnaire is used to collect the information required for REAct and serves as a prompt in the semi-structured interviews. The replies to these questions are entered into the information management tool, Martus.



		



		The questionnaire consists of the following sections:



		· Personal information



		· Health-related questions



		· Case details (multiple allowed):



		o   Type of incident



		o   Perpetrators



		o   Responsibility of the state



		· Response-related questions



		· Recommendations and follow up (multiple allowed)



		



		Questionnaires are customised for each key population group and  each country so that important contextual differences in the human rights situation are handled sensitively and addressed effectively. An example of a questionnaire for an East African LGBT Implementing Organisation is offered here.  However it is of utmost importance to discuss and adapt its contents during the workshop to make sure it captures the relevant information and help provide the best response recommendations.



		



		Discussions for the customisation of the template are:



		· Relevance



		· Use of language/terminology



		· Customising lists:



		o   Type of incident



		o   Perpetrators



		o   Responses



		



		After the workshop, the questionnaire will be finalised with assistance from the REAct team at the Alliance Secretariat, and formatted for use in the information management tool, Martus.



		










		



		



		Personal information

		 



		Date record created

		auto date



		Date record updated

		auto date



		What is your first name?

		text



		What is your surname?

		text



		What are your other names?

		text



		What is your date of birth?

		date



		What is your gender?

		Female



		

		Male



		

		Transgender female



		

		Transgender male



		

		Other



		What is your sexual orientation?

		Bisexual – declared



		

		Bisexual – undeclared



		

		Homosexual – declared



		

		Homosexual – undeclared



		

		Heterosexual



		

		Other



		What is your marital status?

		Married



		

		Cohabiting



		

		Significant relationship



		

		Separated/divorced



		

		Widowed



		

		Single



		What is your preferred language?

		text



		What is your highest level of education?

		No formal



		

		Primary



		

		Secondary



		

		Technical



		

		University



		

		Postgraduate



		What is your address?

		text



		What is your telephone number?

		text



		What is your email address?

		text



		How did you first hear about our organisation? Please name.

		Community-based organisation



		

		Friend



		

		Internet



		

		Peer outreach



		

		Other outreach



		

		Public health sector



		

		Social media



		

		Other (please list)



		When did you first contact our organisation?

		Year



		Which service did you initially take up?

 

 

 

 

 

 

		HIV prevention



		

		HIV test/treatment



		

		Other HIV



		

		Wider health



		

		Social protection



		

		REAct



		

		Other human rights



		

		Community involvement



		

		



		Health-related

		 



		Have you ever felt discriminated against in public healthcare facilities?

		Y/N



		If yes, please describe

		text



		Have you ever received HIV testing?

		Y/N



		If yes, where/by whom?

		Public facility



		

		Private facility



		

		Community based



		

		Other (please specify)



		If yes, under what circumstances?

		Forced



		

		Compulsory



		

		Voluntarily



		If no, why not?

		text



		Have you been tested in the last six months?

		Y/N



		What is your HIV status?

		Negative



		

		Positive



		

		Unknown



		If HIV positive, at time of result were you offered:

		 



		Counselling?

		Y/N



		Treatment/medical follow up?

		Y/N



		If yes, did you take up these services?

		Y/N



		If no, why not?

		text



		

		



		Cases

		 



		Case title

		text



		Keywords

		text



		Interviewer name

		text



		Date documented

		date



		Providing we withhold all identifying information, do you give permission to highlight this case for research/advocacy purposes?

		Y/N



		FULL CASE DESCRIPTION

This is where you provide all the detail regarding the cases reported in the interview (who, where, when, how, why?) and how the case affects access to HIV/health services.

		text



		When did the incident in question take place?

		date



		How old were you when the incident took place?

		number



		In what region did the incident take place?

		Region/district list



		In what country did the incident take place?

		Country list



		Who were the perpetrators and what was their involvement?

		State: Civil servants



		

		State: Government official



		

		State: Judiciary



		

		State: Police/law enforcement



		

		State: Prison service staff



		

		State: Public educator



		

		State: Public healthcare professional



		

		State/other authority: local authority



		

		State/other authority: political representatives



		

		State/other authority: religious/traditional leaders



		

		Other: Family



		

		Other: Friends



		

		Other: Neighbour



		

		Other: Unknown



		

		Other: please list



		Type of incident

		Killing/attempted killing



		

		Torture or cruel, inhumane, degrading treatment in police/prison custody



		

		Arbitrary detention



		

		Torture or cruel, inhumane, degrading treatment in public health facility



		

		Sexual assault/abuse



		

		Violent assault/abuse



		

		Excessive use of force by law enforcement



		

		Harassment, intimidation



		

		Extortion, blackmail



		

		Denial of protection by the police



		

		Denial of investigation by the police



		

		Denial of health services



		

		Denial of legal services



		

		Denial of education



		

		Denial of other public services



		

		Public outing, defamation



		

		Other breach of privacy



		

		Destruction of property



		

		Eviction



		

		Employment termination



		

		Discrimination because of HIV status



		

		Discrimination because of sexual orientation



		

		Discrimination because of gender



		

		Other



		

		



		Recommending responses

		 



		Stigma and discrimination reduction programmes



		Who have you felt the most rejection from?

		Perpetrator list



		Why and in what circumstances?

		text



		Legal services



		In relation to the case, have you been provided with legal support?

		Y/N



		If yes, by whom?

		text



		If no, why?

		You chose not to



		

		You didn’t know you could



		

		You didn't know you needed to



		

		You had no means to pay



		

		Other (please list)



		Monitoring and reforming laws, regulations and policies



		Does this case relate to existing laws/regulations contrary to human rights?

		Y/N



		If yes, which law/regulation?

		text



		Legal literacy ('Know your rights')



		Have you ever received training on human rights?

		Y/N



		Does the interviewee show adequate knowledge of human rights?

		Y/N



		Sensitisation of lawmakers and law enforcement officials



		Have you reported this case to the police already?

		Y/N



		If no, why?

		text



		Has anyone else reported this case to the police already?

		Y/N



		If law enforcement/police were involved in the case directly/indirectly, were they acting or failing to act because they were…?

		enforcing existing laws/regulations



		

		following orders



		

		knowingly breaching legislation



		

		misinterpreting the law



		Please explain answer.

		text



		Training for healthcare workers on human rights and medical ethics related to human rights



		Were health services sought in relation to this case?

		Y/N



		If not, skip question below.

		 



		If public health care professionals were involved in the case directly/indirectly, were adequate health services provided?

		Y/N



		If no, why?

		Breaching of confidentiality



		

		Degrading treatment



		

		Lack of adequate facilities



		

		Negligence/incompetence in care



		

		Refusal by healthcare providers to provide services



		

		Subject to forced procedures



		

		Other (please list)



		Reducing discrimination against women



		Does this case involve gender-based violence or discrimination based on gender?

		Y/N



		If yes, please explain.

		text



		Core community-led human rights-related responses



		Does this case require an emergency response?

		Y/N



		If yes, what are the main recommended response in relation to? (Select only one or two)

		Health (physical/mental) 



		

		Housing



		

		Legal



		

		Safety



		

		Other (please list)



		

		



		Responses provided and updates

		 



		Description of emergency response provided

		text



		Response decision?

 

		Preapproved



		

		Exceptional



		Amount spent?

		number



		Was the case addressed within 24 hours of being reported to the organisation?

		check box



		Updates (including dates)

		text



		Recommended programmes and advocacy (maximum of three)

		Stigma and discrimination reduction programmes



		

		Legal services



		

		Monitoring and reforming laws, regulations and policies



		

		Legal literacy ('Know your rights')



		

		Sensitisation of lawmakers and law enforcement officials



		

		Training for healthcare workers on human rights and medical ethics related to human rights



		

		Reducing discrimination against women



		Was this individual provided/referred to HIV test/ treatment services?

		Y/N



		

		



		Attachments (including witness/source information)

		 



		File name

		text



		Description of file attached

		text
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Martus™ is a trademark of Beneficent Technology, Inc (Benetech).This software is © Copyright 2002-


2015, Beneficent Technology, Inc. (Benetech).  


 Martus™ Software User Guide Version 5.1 is licensed under a Creative Commons Attribution-


ShareAlike 4.0 International License. This document may be shared and adapted for any purpose as long as 


Benetech® is attributed, changes to the document are indicated and a link to the Creative Commons 


Attribution-ShareAlike 4.0 International License is provided. Any shared or adapted version of this 


document must also be distributed under the same license as the original. 


The copyrighted Martus™ free and open source software itself was developed with funding from many 


donors who share our commitment to assisting the human rights and social justice fields. To obtain more 


information, visit the Martus Project website at https://www.martus.org.    


The Martus software has been developed and is being distributed under a free/open source license.  To 


learn more and to understand the terms of use, please visit https://www.martus.org. Martus is a trademark 


and service mark owned by Beneficent Technology, Inc. Please acknowledge this mark by use of the ™ 


symbol with it, when first referring to it in other documentation. For simplicity, we have not used the ™ 


symbol in this documentation and often refer only to “Martus” when referring to the software and the 


program, except on the introductory pages. Benetech claims world-wide ownership of the Martus mark for 


this particular set of uses and services.  


 


 


 


 


 


 


 


 
 



http://creativecommons.org/licenses/by-sa/4.0/

http://creativecommons.org/licenses/by-sa/4.0/

https://www.martus.org/

https://www.martus.org/license.html
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1. Introduction to the Martus™ Software 


1a. What is Martus™? 


Named after the Greek word for witness, the Martus Project provides an efficient and secure way to store 


and retrieve information about human rights abuses. Using the Martus application, you can create records 


of human rights abuses, attach supporting documents, and store the information on a secure server. Martus 


encrypts data directly on your computer, and sends this data in an encrypted form to a secure server when 


you have an internet connection. To learn more about the problems the Martus Project addresses, how 


Martus is being used throughout the world to securely collect and store sensitive data, and future plans for 


the project, visit http://benetech.org/our-programs/human-rights/. 


1b. Why is security so important? 


The people who give you information about human rights abuses are concerned about security and 


privacy—and you need to be just as concerned in order to protect them and yourself. It’s important that 


only the designated people have access to the records you’ve created, especially the information you deem 


particularly sensitive (which you can maintain as private). It’s equally critical that no one else is able to 


modify the data you submit, or to create false or inaccurate records using your account. 


There are steps you can take to prevent someone from using your Martus account to read the data you’ve 


collected or to submit additional data, even if they steal your computer or otherwise gain access to it.  


1c. How does Martus keep the data secure? 


Every Martus account has a key which can only be accessed using the password for that account. When you 


sign in to the Martus software, your password enables the application to open the key (associated with the 


MartusKeyPair.dat file,) so that you can see the records you’ve created and stored.  


Your password is yours alone; without it, no one can open the records you’ve sent to the server, or any of 


the records on your hard drive. However, if you’ve opted to share records with a Contact, the Contact 


account holder will be able to see the data that you sent to the server. 


Information secured with Martus is also protected from being modified by others and the software ensures 


that no one can create false or inaccurate records using your account. Even if your computer is lost, seized, 


or stolen, Martus ensures that data entered into Martus records cannot be read by those without permission 


to access the data. 


A Martus server is a computer server that accepts encrypted records, securely backs them up, and replicates 


them to multiple locations, safeguarding the information from loss. (Benetech provides the server software 


to the organizations that host Martus servers, but it does not host Martus backup servers directly; e-mail 


martus@benetech.org for a list of potential server hosts.) Any records you haven’t sent to a server exist 


only on your computer. If your computer is lost, stolen, or damaged, you could lose all of that data. The 


server acts as a backup mechanism, so the data entered into Martus can be recovered if you lose access to 


your computer. With your key and your username and password, you can install Martus on a different 


computer and access all the private data in records you sent to the server. And if you have set up any 


Contact accounts to receive records from you, sending records to the server makes them available to those 


accounts.  


1d. What are the limitations to Martus security? 


The Martus software uses very strong encryption technology to scramble your records so that other people 


cannot read them on your hard drive. However, since security involves people, and people are human, 


Martus security has limitations. We want to make sure you understand these limitations, even though the 


software is designed to be very secure. Here are some of the ways your private information may be 


compromised: 


 


▪ Somebody can find your password written down on a slip of paper 


▪ Your password may be too simple, such as a word or a name or a simple phrase  


▪ Somebody may watch you enter your password, or may install a new keyboard, a special 


connector or special software to steal your password 


▪ A Contact that you trusted with your key could violate your trust 



http://benetech.org/our-programs/human-rights/

mailto:info@martus.org
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▪ Anybody who knows your password or the password of a Contact to whom you send records 


could disclose that password through force, blackmail or even by accident 


▪ Your password could be intercepted if you send it in an e-mail message, or say it on a tapped 


phone line 


▪ Record attachments opened may be automatically saved in a ‘temporary’ directory which is 


unencrypted depending on your operating system. 


▪ Someone could give you an altered copy of the Martus application, which could give others 


access to your data 


▪ The makers of Martus could have made a mistake in designing Martus, or a scientist might 


invent new technology for breaking security, or enough time may pass that computers have 


more power to crack the security. 


Although Martus has been reviewed extensively for strength of security, and computer experts can review 


its design to check for flaws at any time, it is likely that private information will be accessible to other 


parties willing to invest the time and effort to read it at some point in the future.  


Although these limitations may sound scary, Martus information is far more secure than information on 


paper or in most existing computer programs (including those used by banks.) We explain these limitations 


to make sure you understand them, and the importance of being security-conscious in your use of Martus. 


Although we have built a very strong lock on your information, any lock can be unlocked by a key left out, 


and even the strongest locks can be broken with enough effort. 


1e. Why is Martus an open source application?  


Independent programmers can review the code in an open source application in a way that they cannot in 


traditional applications. Benetech has developed Martus for use by human rights organizations, and it has 


not included any hidden means of collecting information from Martus users, or of having the application 


perform any hidden tasks. Because Martus is an open source application, you don’t have to take our word 


for it. Any organization can have the code independently verified to see that it does what we say it will do.  


To learn more about open source technology, visit the Open Source Initiative at 


http://www.opensource.org. 



http://www.opensource.org/
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2. Getting Started 
Download the Martus program and any new language packs from https://www.martus.org/. Installers and 


ISO CD images are available for Windows, Mac OS and Linux. Martus is continually improving; be sure 


to check for periodic upgrades available on the Martus website.  


Martus Documentation 


When you install Martus, all the language versions of the user guide and quick start guide that are 


currently available are installed in your Martus\Docs directory. If you used the Windows installer, 


links to these documents are also available by going to Start > Programs > Martus. They are also 


available at https://www.martus.org, and you can visit this site to see whether new language versions 


are available. 


2a. Windows 


System Requirements 


To display your system specifications in Windows, go to Start > Programs > Accessories > System 


Tools > System Information. 


▪ Windows XP, Windows Vista, Windows 7, or Windows 8. 


▪ Pentium 233 MHz processor (300 MHz or faster recommended) 


▪ 512 MB hard disk space available (1 GB or more recommended) 


▪ 512 MB RAM (1 GB or more recommended) 


▪ Internet connection, to back up data to the Martus server. 


▪ To send records to a Martus Server, your Martus software must not be blocked by a firewall. 


If you have a software or hardware firewall, it must allow your computer to contact ports 987 


or 443, on the Internet. If these ports are blocked when you try to select the server, you will 


see a message that the server is not responding. 


▪ Screen resolution of 960x480 or greater. 


 


Installing Martus 


1. Insert the Martus CD into your CD-ROM drive or run the Martus installer. 


Note: If the Martus installer does not open automatically when you insert the Martus CD, 


double-click My Computer on your desktop, navigate to your CD-ROM drive, and double-


click the MartusSetup.exe file. 


2. Choose a setup language, and select OK. 


 


3. Select Next and follow the NSIS Install Wizard instructions to install Martus.  



https://www.martus.org/

https://www.martus.org/downloads
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Running Martus 


Choose Start > Programs > Martus > Martus, double-click the Martus shortcut on the desktop or in 


the Martus directory, or choose Start > Run and then type the following text:  


 


C:\Martus\bin\javaw.exe -jar C:\Martus\martus.jar 


Upgrading Martus 


1. Download the new version or obtain an installation CD.  


2. Double-click the file you downloaded or insert the CD into your disc drive. The installer 


notifies you that you have an older version of Martus installed. 


3. Click Yes to upgrade. The new version of Martus is installed into the same directories as the 


older version. All data files, including account information, passwords, and records, remain 


intact. 


2b. Mac OS 


System Requirements 


To display your system specifications in Mac, go to the Apple menu > About this Mac > More 


info… > System report… > Hardware (this is the Hardware Overview). 


▪ Mac OS 10.7.3 (Lion) or higher 


▪ Java Runtime Environment (JRE) version 1.8.0_40 or later (sometimes called Java8). The 


Java community is now supporting JavaFX instead of Swing, and in order to support a multi-


lingual Martus, this requires Java8. You can check which version of Java is running on your 


machine by opening a terminal window and typing “java -version” (without the quotes) and 


hitting enter/return. 


▪ 93 MB hard disk space available (100 MB or more recommended) 


▪ 1GB RAM  


▪ Internet connection, to back up data to the Martus server. 


▪ To send records to a Martus Server, your Martus software must not be blocked by a firewall. 


If you have a software or hardware firewall, it must allow your computer to contact ports 987 


or 443, on the Internet. If these ports are blocked when you try to select the server, you will 


see a message that the server is not responding. 


▪ Screen resolution of 960x480 or greater 
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Install Martus 


Automatic installation from a DMG file: 


1. Download the Martus DMG file from the Martus website or CD, and select the file.  


2. If the Martus folder was not automatically opened, double-click on it to view the contents.  


3. While you can copy the Martus application (Martus.app) to your Applications folder, please 


note that if you do so, it will not be removed when you uninstall Martus, which may be a 


security concern.  


4. The MartusDocumentation folder contains files with helpful information about Martus, 


including User Guides, Quick Start Guides, and README files that describe the features in 


each version, all in various languages. We also suggest that you copy this folder to your 


computer where you can have easy access to it.  


 


Note: If you are using a Martus Language Pack (e.g. Martus-en.mlp), please copy the mlp file 


to your Martus data folder. For instructions on how to access your Martus data folder, see the 


section below named "Viewing the Martus Data Folder".  


 


Installation from an ISO file: 


Insert the Martus CD into your CD-ROM drive (or download the Martus .iso file from 


https://www.martus.org) and double-click it to find the DMG. Follow the DMG instructions above. 


Running Martus 


 Double-click the Martus application icon (Martus.app file) from where you copied it. 


 Running the Mac Terminal: 


To display additional information as Martus runs that will be helpful in diagnosing any problems 


in Mac OSX, you can open a Terminal window:  


1. Right-click (cmd + click) the Martus.app file to bring up the popup context menu. 


2. From the context menu select "Show Package Contents." 


3. The finder will change views to display the "Contents" folder. 


4. Navigate to Contents/MacOs. 


5. Double click the "JavaAppLauncher" 


This will cause a new terminal to start which will contain the console output.  


As long as the terminal is running, and troubleshooting or logging information from Martus will appear 


there. You can copy and paste the text from the terminal into an email to martus@benetech.org. 


Viewing the Martus Data Folder:  


In Mac OS, the Martus data folder is named .Martus and is located in your Home folder. This folder 


contains your Martus account and record info, as well as other files created while using Martus, such as 


report/search templates, Contact account files, etc. (though many of these can also be saved to other 


folders if desired). The Martus data folder is also where you would place any language pack files. 


Normally the Martus data folder is hidden, so is not viewable using the Finder application. In order to 


access these files, you will need to set your computer preferences to "show" this hidden folder. To do so, 


follow these steps:  


 


1. Go to Finder > Applications > Utilities, and open the Terminal application. (You can also 


hit Command-Space to bring up the search, enter "terminal", and when it finds the Terminal 


app, launch it.) 


2. Type: defaults write com.apple.finder AppleShowAllFiles TRUE  


 


and hit Enter/Return.  


3. Restart the Finder by holding the Option key, and click and hold the Finder icon. When the 


context menu shows, select Relaunch. (Alternately, you can type the following in the Terminal: 


 
killall Finder  


 


and hit Enter.)  



https://www.martus.org/

mailto:help@martus.org
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4. When the Finder restarts, you will be able to view the ".Martus" folder within your home 


directory and access files saved there. 


Upgrading Martus 


Follow the regular installation instructions in to replace the existing Martus program with the new 


release.  


2c. Linux 


System Requirements 


Note: Linux does not fully support versions 5.1, 5.0, and 4.5 of Martus (there are several display 


issues, etc.). If you want to run Martus 5.1 on Linux, you need Java Runtime Environment (JRE) 


version 1.8.0_40 (sometimes called Java8) and graphic library gtk2 2.18+ (required for supporting 


JavaFX).  


For a fully supported version of Martus, download version 4.4 of Martus and refer to the version 4.3 


Martus User Guide.  


● Intel Pentium platform running Linux kernel v. 3.2 or later and glibc v. 2.14 or later 


● Java Runtime Environment (JRE) version 1.8.0_40 (sometimes called Java8). The Java 


community is now supporting JavaFX instead of Swing, and in order to support a multi-


lingual Martus, this requires Java8. You can check which version of Java is running on your 


machine by opening a terminal window and typing “java -version” (without the quotes) and 


hitting enter/return. 


● 93 MB hard disk space available (100 MB or more recommended) 


● 256 MB RAM (512 MB or more recommended) 


● Internet connection, to back up data to the Martus server. 


● To send records to a Martus Server, your Martus software must not be blocked by a firewall. 


If you have a software or hardware firewall, it must allow your computer to contact ports 987 


or 443, on the Internet. If these ports are blocked when you try to select the server, you will 


see a message that the server is not responding. 


● At least 16-bit color mode with the KDE or the Gnome desktop recommended 


Installing Martus 


Note: Version 5.1 of Martus does not fully support Linux (there are several display issues, etc.). For a 


fully supported version of Martus, download version 4.4 of Martus and refer to the version 4.3 Martus 


User Guide. 


The following instructions will install Martus within your user account only. No other Linux users on 


this machine will have access to Martus. If you want to install Martus publicly, so that any user on this 


computer can run it, please see section “10. Frequently Asked Questions.”  


Most of the following must be done from a terminal command prompt. 


 


1. See what version of Java you are currently running by typing: 


java -version 


Java must be installed and in your PATH for this to work. 


You must have (or install) either Oracle’s official Java version 1.8.0_40 (sometimes called 


Java8). If possible, we recommend using the standard software installation tools from your 


operating system, such as yum/rpm or apt/deb. If you want to run Oracle's JRE but it is not 


available that way, you can download it directly from http://java.com/ 


Note: To run Martus, you only need to install the current version of Java Runtime 


Environment (JRE), not the larger Java Developer’s Kit (JDK).  



http://java.sun.com/j2se/downloads.html

http://java.sun.com/j2se/downloads.html
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2. Choose and create a directory to hold the Martus program files (i.e. a “Martus program 


directory”). This may be the same as the Martus data directory (~/.Martus/) or may be 


different. For example, you might install the Martus application within your Desktop 


directory, making it easy to find. Separating the program from the data may increase security, 


but will make it harder to entirely erase Martus if you needed to do so. You would make the 


directory by typing the following at the prompt in the location you choose: 


 
mkdir -p <Martus Program Directory> 


 


For example, if you wanted to install the Martus 4.0 into its data directory, you would 


type: 
mkdir -p ~/.Martus 


 


3. If installing from the CD/ISO: 


a. Copy martus.jar from the root directory on the installation CD into the Martus 


program directory. 


b. Copy the LibExt directory from the CD into Martus program directory, and rename it 


as ThirdParty. 


c. If desired you can also copy the Documents directory which contains user 


documentation including the README files that contain a list of changes between 


versions of Martus. 


d. Change to the directory that contains the actual application, by typing the following: 


 
cd <Martus Program Directory> 


 


For example, if you installed Martus into its data directory, you would type: 


 
cd ~/.Martus 


 


4. If installing from the zip file: 


Change to the directory you created to install Martus into, extract the zip file contents 


there, and change to the directory that contains the actual application, by typing the 


following: 


 
cd <Martus Program Directory> 
unzip <Path to Zip File> 
cd <Martus Version Directory> 


 


For example, if you wanted to install the Martus 4.5 into its data directory, and the zip 


file was in ~/Downloads and named MartusClient- 4.5.zip, you would type: 


 
cd ~/.Martus 
unzip ~/Downloads/MartusClient- 4.5.zip 


5. Test the installation by running Martus, by typing: 


java -jar `pwd`/martus.jar  


 (You do not have to type out the name of the directory you are in, since `pwd` does that for 


you. ) 


6. You can create a shortcut script as follows: 


 
echo java -jar martus.jar >martus 


  chmod +x martus 


7. You can copy this script elsewhere, or you can set up a launcher or shortcut to it, to make it 


easy to start Martus. 
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Running Martus 


 To start Martus in Linux, run a script you’ve created or type: 


 


java -jar <Martus program directory>/martus.jar 


Upgrading Martus 


Follow the regular installation instructions in to replace the existing Martus program with the new 


release.  


2d. Choose a password 


To keep your data secure, you need to use a password that cannot be easily discovered or guessed. Before 


creating a Martus account, use the following guidelines to develop a password that you can use confidently, 


and that you can remember. You are the only one who knows your password; if you forget your password, 


you may not be able to access your Martus data (unless you have done a 3-part backup of your account, for 


more information see 8a Backing up your key.) 


▪ Do not use your username. 


▪ Do not use just one word that can be found in a dictionary. 


▪ Use at least 15 characters for most security (8 are required). 


▪ Use a combination of alphabetic characters, numbers, and special characters (such as 


!@#$%^&*). 


▪ Use a combination of uppercase (capital) and lowercase characters if you use a case-sensitive 


language. 


▪ If you must write down your password, keep it in a secure location separate from your Martus 


installation. 


▪ Create a reminder statement for yourself, and keep it somewhere secure. (Remember that if 


your reminder statement jogs your memory, it could also provide a clue to someone 


attempting to discover your password.)  


▪ Use a password that can be remembered (use characters that are meaningful to you). 


▪ Develop a simple method for choosing new passwords. 


▪ Change your password if you feel that your account has been compromised. See “8f. Change 


your username or password” for information.  


▪ If you forget your username or password, there is no way for you to access the records you 


have created or any of the data on your computer unless you have performed a multi-file key 


backup (or have a Contact that can retrieve your records.) 


2e. Create an account 


1. Start Martus.  


 


2. Select a language from the dropdown in the Martus SignIn dialog box. Select “Want to create 


a new Martus account?” and  the Martus Setup Wizard will walk you through account 


creation.  
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3. The next time you open Martus, input your username and password in the Martus Sign In 


dialog box to access your account. 


2f. Server Settings 


View Current Server Connection 


1. Select Settings > Server Settings. 


2. Choose Current Connection to view the Server IP and Public Code of the current server. 


Configure a Server 


1. Select Settings > Server Settings. 


2. Choose Server Setup. 


3. Select a server. 


● Select Connect to Default to use a Martus server without manually inputting any server 


information; or 


 


● Input the Server IP and Public Code of the server of your choice in the Advanced Server 


Setup section and select Connect to Server. 


4. A server compliance message will appear. Select Accept if the server compliance statement 


meets your needs. If the server doesn’t meet your needs, select Reject and then select a 


different server.  
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Note: Server compliance guidelines are available at https://www.martus.org/, in the 


“Download Martus Server” section. Compliant servers are expected to be secure; servers that 


deviate from the server compliance guidelines may be less secure. If you have questions about 


whether a server meets your needs, ask the person who determines policies for using Martus 


in your organization—or send a message to martus@benetech.org.  


Manage Server Defaults 


1. Select Settings > Server Settings. 


2. Choose Server Preferences. 


a. Have Server Default to On?: Select Yes to automatically connect to a server 


whenever using Martus. 


b. Automatically Download Files from Server?: Select Yes to download records from 


the server at regular intervals of your choosing.  


3. Select Save Changes. 


2g. System Preferences 


Choose a Language 


 If you are logged into a Martus account, you will need to exit the application to switch the user 


interface language. 


1. Close and restart Martus. 


2. Select a language from the dropdown in the Martus SignIn dialog box. 


 
3. Sign into or create an account. 


 



https://www.martus.org/

mailto:info@martus.org
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Manage Calendar Settings 


1. Select Settings > System Preferences 


2. Choose your preferred Date Format Sequence, Date Delimiter, and Calendar Type using the 


corresponding dropdown menus. 


3. Select Save Changes. 


 


Manage Deletion of New Records from Server 


1. Select Settings > System Preferences 


2. Check/uncheck Never Delete from Server to disallow/allow deletion of new records sent to 


the server. 


Note: This action only affects new records saved to the server after updating this option. 


3. Select Save Changes. 


 


2h. Tor Preferences 


Using Tor will make it harder to track the route your record takes to the Martus server, and may allow you 


to reach the Martus server if it is blocked from your current location, but will also make sending and 


receiving records slower. For more information about Tor, go to https://www.torproject.org/ or see “10. 


Frequently Asked Questions.” 


Using Tor 


Turn embedded Tor  On and Off using the Tor switch in the main Martus taskbar. Select Settings > Tor 


Preferences for more information about Tor. 


 


 



https://www.torproject.org/
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3. The Martus Workspace 


 


The Main Taskbar 


● Create  a record with the click of a button!  


● Toggle your Server connection On and Off:   


● Turn embedded Tor use On and Off:   


● Perform a simple text Search  across all of your records.  


● Select Help  for information about your Martus version and Martus documentation. 


The Record List Pane 


● Sort your records by multiple fields: 


On Server (indicates whether or not the record has been saved to your configured server) 


Author 
Verified (indicates whether the record was created by a contact that you have verified) 


Title 


Date Saved 


● View and Edit  records at your convenience. 


● Delete , Export , Move , and Copy  records. 


The Sidebar 


● Customize and organize your Cases (which function like folders) with the Label Manager  


and the Add  and Delete  options. 


● Manage deleted records in the Trash . 


● Use the Template Manager  to upload, download, and edit customized form templates. 


● Upload and download records using the Sync Manager . 


● Import Records  into Martus from your local device. 


 


A single computer may have multiple Martus accounts. When Martus has been inactive for 5 minutes, 


it requires you to log in again for security purposes.  
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4. Create a Record 


1. Select Create new record  . 


2. Input a Title. 


3. Select Add Contact   to add contacts with whom you want to share the record. 


● For more information on configuring Contacts, see “8e. Sharing your data with 


Contacts.” 


4. Select Template Selector  to choose a different form template for your record. 


● There are various ways to customize how records are displayed in Martus that are 


described further in section “9b. Customize your record display.” 


5. Input information in the relevant record fields. 


 


Martus Standard Fields 


● Language - Choose the language you’re using to describe the event. If you are using a 


language that isn’t included in the list, choose Other.  
 


Note: You can type your record in any language, regardless of the language selected for the 


user interface.  
 


● Author - The Author name from your contact information appears here, but you can change it. 


● Organization – The Organization name from your contact information appears here, but you 


can change it. 


● Location - Type the location of the event. Depending on the scope of the event, you may enter 


a country, region, city, or other location. If it doesn’t make sense to enter a location, leave the 


field blank.  


● Keywords - Type words that are synonyms for acts you described in the record, other related 


words, and alternative location names, if appropriate. This is especially helpful for searching. 


● Date of Event - Enter the date of the event you’re reporting. Leave the date as Unknown if 


you are uncertain when the event occurred. 
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● Date Created - This will be the current date from your computer. You cannot edit this field.  


● Summary - Type a summary of the event. 


● Details - Type any additional details related to the event. 


● Additional Information – Input any additional information not covered by other fields. 


Add an Attachment 


1. Select the Attachments tab within the record window.  


2. Click Add and then select the file you want to attach. 


 


Note: Records with large attachments will take longer to save, send to the server, retrieve 


from the server, or move to or from the desktop. 


View an Attachment 


When creating, editing or viewing a record with an attachment: 


1. Select the Attachments tab within the record window.  


2. Select the View icon, , for the appropriate attachment. 


Note: If the attachment is an image (e.g. photo or scanned document) of certain file types (i.e. jpg, 


png, gif), the image will be displayed as a thumbnail and in a View Attachment window. Other 


types of files will be opened outside of Martus by the program you have set on your computer to 


open that type of file. 


For image attachments with associated geo-location meta-data: 


3. Select Show on Map to view the location the image was taken on a map. 


 


Note: Using the Show on Map function will bypass embedded Tor if you have it turned on. 
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4. Select Return to image to exit the map. 


 


Save an Attachment 


When creating, editing or viewing a record with an attachment: 


1. Select the Attachments tab within the record window.  


2. Select the Save icon, , for the appropriate attachment. 


3. Choose a location to store the attachment and select Save. 


 


Delete an Attachment 


1. Select the Attachments tab within the record window. 


2. Select the Remove icon, , for the appropriate attachment. 
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5. Save and Edit Records 
Martus automatically saves backup copies of saved, versioned and shared records to the Martus server as 


long as your configured server is set to On in the Martus main taskbar. 


 


All saved, shared and versioned records will be listed under the Saved label. When a record has been 


successfully sent to the server, a check mark appears in the On Server column though there may be a delay 


before the column is populated. 


 


If you do not have an Internet connection, or if your computer cannot connect to your designated server, the 


record remains unsent, and the On Server column will display an X. If you have not yet configured a 


server, the Sent column will be blank. As soon as you connect to the Internet, and a valid Martus server is 


configured, Martus sends all waiting records to the server. Martus will alert you to any records waiting to 


be sent to the server when you end a session. 


5a. Save a record 


Selecting Save once you have created a record allows you modify the original record at a later time without 


creating a new version of that record. Once you edit and Save a record, you cannot restore the previous 


version of the record. 


1. Choose Create new record ( ) or Edit ( ) a record and input data.  


2. Optional: Select Never Delete from Server. 


3. Select Save. 


5b. Version a record 


Versioning a record allows you to update information in the record but keep older versions intact, and 


prevents the earlier versions of the record from being edited. Versions of each record are connected, 


creating a new copy does not increase the total number of records (e.g., in searches). 


1. Choose Create new record ( ) or Edit ( ) a record and input data. 


2. Optional: Select Never Delete from Server. 


3. Select Version. 


 


Alternately, you can create a copy of a record to use as a starting point for a new record. 


5c. Share a record 


Selecting Share will version the record as well as allow Contacts of your choice to read the content (usually 


by downloading it from the server). 


1. Choose Create new record ( ) or Edit ( ) a record and input data. Select the Add Contacts 


icon. 


2. Select the box(es) next to the Contact(s) with whom you would like to share the record. 


3. Select OK. 


4. Optional: Select Never Delete from Server. 


5. Select Share to save the record. 


 


For information about adding other Martus users as contacts, see “8e. Sharing your data with Contacts.” 


5d. Permanently save a record 


To ensure that a record is never permanently deleted from the server, even if it is deleted from your local 


device, Martus offers the option to - individually or as a default - never delete records from your configured 


backup server. 


 


Permanently Save to the Server by Default 


1. Select Settings > System Preferences. 


2. Check Never Delete from Server. 


3. Select Save Changes. 
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 Permanently Save Individual Records to the Server 


1. Choose Create new record ( ) or Edit ( ) a record and input data. 


2. Select Never Delete from Server.  


3. Choose to Save, Version, or Share. 


5e. Edit a record 


1. Select the record that you would like to edit. 


2. Choose the corresponding Edit icon ( ). 


3. Input/change any record data. 


4. Choose to Save, Version, or Share. 


Tip: Consider changing the title of the modified version of the record in a way that makes it clear that it 


contains corrected or additional information. For example, if the original versioned record is titled 


“Political leaders jailed,” you might title the modified version “Political leaders jailed – updated.”  


5f. Discard changes 


To discard the information you’ve entered in a record, click Cancel. Martus alerts you that you’ll be 


deleting any unsaved information in the record, since it was last saved. Click Yes to discard the unsaved 


information permanently. (If you click Cancel when you’re modifying a record, the record will revert to 


the state it was in when you opened it.) 
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6. Manage Records 
 


For each record, Martus lists the record's status, whether it was sent to the server, the date saved, the record 


title, the record's author, and if it was created by a verified contact.  


 


View a Record’s Details 


From the Martus List Pane: 


1. Select the desired record. 


2. Select the corresponding View icon. A separate window will display the chosen record. 


3. Select the Details section label to view the record’s Author, Author’s Public Code, Record ID, 


Date Created, and Last Modified date. 


 


While Creating/Editing a Record: 


1. Select Record Details from the bottom of the Create Record window. A separate Record 


Details window will open with the record’s Author, Author’s Public Code, Record ID, Date 


Created, and Last Modified date. 


2. Select OK to exit. 


 
 


Views and folders help you manage the records you’ve created or retrieved from the server. Martus 


includes some default views and folders, and automatically creates others for specific purposes; you can 


create additional folders to organize records further. When you select a folder, its contents are listed to the 


right.  


6a. Default views and folders 


Martus automatically includes three permanent views: All, Saved, and Received.  


These default labels are different from some earlier versions of Martus. If you upgrade from a version 


earlier than Martus 5.0, your old labels will automatically be migrated to this new folder structure, so your 


records will not be lost. 


All 


All records on your local machine will be listed under the All view. 
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Saved 


The Saved view contains all records that you have saved, whether they are versioned or not or shared 


with contacts, and whether they have been sent to the server or not. 


 


Received 


This view contains records you’ve received from another Martus user. These records are included in 


searches and you can copy or move them to different folders.  


An Imported Records folder will be created if you load any records into Martus using the Import 


Record icon in the Martus sidebar. 


6b. Create folder labels 


Customize your folder Labels 


Martus automatically classifies your folders as “Cases,” however they can be renamed to fit your 


needs. 


1. Select the Label Manager icon from the Martus sidebar. 


2. Select one of the default names: Cases, Incidents or Projects; or  


Select Custom Name and input a name of your own choosing. 


3. Select OK to exit. 


 


Create New Folders 


Create additional folders to categorize records according to your interests or current projects. 


1. Select the Add icon from the Martus sidebar. 


2. Input a name for the new folder. 


3. Select Create. 


Rename Folders 


1. Double-click the folder you would like to rename. 


2. Input a new name for the folder. 


3. Select Rename. 


Note: You cannot use punctuation in a folder name, but you can include spaces. You can also use 


characters from non-Latin alphabets, such as Arabic or Russian. 


You can’t rename permanent views such as All, Saved, and Received. 


You can rename the Imported Records folder, however Martus will create a new Imported 


Records folder the next time you import data into Martus. 


Delete Folders 


Deleting a folder removes the folder and moves all records under that label to the Trash. 


1. Select the folder you would like to remove. 


2. Select the Delete icon from the Martus sidebar. 


3. Read the informational text. 


4. Select Delete to confirm deletion. 
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6c. Discard and delete records 


Delete Records 


Deleting a record from a folder does not delete the record from your local device or the server. The 


record moves to the Trash, located in the Martus sidebar where it can still be viewed or moved, but 


not edited. 


1. Select the record you would like to delete. 


2. Select the Delete icon in the taskbar below the main list pane. 


Delete Records from your Hard Drive 


Once you delete a record from your hard drive, you cannot retrieve it unless it is stored on the server. 


1. Select the Trash icon from the Martus sidebar. 


2. Review the records listed in the Trash to be sure you do not accidentally delete important 


records. 


3. Select Empty Trash. 


You do not need to do anything further to ensure that deleted records are removed from your hard 


drive. Unlike most computer data, Martus records are encrypted files on your hard drive—including 


your own records, records created by other people, and deleted records. Therefore, unless someone 


gains access to your Martus account, they cannot read the records you store in your folders or the 


records you’ve deleted.  


Delete Records from the Server 


Once you delete a record from the server, you cannot retrieve it unless you have a local or exported 


copy. 


1. Select the Sync Manager icon from the Martus sidebar. 


2. Select the desired record. 


3. Select Delete from Server. 


Note: If the Delete from Server option is not available for the record you have selected, the 


record has either not been uploaded to the server or is a record shared with you by another Martus 


account. Shared records cannot be deleted from the server by anyone but their original author. 


6d. Move records 


1. Select the records that you would like to move. 


2. Select the Move icon ( ) in the taskbar below the main list pane. 


3. Select the folder under which you would like the record to be moved. 


4. Uncheck Remove from… to keep the record(s) listed under multiple folders. 


  Note: The multiple listings will still be considered one record. 


5. Select Move. 


Note: You may also create a new folder in which to save your search results using the Add icon in 


the Martus sidebar and then following the above directions after performing a search. 


6e. Copy a record 


Unlike moving a record, copying a record creates a new record based on the original. The new record must 


be renamed to differentiate it from the original. 


1. Select the record that you would like to make a copy. 


Note: Only one record can be copied at a time. 


2. Select the Copy icon ( ) in the taskbar below the main list pane. 


3. Enter a new name for the copy of the record. 


4. Uncheck Remove from Existing? to keep the record(s) under multiple folders. 


5. Select Copy. 
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6f. Export record data 


Martus allows you to export encrypted (*.mba) and unencrypted (*.xml) record files which can then be 


imported back into Martus. 


Exporting Encrypted Records 


Encrypted records are exported as .mba (Martus Bulletin Archive) files. 


1. Select the records you want to export. 


2. Select the Export icon ( ) in the taskbar below the main list pane. 


3. To specify a location other than your Martus directory to export selected records, select Send 


To 
4. Select a location from the Export to which folder? window. 


5. Choose Select Folder. 


6. Select Export from the Export window.  


 


Exporting Unencrypted Records 


When exporting unencrypted records, all information will be saved as plain text and anyone who gets a 


copy of the file will be able to read its contents. These files can be used to import record data back into 


Martus or into another application. 


1. Select the records you want to export. 


2. Select the Export icon in the taskbar below the main list pane. 


3. Uncheck Encrypted? 


4. Check Include attachments to export any record. 


5. To specify a location other than your Martus directory to export selected records, select Send 


To 


6. Select a location from the Export to which folder? Window 


7. Choose Select Folder. 


8. Select Export from the Export window.  


6g. Import records  


You can import encrypted .mba record files or unencrypted  XML record files. 


1. Select the Import Record icon ( ) from the Martus sidebar. 


2. Navigate to the location of the record you want to import. 


3. Change the File type option if necessary to find your record.  


4. Select Open. The record will be placed under the Imported Records folder. 
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To find out more about creating Martus XML import files from your electronic data (for example, 


spreadsheets or other databases), please see examples in the Martus source-code (available on the Martus 


CD or at https://code.google.com/p/martus/source/browse/?repo=martus-


csv2xml#hg%2Fdocs%2Forg%2Fmartus%2Fmartusjsxmlgenerator%2Fdocs) and email 


martus@benetech.org if you need additional assistance. 


If you have a very large file to import, or your import has a lot of special characters in it (e.g. < > ' " ) you 


may receive import errors. If the size of the file is the issue, you can try splitting into smaller files. Please 


contact martus@benetech.org if you need help with any import issues. 


6h. Download records 


The Martus Sync Manager allows you to upload and download records to/from the server as well as view 


where your records are located as well as which records are authored by you or your contacts. 


1. Select the Sync Manager icon from the Martus sidebar. 


2. Select the desired record. 


Note: The Sync Manager may not appear immediately, depending on the speed of your Internet 


connection. 


 


Tip: You can filter the records in the Sync Manager screen by selecting the following options: 


 All - All your records regardless of location or creator. 


Local Only - Records only located on your hard drive. 


Server Only - Records only located on the server. 


Both - Records located on both the server and your hard drive. 


My Records - Records created by you. 


Shared With Me - Records created by another Martus User. 


3. Select the records you would like to download.  


4. Select Download. 


Note: If a record has already been downloaded to your local device, the Download button will not 


be available. 



https://code.google.com/p/martus/source/browse/?repo=martus-csv2xml#hg%2Fdocs%2Forg%2Fmartus%2Fmartusjsxmlgenerator%2Fdocs

https://code.google.com/p/martus/source/browse/?repo=martus-csv2xml#hg%2Fdocs%2Forg%2Fmartus%2Fmartusjsxmlgenerator%2Fdocs

mailto:help@martus.org

mailto:help@martus.org
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6i. Upload records 


The Martus Sync Manager allows you to upload records to the server if you have not chosen to back them 


up automatically or have not had an internet connection. 


1. Select the Sync Manager icon from the Martus sidebar. 


2. Select the desired record. 


 


Note: The Sync Manager may not appear immediately, depending on the speed of your Internet 


connection. 


Tip: You can sort the records in the Sync Manager screen by selecting the following options: 


 All - All your records regardless of location or creator. 


Local Only - Records only located on your hard drive. 


Server Only - Records only located on the server. 


Both - Records located on both the server and your hard drive. 


My Records - Records created by you. 


Shared With Me - Records created by another Martus User. 


3. Select the records you would like to upload.  


4. Select Upload. 


Note: If a record has already been uploaded to your configured server, the Upload button will not 


be available. 


6j. View earlier versions of a record 


You can view any version of a record on your computer. However, you can only make changes to a new 


version. 


View Past Record Versions 


1. Select the desired record and choose the Edit icon ( ) for that record. 


2. Select the History dropdown form the Create Record window. 


3. Select the record version you would like to view from the list. A separate window will display 


the past record version. 


4. Select OK to exit to the Create Record window. 


 


Note: If you are allowed to retrieve records from a Contact and you didn’t have access to an 


earlier version of a Contact’s record, Martus will list the earlier version in the record details, but it 


won’t retrieve that version of the record to your computer. 


6k. View damaged records 


Occasionally, data may be lost or garbled in a record stored on your computer. If Martus detects missing 


data, it displays a yellow warning at the top of the record that reads: “Warning: Portions may be missing or 


damaged.” Often, you can still read some information in the record. If the record is also stored on the 


server, you may be able to retrieve the entire record successfully: drag a backup copy of the record to your 


desktop, delete the record from Martus, and then try retrieving it from the server. You may also see this 


message when viewing the records of another user because you cannot view their records unless you are 


one of their Contact accounts.  
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6l. Search for specific records 


Martus searches all records every label, unless the record only exists in the Trash. 


Perform a Simple Search 


The simple search allows you to search your records from the Martus main taskbar. 


1. Input your search terms in the Search field of the Martus main taskbar. 


2. Select the Search icon ( ) or simply hit Enter on your keyboard. Your search results will be 


listed in the record list pane under the heading Search Results. 


  


Saving Your Search Results 


1. Once you perform your search, select any results that you would like to save. 


2. Select the Move icon in the taskbar beneath the list pane. 


3. Choose an existing folder. 


4. Select Move. 


Note: You may also create a new folder for your search results using the Add icon in the Martus 


sidebar and then follow the above directions to perform a search. 


Perform an Advanced Search 


1. Select Analysis > Advance Search 


2. In the Search dialog box, select the field to search, indicate how the record field should 


compare to the search terms, and enter the word(s) or date(s) you are searching for. You can 


search for words in any language. If you are searching for terms in a multi-item list, select 


which detail in the item to search. When selecting text fields, you can ask Martus to scan and 


load all the values that have been entered for those fields in your records on the local 


computer by selecting the Load all possible values for selected field checkbox in the field 


selection screen. For other field types the checkbox will be “grayed out” (i.e. not selectable). 


 


 


There is also a Load all possible values for selected field button in the main Search screen, if 


users want to load field values without going into the field selection screen (for example, after 


loading a previously saved search, or if they did not select the checkbox in the field selection 


screen). For “data-driven dropdown” (dropdown lists created by data entered in record grids), 


the values that were entered in records are automatically loaded when the field is chosen in 


the Search screen. See section “9c. Customize record fields” for more about data-driven 


dropdown fields. 
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Note: If multiple fields have the same label in the field selection screen, click the plus sign next to 


the label name to choose the appropriate field. Martus displays the tag name and field type (e.g., 


“text”) for each field with that label. If you have multiple dropdown fields with the same label, 


Martus will merge all the values into one list in the Search screen. Any customized field labels 


that contain only spaces will be replaced with that field's tag in the search field list. 


3. If you would like to add additional search constraints, press Enter or click Insert Row to 


create a new search row. You can search another field or limit your search to a certain date or 


date range. 


4. If you would like to delete a search constraint, select that row and click Delete Selected Row. 


Note: There are several ways record fields can compare to search terms. 


 contains : Any records in which the specified field contains the search terms 


 = :  Only the records in which the specified field exactly matches the search terms 


 != :  Records in which the specified field does not match the search terms 


 > :  Records in which the field’s value is greater than the search value 


 >= : Records in which the field’s value is greater than or equal to the search value 


 < :  Records in which the field’s value is less than the search value 


 <= : Records in which the field’s value is less than or equal to the search value 


5. Click Search. A dialog box will display the search progress, and allow you to cancel the 


search at any time if you wish. 


6. When the search is complete, the Search Results dialog box reports how many records were 


found that matched your criteria. Click OK.  


7. The Search Results folder lists the records found in your search. (The folder contains copies 


of the records; the originals remain in their original folders.) If your search resulted in no 


records, the Search Results folder will still contain the records from the previous search. 


Searching for Records Notes 


● Martus searches all versions of every record. Search criteria may match an earlier version of 


the record. To access previous versions click the Record Details… button at the bottom of 


the record. For more information, see “6j. View earlier versions of a record.”  


○ To search only the most recent versions of records, select Only Search Most Recent 


Versions of Records in the Search dialog box. The Search dialog box will remember this 


selection the next time you run a search. 


● Martus searches all rows of any grid (table) fields for criteria and doesn’t require that the 


terms are all on the same row. See section “9c. Customize record fields” for more information 


about grid fields.  
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○ To specify that all grid column specifications in the Search screen be matched to a single 


row of record grid data, check the Match grid column specifications… checkbox in the 


Search screen. For example, to search for a specific victim name in a single grid row 


created after a certain date, select the checkbox and enter the following fields in the 


Search screen: "Victim Information: First Name" = x and "Victim Information: Last 


Name" = y and "Date Created" >= YYYY-Mon-DD. Without selecting the Match grid 


column specifications… checkbox, Martus will find records created after the specified 


date where any row has the first name specified and any other row has the last name 


specified.  


● Because Martus searches all rows of any grid (table) fields for criteria, it may find records 


where one grid row matches your criteria but other rows do not. For example assume a record 


with multiple rows of data corresponding with locations A, B, and C. When searching for 


records where location != C (does not equal C), Martus will find that record as there are 2 


rows in the record grid where the location is not C.  


● Searches on a multi-level dropdown are exact matches, not partial or “starts with” matches, 


searches must pick the exact level that should be searched. For example, an “Event Location” 


field that has three levels (State/City/Neighborhood) will have three entries in the search field 


list: Event Location: State, Event Location: City, and Event Location: Neighborhood. To 


search all records that have an Event Location anywhere in California (regardless of the City), 


select the “Event Location: State” field to search on and pick California off the dropdown list 


choices. If selecting Event Location: City to search on and then pick California but leave the 


City level blank, Martus will only find entries where there was no City data entered (City was 


blank), as opposed to ANY location with California regardless of what data was entered at the 


City level. 


● Martus may use the tag and field type to try and determine when different fields were meant 


to be the same when it searches. We encourage you to make field tags and labels in a 


customization clearly related to each other to avoid any confusion. See section “9c. Customize 


record fields” for more information about configuring custom fields. 


For some additional help with searching, see section “10. Frequently Asked Questions”, or email 


martus@benetech.org.  


 


To save your search criteria, click Save This Search in the Search dialog box. Then, give the search 


criteria a name you’ll recognize later. Martus saves it with the .mss (Martus Search Specification) 


extension in the folder you choose. To use search criteria you’ve saved, click Load Previous Search in the 


Search dialog box, and then navigate to the .mss file you want to use.  


 


 
 


Note: Martus will remember the immediately previous search criteria without you needing to load it.  



mailto:help@martus.org
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Search tips 
● To search for an exact phrase, type it with quotation marks around the phrase (e.g., "Witness 


Testimony"). If you do not put quotation marks around the phrase, Martus will search for the 


words individually.  


● Martus will find the text you enter whether it’s a complete word or part of a larger word. For 


example, if you search for the word prison, you’ll see records that include the words prison, 


imprison, and imprisonment. Likewise, if you search for the word prison, Martus will find 


records that include attachments with names such as photos-prison.jpg and prisoners-


report.doc. 


● You can search for words in any language. Martus searches are not case-sensitive in English 


and other purely Latin character languages, so it doesn’t matter whether a word is capitalized 


or not.  


● Use the word “or” to broaden your search, or the word “and” to narrow it. You can use the 


and / or dropdowns to specify different fields you want search across (e.g., you want to search 


for records that have "Last Saved Date" in the last week and have a certain author). If you 


want to search on multiple text values within a single record field, you can use “or” or “and” 


in-between words in the Search For... entry box. For example, if you search "Any Field" for 


prison or jail you’ll see a list of records that contain either word anywhere in the record. If 


you search for prison and assault you’ll see a list of records that contain both words. The 


keyword "and" is implied, so if you search for prison assault Martus will find the same 


records as if you searched for prison and assault. 


● When you use both "and" and "or", your search terms are grouped from the beginning of your 


list (either across record fields or within a particular field). For example, if you enter prison or 


jail and trial in the Search For... entry box, Martus will search for any records that contain 


either of the words prison or jail, and also contain the word trial. But if you enter prison and 


jail or trial Martus will search for any records that contain both the words prison and jail, or 


contain the word trial.  


● If you are using a language other than English, you can use the translation of the words "or" 


or "and" in that language or you can use the English words "or" and "and" to search. For 


example, if you are using Martus in Spanish, use the word "o," "y," "or," or "and" when 


searching. 


● For languages that do not use spaces to separate words, you need to put spaces before and 


after any “or” / “and” keywords you use in your search. 


6m. Create record reports 


You can create customized reports from information in the records on your computer, and then print those 


reports to a printer or to an HTML file (which can be opened in a browser, or other application such as 


word processor or spreadsheet for further editing/formatting if desired.)  


To create a report: 


1. Choose Analysis> Reports.  


2. To create a new report format, click Create New Tabular Report or Create New Page 


Report. A tabular report lists record fields as columns in a table, with each record as one row 


in the table. A page report lists the selected subset of fields from each record separately, and is 


formatted as records appear when printed individually.  


 If you want to use a report format you’ve previously saved, click Use Existing Report 


Format, open the saved .mrf (Martus Report Format) file and skip to step 5.  


3. In the Create Report dialog box, select the fields you want to include in the report, and then 


click OK. 


If you’re creating a tabular report, click Add in the Organize Report Fields dialog box to open 


the Create Report dialog box, select the fields you wish to include and hit OK. You can then 


change the order of fields on the report by selecting a field and clicking Move Up or Move 


Down. Click OK when you’ve arranged the fields the way you want them. 
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4. In the Save Report Format As dialog box, enter a name for the format you’ve created, and 


then click Save. Martus saves the report format with an .mrf extension in the directory you 


choose (it will put it in your Martus account directory by default).  


Note: If you cancel out of the Save Report Format As dialog box, your report format will be 


lost. You must save each report format you create in order to run the report.  


5. In the Search dialog box, enter the criteria for records you want to include in your report. To 


use search criteria you’ve previously saved, click Load Previous Search. When you’ve 


entered the search criteria, click Search. For more information on searching, see “6m. 


Searching for specific records.”  


Note: Martus will remember the immediately previous search criteria without you needing to 


load it.  


 


6. Specify the records’ order in the report. You can select up to three fields by which to sort. 


Martus sorts the records by the first field you choose, and if multiple records have the same 


information in the first field, it then sorts by the second field, and finally by the third field. For 


each field, click Choose Field…, select the field you want Martus to sort by, and click OK.  


 


Note: Martus will remember the immediately previous sort selection until you exit Martus. 


7. Choose whether to print only the record information, only summary counts, or both. If you 


include summary counts, the report contains total counts of records grouped by the fields 


you’ve chosen to sort the records on. For example, if you’re sorting by author and you choose 


to print the record information and summary counts, the report will include the record data 


and a summary of how many records were created by each author. 


8. Martus displays a preview of the report that will print. Click Print to Printer to print the 


report to your printer. Click Print to File to save the report as an HTML file that you can 


open in a web browser or word-processing/spreadsheet application. If you want to make 


changes to the report before printing, click Cancel, choose Analysis> Reports, and create a 


new report format.  


 


Note: You can copy and paste text from the preview screen directly into other applications, 


e.g., word-processors or spreadsheets. 


Note: Martus only displays data from the latest version of each record on your computer in 


the report. 


 


See examples of reports below: 
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Tabular report with summary counts: 
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Page report without summary counts: 


 


 
 


Important Notes: 
● Martus reports are intended to give you information about the status/progress of data that has 


been gathered and entered in Martus, but not to analyze “what happened” from the data that 


has been entered. So for example we can count the number of records that came from a 


particular time frame or region (if your project is collection that information), but not how 


many killings there were in a particular region. 


● Martus reports are also meant to focus on fields in which the information is distinct for a 


record or source document. For example, you can design reports to search for all records 


entered by a certain user, or given by individuals of a given ethnicity (if your project is 


collecting that information). 


● Martus reports do not correct for the following: 







 


 


Martus 5.1 User Guide  35 


○ Sampling bias (e.g. all records entered being more from one particular region than any 


others, even if the project is covering incidents that happened across all of them).  


○ Duplicate reporting (i.e. more than one record may exist about the same incident, or the 


same person may be mentioned using different names, or there may be multiple people 


with the same name). 


○ Data quality issues (e.g. typos that might lead to a search not finding records, fields being 


left blank where values were expected). Some of these issues can be addressed in a 


project customization, by requiring certain fields to be entered before a record or grid row 


can be saved, or using dropdown fields to avoid typos and guarantee consistency in 


searching. 


○ Possible inconsistency in how data is entered in Martus by different people. For more on 


this topic, see “Controlled Vocabulary” and the “Inter-rater Reliability” section on 


https://hrdag.martus.org/resources/core_concepts.shtml.  


● Martus reports especially should not attempt to count the number of violations, victims or 


perpetrators, beyond counting the number of records that match search criteria. Before 


counting violations or victims/perpetrators, important data processing needs to take place 


before such counting can be considered scientifically defensible. This includes addressing the 


possibility of duplicate reporting (more than one record may exist about the same incident); 


representing the complexity of human rights violations (an individual who was the victim of a 


given act may later become the perpetrator of a different act, or vice versa); and maintaining 


consistency in meaning and counting (ensuring, for example, making sure that all the data 


entered in records used consistent definitions for violations.) 


● If you would like to perform descriptive or qualitative analysis of the information entered into 


Martus, Benetech can help you to use a tool to export and summarize data for your project. 


The exported data may be able to be reviewed using analytical tools, but please keep in mind 


that quantitative or inferential statistical analysis cannot be performed until additional steps 


have been taken in processing the data, and without enough volume and different sources of 


data, statistical analysis may not give meaningful or reliable results. 


6n. Create record charts 


You can create customized charts from information in the records on your computer, and then print those 


reports to a printer or to a JPEG image file (which can be opened in various applications such as image 


display tools, or a word processor for further editing/formatting if desired.)  


To create a chart: 


1. Choose Analysis > Charts.  


2. Select click Bar Chart, 3D Bar Chart, Pie Chart, or Line Chart from the Type of Chart 


dropdown list. A Bar or 3D Bar Chart shows counts of records for each value of the field you 


select, while a Pie Chart shows both the counts of records and the percentage of total records 


that match your defined search criteria (chosen when you create the chart). A Line Chart 


shows the number of records created over the life of an account. See examples below for each 


type of chart.  


 


 
 



https://hrdag.martus.org/resources/controlled_vocab.shtml

https://hrdag.martus.org/resources/core_concepts.shtml
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 Note: Any data displayed in charts will not be encrypted. Anyone accessing the chart (in 


printed or electronic form) will be able to access all the included data. 


3. Click on the Choose Field… button to select the field you want to include in the chart, pick a 


field from the list (which will include all the standard or custom fields that are in any of the 


records on your computer), and then click OK. 


  


 
 


4. If desired, enter text that will be displayed beneath the title of the report in the Subtitle field 


(e.g. “Human Rights Organization data collection monthly status report”).  


5. Hit the OK button. 


6. In the Search dialog box, enter the criteria for records you want to include in your chart. To 


use search criteria you’ve previously saved, click Load Previous Search. When you’ve 


entered the search criteria, click Search. For more information on searching, see “6m. 


Searching for specific records.”  


Note: Martus will remember the immediately previous search criteria without you needing to 


load it. 


7. Martus displays a preview of the chart. Click Print to Printer to print the report to your 


printer (Martus will automatically scale the printout to fit the page width, based on your 


printer preferences). Click Print to File to save the report on your computer as a JPEG image 


file that you can open in the image display program of your choice, or copy/insert into a 


word-processing application. If you want to make changes to the report before printing, click 


Cancel, choose Analysis > Charts, and create a new chart.  


 


Note: Martus only displays data from the latest version of each record on your computer in 


the chart. 
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Examples of charts: 


 Bar Chart:  


 
 


 


 3D Bar Chart:  
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 Pie Chart: 


 


 


 Line Chart (Records over Time): 


 







 


 


Martus 5.1 User Guide  39 


 


Important Note: 


● Martus charts are intended to give you information about the status/progress of data that has 


been gathered and entered in Martus, but not to analyze “what happened” from the data that 


has been entered. So for example we can count the number of records that came from a 


particular time frame or region (if your project is collection that information), but not how 


many killings there were in a particular region. 


● Martus charts are also meant to focus on fields in which the information is distinct for a 


record or source document. For example, you can design reports to search for all records 


entered by a certain user, or given by individuals of a given ethnicity (if your project is 


collecting that information). 


● Martus charts do not correct for the following: 


o Sampling bias (e.g. all records entered being more from one particular region than any 


others, even if the project is covering incidents that happened across all of them).  


o Duplicate reporting (i.e. more than one record may exist about the same incident, or the 


same person may be mentioned using different names, or there may be multiple people 


with the same name). 


o Data quality issues (e.g. typos that might lead to a search not finding records, fields being 


left blank where values were expected). Some of these issues can be addressed in a 


project customization, by requiring certain fields to be entered before a record or grid row 


can be saved, or using dropdown fields to avoid typos and guarantee consistency in 


searching. 


o Possible inconsistency in how data is entered in Martus by different people. For more on 


this topic, see “Controlled Vocabulary” and the “Inter-rater Reliability” section on 


https://hrdag.martus.org/resources/core_concepts.shtml.  


● Martus charts especially should not attempt to count the number of violations, victims or 


perpetrators, beyond counting the number of records that match search criteria. Before 


counting violations or victims/perpetrators, important data processing needs to take place 


before such counting can be considered scientifically defensible. This includes addressing the 


possibility of duplicate reporting (more than one record may exist about the same incident); 


representing the complexity of human rights violations (an individual who was the victim of a 


given act may later become the perpetrator of a different act, or vice versa); and maintaining 


consistency in meaning and counting (ensuring, for example, making sure that all the data 


entered in records used consistent definitions for violations.) 


● If you would like to perform descriptive or qualitative analysis of the information entered into 


Martus, Benetech can help you to use a tool to export and summarize data for your project. The 


exported data may be able to be reviewed using analytical tools, but please keep in mind that 


quantitative or inferential statistical analysis cannot be performed until additional steps have been 


taken in processing the data, and without enough volume and different sources of data, statistical 


analysis may not give meaningful or reliable results. 


 



https://hrdag.martus.org/resources/controlled_vocab.shtml

https://hrdag.martus.org/resources/core_concepts.shtml
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7. Delete Martus, Your Records, and Account Information  


7a. Delete Your Account and Locally Stored Records 


1. Close all other applications on your computer.  


Note: You can delete records and Martus folders while other applications are open, but 


Martus may not be able to remove all Martus folders if other applications are open during the 


process. 


2. Select Account > Delete Account. 


3. Martus will prompt you to confirm deletion. Select OK to confirm that you want to delete all 


your records and your account information, including your key file, from your computer. If 


you do not wish to continue, select Cancel. 


4. Martus automatically closes. 


What will be deleted? 


● Records that have not been sent to the server or otherwise backed up.  


● Your account key file. If you delete your key without backing it up, you will lose access to all 


private data you’ve sent to the server; such data would be available only to Contact accounts 


authorized to view your data that were created before the records were saved and sent to a 


server.  


● Server settings, Contact accounts, default details values, custom fields, user-created folders in 


Martus, and interface preferences (e.g., date format, column widths). 


What will not be deleted? 


● The Martus application. 


● Any records or account files that were copied or moved to folders outside the Martus folder, 


such as the desktop. 


● Records or account information on any other computers where you set up your account. 


● Records on a Martus server. 


7b. Remove/Uninstall the Martus Application 


Windows 


● Select Start > Programs > Martus > Uninstall Martus; or 


● Select the uninst.exe file in the Martus\bin directory; or 


● Use the Add/Remove Programs control panel: 


1. Select Start > Settings > Control Panel. 


2. Choose the Add/Remove Programs icon. 


3. Select Martus from the list of applications. 


4. Select Add/Remove, and follow the on-screen instructions. 


Mac OS 


Delete the Martus.app file from the location where it was installed.  


 


Note: If you copied the Martus application (Martus.app) to your Applications folder or your Desktop 


(or elsewhere on your computer), it will not be removed when you uninstall Martus, which may be a 


security concern. 


Linux 


To uninstall Martus in Linux (or if you installed using an ISO file in Mac OS) without deleting your 


Martus records or account data, delete the martus.jar and the ThirdParty directory.  
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8. Keeping Your Data Secure 
Martus has been designed with security in mind. Understanding how its security features work can help you 


keep your records secure, while ensuring that you can continue to access them.  


8a. Back up your key  


To ensure that you’ll always have access to your data, it is extremely important to keep a backup of your 


key. Martus offers two methods for backing up your key, either of which may be used, but we strongly 


recommend using both backup methods. The first method creates a single, password encrypted key backup 


file onto removable media (e.g. CD, USB storage) or a network drive; the second method backs up the key 


in three separate pieces (not encrypted with your password) onto multiple removable media.  


 


Backup a Password Encrypted Key 


1. Insert a blank disk into your removable media drive. 


2. Choose Account > Key Backup. 


3. Select Export Password Protected Key. 


4. In the Backup Key File dialog box, navigate to your removable media device (e.g., USB or 


CD), or your network drive. 


5. Give the backup key file a unique name, especially if more than one account is used on the 


computer. By default, Martus names the file MartusKeyPair.dat. You may choose to add a 


number or code word to the file, such as MartusKeyPair222.dat. 


6. Select Save. Martus copies the backup key file to the location you specified. 


7. Select OK to exit. 


 


Important Note: Store your backup disk or other removable media in a secure place where it 


is unlikely to be damaged by weather, insects, or other factors. Do not write your password on 


the disk or store it on the disk electronically. No one can use the key you back up to a single 


file without your username and password. 


 


Backup an Unencrypted Multi-Part Key 


Next, to back up your key file to three removable media (two of which will be required to restore the 


key file): 


1. Insert a blank disk into your removable media drive. 


2. Choose Account > Key Backup. 


3. Select Export Multi-Part Key. Read the informational screen and click Continue. 


4. Click Yes to create an additional set of backup files on three separate removable disks. 


5. Read the informational screen and click Continue. 


6. Name the file and click OK. 


Tip: Give the file a unique name that you will remember later, and that can be distinguished 


from other accounts’ backup files. Each of the three files will have the same name, with a 


sequence number appended. For example, if you name the file kpbackup, the files will be 


saved as kpbackup-1.dat, kpbackup-2.dat, and so on.  


7. Navigate to your removable media drive in the Saving Backup Disk dialog box, and click 


Save. You must use a removable media drive (e.g. CD, USB storage) instead of your hard 


drive, because the program will not save two of your backup files to the same place. 


Note: If Martus gives you an error when using a USB drive, see section “10. Frequently 


Asked Questions”.  


8. Insert disks or other removable media as prompted, clicking OK each time to proceed to the 


next disk. 


9. To ensure that the data has been written properly, click Yes in the Verify Disks dialog box. 


10. If Martus was able to verify the data on all the disks, click OK in the Verification Succeeded 


dialog box. If there were problems with one or more disks, repeat the backup process with 


different disks. 
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11. Read the information in the Backup Complete dialog box, and click OK. 


8b. Restore your key  


If you have lost your computer, had a hard drive failure, or lost your key for some other reason, restore 


your key using your backup copy. If you know your username and password and have a single file key 


backup, we recommend you use that file as it is more secure. However if you have forgotten your 


password, you will need to restore your key from multiple disks.  


Restore Your Account Key from a Password Protected Key File: 


1. Start Martus. 


2. Select the Restore Account tab in the Martus Signin dialog box. 


3. Select Restore account from backup key file. 


4. Read the informational dialog box, and click OK. 


5. Find the file on your hard-disk/network-drive or insert the floppy disk (or other removable 


media) that contains the file and navigate to it, and click OK. 


6. Log into Martus using the username and password that were associated with the key at the 


time you created the backup file.  


7. You will then be asked to create a password encrypted backup file of your key with this 


username and password.  


Note: If Martus gives you an error when using a USB drive, see section “10. Frequently 


Asked Questions.” 


Restore Your Account Key from a Multiple Disks: 


1. Start Martus. 


2. Select the Restore Account tab in the Martus Signin dialog box. 


3. Select Restore account from multiple disks. 


4. Read the informational dialog box, and click OK. 


5. Insert the first disk and navigate to the file it contains; click OK; and then insert the second 


disk and click OK. 


6. Either use your old username and password or create a new username and password for your 


account. 


7. You will then be asked to create a password encrypted backup file of your key with this 


username and password. See "8a. Back up your key" for more details. 


8. After the restoration is complete, be sure to re-distribute the key backup disks. Any time two 


of those disks are in the same place, anyone could use them to access your account, even 


without knowing your username or password. 


Note: If Martus gives you an error when using a USB drive, see section “10. Frequently 


Asked Questions.” 


8c. Using your password wisely 


It is critical that your password remain secret. Do not share your password with anyone, and do not use a 


password that someone could easily guess.  


Each time you change your password, back up your key and delete all previous single file backups (you do 


not need to, and should not, delete any multiple file backups you created since they are not encrypted with 


your password). Your new backup key file is encoded using your new password. See “8f. Change your 


username or password” for more information.  


When Martus is running, it will prompt you to re-enter your username and password after five minutes of 


inactivity. This is to minimize the chance that other people will be able to access your private data if you 


leave Martus open while you are away from your computer. If Martus prompts you for your username and 


password while you are editing a record, and you click Cancel, changes you've made to the record are lost 


and it reverts to its last-saved state. If you haven’t ever saved that record, the entire record is lost. We 
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suggest you save any records you’re working on and then exit Martus before you leave your system 


unattended. 


8d. Using safe computing practices 


If you are concerned about the security and reliability of Martus, you also need to be vigilant about 


protecting all other software that runs on your computer, including your operating system (such as 


Microsoft Windows, Mac, Linux). If attackers are able to find any security holes in your operating system, 


they may be able to view your private data, or to create records that will appear to have been written by 


you. 


It can require a lot of effort to thoroughly protect a computer that is connected to the Internet. But even a 


small amount of effort can preserve the integrity of your computer against many of the most common 


intrusions.  


▪ Install virus protection software and subscribe to a virus definitions update service to protect 


your system from viruses and worms.  


▪ If running under Windows, regularly check for and install critical product updates from 


Microsoft to preserve the integrity of your operating system.  


▪ We also recommend that you install and regularly update spyware (also known as "malware" 


or "adware") protection software.  


To increase the security of Martus on your computer (in case your computer falls into the wrong hands), 


there is an extra precaution you can take if you are running Windows. The feature erases the Windows 


virtual-memory swap-file (also known as a pagefile) when you shut down your computer. This file contains 


temporary snapshots of certain portions of data that were used by any programs while you were working. 


Enable this feature, and your pagefile will be erased when you shut down your computer. It may add a little 


time to the shutdown process. 


▪ For Windows 7 and 8 run regedit and set this registry entry to 1: 


HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\Session 


Manager\Memory Management\ClearPageFileAtShutdown 


Note: If this registry value does not exist, add the following value: 


Value Name: ClearPageFileAtShutdown 


ValueType: REG_DWORD 


Value: 1 


Note: As described elsewhere in this User Guide, Martus allows you to attach files to records. On 


most operating systems, when attachments are opened they are automatically saved in a 


‘temporary’ directory, which is unencrypted. For information about the security precaution known 


as attachment ‘shredding,’ please see section “10. Frequently Asked Questions.”  


8e. Sharing your data with Contacts 


Your colleagues may want to access the records you create, and the records created by other members of 


your organization. Your colleagues — or anyone else you want to share your data with (e.g. an editor who 


wants to review the work of a journalist, or even a colleague in your same office) — can create a Martus 


account and be added as one of your account’s Contacts, which will permit them to view your records, 


including the private data in them, only if you give them permission. They will not be able to create records 


using your account. This access can provide several advantages: it gives the Contact accounts more 


information, and it ensures that someone will be able to access your private record data even if you lose 


your key file or forget your password. You can share records with multiple Contact accounts, which can be 


useful if you would like to send different records to different Contact accounts, or if there are additional 


people inside or outside your organization who you want to review your records.  
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There are many different possible configurations that may fit needs of your organization. See some 


examples below: 


 


 


 


 


 


 


 


 


 


 


 


 


 


 


 
 


All the data in each record that you save will be viewable by any Contact accounts you have added. This 


allows you to designate which Contact accounts are allowed to view each record. 


As soon as a record has been shared with a Contact, the information in that record will be available to that 


Contact. Removing that Contact later will not prevent that Contact from viewing the data that was saved 


when they were configured as your Contact, but it will prevent them from viewing any the data in any 


records (or new versions of records) you create after they were removed. 


To access Contact records, you and your Contact must first share account information (Access Token, 


Public Code etc.)  


Note: Only records saved after you setup your Contacts will be available to those Contacts. If you created a 


record without adding a particular Contact, you can create a new version of the record with the Contact 


added so they can view the content. 


Add and Verify Contacts 


To add Contacts to your Martus account: 


1. Select Account > Manage Contacts. 


2. Select the Manage Contacts button 







 


 


Martus 5.1 User Guide  45 


3. Either: 


a. Add a Contact by pulling its Martus Public Account ID from the Martus server: Input 


the Contact’s Martus Account Access Token in the Access Token field and select Add 


Contact…; or 


b. Add a Contact from a Martus Public Information (.mpi) file: Select Import Contact 


from File… and choose the (.mpi) file given to you by your Contact. 


4. Verify the Contact by reviewing the Public Code associated with the Contact’s Access Token 


and select Verify Now 


a. If you select Verify Later, you can verify the Contact at another time by selecting 


Verify Now from the Verified column in the Manage Contacts window. 


 


Note: We recommend that, whenever possible, you “verify” your Contacts to ensure that 


the data is being sent to or from someone you know. This is especially important when 


opening attachments inside records to avoid malware or other potentially dangerous 


content. When you view a record from a Contact that has not yet been verified, Martus 


will show the following warning: 


5. Enter a Contact Name for the Contact. Use a label that is meaningful to you, as you may not 


always remember the account's public code. The Contact label might be the name of the 


person or organization, or the name of a city or region, for example. You can change the label 


later if you want to. Only you will see the label you assign; others who view the record will 


not see the label, for security reasons. 


6. Select Save and Close. 


Share your account information with another Martus account  


To share your Access Token and Public Code (used to add and verify you as a Contact): 


1. Select Account > Account Information.  


2. Give the Access Token to the Martus user who will add you as a Contact. 


3. Communicate your Public Code through a secure communications channel in order to be 


verified once added as a Contact. 


4. Note: Be sure to securely communicate access tokens and public codes using a method such 


as encrypted email, Off-the-record (OTR) chat, face to face, or another communication 


channel where nobody can intercept your information. 


To share your Martus Public Information (.mpi) file (used to add a Contact): 


1. Select Account > Account Information. 


2. Select Export My Public Account ID, and name the file. Martus saves the file with a .mpi 


extension in your account directory in the Martus folder on your hard drive by default (though 


you can also save it elsewhere on your computer if desired), and confirms that it has been 


saved.  


3. Give the .mpi file to the Martus account holder who wants to add you as a Contact. If you 


can’t find your .mpi file on a Mac, see “10. Frequently Asked Questions.” 


Share records with your Contacts 


To share a record individually with a Contact: 


1. Choose to Create or Edit a record and input any data. 


2. Select the Add Contacts icon. 


3. Select the box(es) next to the Contact(s) with whom you would like to share the record 


4. Select OK. 


5. Select Share to save the record. 


To share all new records with a Contact by default: 


1. Select Account > Manage Contacts. 


2. Select the Manage Contacts button. 


3. Check the Send to by Default box for the desired Contact.  


Note: You can still deny access to individual records as you create them. 
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4. Select Save and Close. 


 
 


Deny a Contact access to your records 


Contacts will continue to have access to any records or record versions you saved while permission 


was given to their accounts. However, they will not have permission to view any future records or new 


record versions you save once you deny them access.  


To deny access to individual records: 


1. Select the record that you would like to update and select Edit. 


2. Select the Add Contact. 


3. Uncheck any Contacts that you would no longer like to share the record with. 


4. Save, Version or Share the record. 


To remove a Contact (prevents access to all new records or new record versions)): 


1. Select Account > Manage Contacts. 


2. Select the Manage Contacts button. 


3. Select the X in the Remove column for the Contact you wish to remove. 


4. Select Yes to confirm removal in the Remove Contact dialog box. 


5. Select Save and Close. 


8f. Change your username or password 


At regular intervals and if ever you feel your account has been compromised you should change your 


password and/or username.  


1. Select Account > Account Information. 


2. Select Change Username and Password. 


3. Enter your current username and password on the Validate User screen. 


4. Enter your new name and password on the next screen. You can change either or both fields. 


See “2e. Create an account” for guidelines on username and password creation. Hit OK to 


accept, or Cancel to keep old username and password. 


5. Repeat the new username and password entry on the Confirm Password screen 


6. You will then be prompted to back up your key with the new username and password. 
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9. Customize Martus 
You can customize certain aspects of your records to save time, provide consistency, and ensure that 


specific questions are addressed in every record. You can create additional record fields. The customized 


fields appear in every new record you create; they have no effect on existing records. 


9a. Use Templates 


Martus provides the ability for an account holder to export customization templates or send them to a server 


to share with other Martus users. Users can then import customization settings from a choice of templates. 


This allows users to use different custom record formats for different types of data sets. 


Import Templates from the Server 


1. Select the Template Manager icon in the Martus sidebar. 


 


2. Select Add New Template. 


3. Select Generic to import generic Martus form templates; or 


Select From Another Martus User to import forms from a Contact or another Martus User. 


a. Download from my Contacts allows you to choose an existing Contact from 


whom you would like to import form templates. 


b. Download from Another Martus User allows you import form templates from 


a Martus account that you have not added as a Contact (e.g. a trainer) by 


inputting that account’s Access Token. 


4. Select Add to add the selected template to your list of Available Templates. 


5. Select the Edit icon to optionally modify the template Title and Description. Select OK. 


6. Select OK to exit. 


Import Templates from a File 


1. Select the Template Manager icon in the Martus sidebar. 


2. Select Add New Template. 


3. Click Import Template. 


4. Select the file exported by you or another Martus account. 
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Note: If you try to import a template created by an account that is not one of your Contact 


accounts (or your current account), Martus will warn you before you load the template.  


5. Click OK in the confirmation dialog box. 


6. Select Add to add the selected template to your list of Available Templates. 


7. Select the Edit icon to optionally modify the template Title and Description. Select OK. 


8. Select OK to exit. 


Upload Templates to a Server 


1. Select the Template Manager icon in the Martus sidebar. 


2. Select the Upload icon for the template you wish to send to the server. 


3. Read the Send Template to Server dialog box. If you want to proceed, click Yes. 


4. Select the Edit icon to optionally modify the template Title and Description. Select OK. 


5. Select OK to exit. 


Export Templates 


1. Select the Template Manager icon in the Martus sidebar. 


2. Choose the Export icon for the template you wish to export. 


3. Enter a name for the template file. Martus saves the file with a .mct (Martus Customization 


Template) or .xml extension in your account directory in the Martus folder on your hard drive, 


and confirms that it has been saved. You can also save the file to another location if desired. 


4. Select OK to exit. 


Note: If you are using multiple templates, we recommend choosing descriptive filenames for 


each template. 


5. If you want to share the customization template with a Contact or other Martus account, give 


them your .mct file. 


Note: Templates can be imported during account creation or in the Template Manager by any 


Martus account holder to whom you have given your Martus Account Access Token or the 


exported *.mct file. 
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9b. Customize your record display 


There are various alternate display options for records: 


● To hide entire sections while editing or viewing a record: select the section label of the 


section you wish to hide. To unhide the section again to see its contents, select the section 


label again. Martus will display all records with matching sections the same way, until you 


exit Martus. 


● You can add another “item” to the multi-item list by hitting the Add Item button.  


 


Note: If you have a lot of your record data in multi-item lists, and especially if you have a lot of records, 


doing data entry and viewing/displaying the multi-item lists can make Martus perform more slowly. 


9c. Customize record fields 


Most Martus users find that the default record fields meet their needs. However, some groups find it useful 


to customize their records to capture specific information such as the source of the record data, the names 


of witnesses, the country in which the incident occurred, or a table of information about victims. 


Additionally, you may find it easier to import custom fields into other applications for reporting and 


analysis. You can customize the records you create by rearranging the fields, adding fields, or removing 


fields you don’t need. You can create several kinds of custom fields, including Yes/No, date, date range, 


drop-down lists, grid (table), language, messages (notes), single line text, and multi-line text fields.  


Create or Update a Template 


1. Export the Martus Standard Fields template as an XML file if you are creating a new 


template; or 


Export the template which you would like to update as an XML file.  


2. Open the template in an XML editor. 


3. The layout of the fields in a record is dictated by an XML document. The document must 


begin with <FormTemplate><Title>Template Title</Title><CustomFields> and end with 


</CustomFields></FormTemplate>.  


 


Note: If you are working from the Martus Standard Fields template, you must add <Title 


</Title> yourself. 


 


4. You can add and remove any fields in the template aside from the 'author', 'entrydate', 


'language', and 'title' fields. 


 To re-order fields, cut and paste them into the order you want them to appear. 


 To add a field, click an insertion point where you want the field to appear. Enter the type 


of field you want to use: BOOLEAN, DATE, DATERANGE, DROPDOWN, GRID, 


LANGUAGE, MESSAGE, MULTILINE, SECTION or STRING. Each field must have a 


unique tag, which can be any single word except those already used by the system, in any 


language, and cannot contain spaces, special characters, or punctuation. For example, you 


could use 'VictimsName' or 'EyeColorChoice'.  Each field should be given a label, which 


is what will appear next to the field in the record; it can contain any characters in any 


language except certain special characters (e.g., < and > which are used by the system). 


For example, you might use 'Name of 1st Witness.'  See the examples below.  


 To remove a field, delete the field definition text (type, tag, label) for the field you want 


to remove. You cannot remove certain required fields, including the author, title, 


language, and entry date. 


 You can create sections (which you can hide/unhide) in your records using a SECTION 


field type.  Sections can include as many individual fields as you like. 


 You can require certain fields or grid columns to be entered before saving a record by 


using <RequiredField/> in the field definition. 


 You can restrict date fields, date grid columns, date range fields, and date range grid 


columns by using <MinimumDate> and/or <MaximumDate> tags with a date in YYYY-


MM-DD format. A blank date (shown as <MaximumDate></MaximumDate> or 


<MaximumDate/>)  means 'today', although it may allow one day earlier or later, due to 


time zone issues.  Please note that you can require date validation of standard fields as 


well as custom fields. Date field Year dropdown choices will reflect the hard-coded date 
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ranges specified in the customization. Note: The year format in the customization must 


always be a 'Gregorian' year like 2009, even if Martus is configured to use Thai or 


Persian dates. 


 You can populate drop-down lists (either inside or outside of a multi-item list) in 3 ways - 


1) by entering a list of <Choices> values in the field definition, 2) with values that have 


been entered in a multi-item list elsewhere in your record by using <DataSource> 


(sometimes called “data-driven dropdowns”), and 3) by creating lists of "Reusable 


Choices" that can be referred to by more than one field.  See examples below for the 


correct XML definition syntax to use. Please note that in this release, Martus will not 


include data-driven dropdown fields in the Search screen. 


 You can set a default value for text and dropdown list fields by using  


<DefaultValue>ddd</DefaultValue>, where “ddd” is the value you choose. For 


dropdowns, you must use a value already in the list of choices you defined. For Reusable 


Choices dropdowns it can be a partial or complete code, with each level separated by dots 


(for a location dropdown that has both Region and City levels, you could pick the default 


to be at either level, e.g. either R1 or R1.C1, see example below). Default values can be 


set for both standard and custom fields, but are NOT allowed for BOOLEAN, DATE, 


DATERANGE, GRID, LANGUAGE, MESSAGE, and SECTION field types, and are 


not allowed for dropdowns where the values in the list are based on data entered in 


another field (i.e. data-driven dropdowns). 


5. When you are finished editing your template, save it as an XML file. 


6. Import the template into Martus to use it.  


 


Keep the following in mind when you're customizing fields: 


1. XML is case-sensitive. (For example, "Witness" is not the same as "witness.") 


2. You can use either single or double quotes around the field type name, as long as they match.  (e.g. 


'STRING" is not valid. It needs to be 'STRING' or "STRING") 


3. A BOOLEAN field will appear as a checkbox when you are editing a record, and will be displayed as 


Yes/No in record previews and when printed. 


4. Both STRING and MULTILINE fields are text fields.  STRING fields will expand to fit the size of the 


text you enter, while MULTILINE fields have a scrollbar so that the field doesn’t exceed its original 


height. 


5. Use MESSAGE fields to give guidance on how to enter data, and to create comments/notes that will be 


displayed in every record. 


6. When you're entering data into a multi-item list, select Add Item to add more data, press Tab to 


advance to the next cell, and double-click to copy and paste text.   


7. A GRID can contain columns of various types:  BOOLEAN, DATE, DATERANGE, DROPDOWN, 


and STRING. 


8. You may need to provide guidance to other users by giving them a customization template. To 


minimize the need for further instruction, use labels that clearly identify the content (such as "Name of 


Victim").  For more information on exporting customization templates, see section “9a. Use 


Templates.” 


9. Please make sure to change your field tags if you change the field label or field type when you edit 


your customizations, because using the same tag for different labels can cause confusion when 


searching or reporting on those fields. The only case in which you can keep the same tag when 


changing a label is if you really want the different labels to be counted as exactly the same (e.g. you 


are just fixing typos in the labels). 


10. Please note that default values are only applied when a new record is created, not when a new version 


of a record is created, so that the value of the field in the previous version is not overwritten.  This 


means that default values entered in a record using an earlier customization will be kept even if you 


create a new version of the record with an updated customization that has a new default value.  


 


Special Notes on “Reusable Choices” (multi-level, nested) dropdown lists 


1. Dropdowns using a "Reusable Choices" list can have multiple levels (e.g. for locations that might have 


Region and City), different fields can use one or more of the levels (e.g. if you have defined Region 


and City levels, you could have a field that just uses the Region level, and another field that uses both 


levels), and you do not need to define all levels for all entries (e.g. you could have defined 


Neighborhood values as a lower level for some larger Cities, but not all Cities need to have 


Neighborhoods defined).  The number of levels is not limited by Martus, but please note that if you 
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have large amounts of data in your definitions lists, or a large number of levels, performance of certain 


Martus record operations may be affected.   


2. In this release, we recommend that if you want to change the number of levels in a “Reusable Choices” 


dropdown field when updating a customization, you also change the field tag and/or label so that they 


are more easily distinguished from each other in searching and reporting.  If you do not, the 


search/report results may be confusing since fields with the same label/tag will be treated differently 


due to them having a different number of levels. 


3. “Reusable Choices” codes have the same restrictions that field tags do; they can be in any language, 


but cannot contain spaces, special characters, or punctuation. 


4. Please make sure to not use the same codes in “Reusable Choices” lists if you edit your customizations 


unless you are just fixing typos in the labels, because using the same code for different labels can cause 


confusion when searching or reporting on those fields. Ideally you should use codes that are not 


numeric, but are letters that are a meaningful abbreviation of the label so there is no confusion over 


what they stand for if you update the customization at a later date (e.g. use 2 or 3 letter abbreviations 


for locations instead of numbers). 


5. You cannot use a multiple level / “Reusable Choices” dropdown as a data source for another dropdown 


inside or outside of multi-item lists. If you try to do this you will see an error message. 


6. Please note that when you save customization XML with a “Reusable Choices” list for dropdown 


fields, Martus will move those choice definitions to the bottom of the XML when you reload it. 


7. Martus doesn't automatically insert a blank entry for Reusable Choices dropdown lists the way it does 


for other dropdowns.  If you want to be able to select “blank” for the top level of a Reusable Choices 


dropdown (or a single level Reusable dropdown), you need to explicitly add a blank entry in your 


customization XML (by adding “<Choice code='' label=''></Choice>” to the top level ONLY of the 


Reusable Choices list).  If you do not do this, and have not specified a default value (which will mean 


you will never see blank as an option), the dropdown list will start with the blank entry, but once you 


pick another value, you will not be able to go back to the blank option.   


Here are some examples; these fields would look like the ones in the figure that follows: 


<Field type='SECTION'> 


<Tag>SourceSection</Tag> 


<Label>Source Section</Label> 


</Field>   


        


<Field type='STRING'>  


<Tag>office</Tag>  


<Label>Regional office collecting the data</Label>  


<DefaultValue>Region 3 field office</DefaultValue>  


</Field>  


 


<Field type='DROPDOWN'> 


<Tag>RecordSource</Tag> 


<Label>Source of record information</Label> 


<RequiredField/> 


<Choices> 


  <Choice>Media/Press</Choice> 


  <Choice>Legal Report</Choice> 


  <Choice>Personal Interview</Choice> 


  <Choice>Other</Choice> 


</Choices> 


<DefaultValue>Media/Press</DefaultValue>  


</Field> 


 


<Field type='STRING'> 


<Tag>SpecifyOther</Tag> 


<Label>If Source = "Other", please specify</Label> 


</Field> 
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<Field type='STRING'> 


<Tag>IntervieweeName</Tag> 


<Label>Interviewee Name</Label> 


</Field> 


 


<Field type='LANGUAGE'> 


<Tag>IntervieweeLanguage</Tag> 


<Label>Interviewee Speaks</Label> 


</Field> 


 


<Field type='DATERANGE'> 


<Tag>InterviewDates</Tag> 


<Label>Date(s) of interview(s)</Label> 


</Field> 


 


<Field type='BOOLEAN'> 


<Tag>Anonymous</Tag> 


<Label>Does interviewee wish to remain anonymous?</Label> 


</Field> 


 


<Field type='BOOLEAN'> 


<Tag>AdditionalInfo</Tag> 


<Label>Is interviewee willing to give additional information if needed?</Label> 


</Field> 


<Field type='BOOLEAN'> 


<Tag>Testify</Tag> 


<Label>Is interviewee willing to testify?</Label> 


</Field> 


 


<Field type='DROPDOWN'> 


<Tag>EventLocation</Tag> 


<Label>Event Location</Label> 


  <UseReusableChoices code='RegionChoices'></UseReusableChoices> 


  <UseReusableChoices code='CityChoices'></UseReusableChoices> 


  <DefaultValue>R1</DefaultValue>  


</Field> 


 


<Field type='SECTION'> 


<Tag>PeopleSection</Tag> 


<Label>People Section</Label> 


</Field> 


 


<Field type='GRID'> 


<Tag>VictimInformationGrid</Tag> 


<Label>Victim Information</Label> 


<GridSpecDetails> 


<Column type='STRING'><Tag></Tag><Label>First Name</Label></Column> 


<Column type='STRING'><Tag></Tag><Label>Last Name</Label></Column> 


<Column type='BOOLEAN'><Tag></Tag><Label>Is Identified?</Label></Column> 


<Column type='DATE'><Tag></Tag><Label>Date of Birth</Label> 


  <MinimumDate>1910-01-01</MinimumDate><MaximumDate/></Column> 


<Column type='DROPDOWN'><Tag></Tag><Label>Sex</Label> 


<RequiredField/> 


<Choices> 


  <Choice>Male</Choice> 


  <Choice>Female</Choice> 


  <Choice>Unknown</Choice> 


</Choices> 


</Column> 
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<Column type='DROPDOWN'><Tag></Tag><Label>Region of Birth</Label> 


  <UseReusableChoices code='RegionChoices'></UseReusableChoices></Column> 


<Column type='STRING'><Tag></Tag><Label>Ethnicity</Label></Column> 


</GridSpecDetails> 


</Field> 


 


<Field type='MESSAGE'> 


<Tag>MessageProfession</Tag> 


<Label>Profession History Table Note</Label> 


<Message>If you have information about a person who has had different professions over time, enter 


multiple rows with the same First and Last Names and show the date ranges for each profession on a 


separate row.</Message> 


</Field> 


 


<Field type='GRID'> 


<Tag>ProfessionHistoryGrid</Tag> 


<Label>Profession History</Label> 


<GridSpecDetails> 


<Column type='DROPDOWN'><Tag></Tag><Label>First Name</Label> 


<DataSource> 


<GridFieldTag>VictimInformationGrid</GridFieldTag> 


<GridColumnLabel>First Name</GridColumnLabel> 


</DataSource> 


</Column> 


<Column type='DROPDOWN'><Tag></Tag><Label>Last Name</Label> 


<DataSource> 


<GridFieldTag>VictimInformationGrid</GridFieldTag> 


<GridColumnLabel>Last Name</GridColumnLabel> 


</DataSource> 


</Column> 


<Column type='STRING'><Tag></Tag><Label>Profession</Label></Column> 


<Column type='DATERANGE'><Tag></Tag><Label>Dates of 


Profession</Label><MaximumDate/></Column> 


</GridSpecDetails> 


</Field> 


 


<Field type='MULTILINE'>  


<Tag>narrative</Tag>  


<Label>Narrative description of events</Label>  


<DefaultValue>What happened in detail is as follows:</DefaultValue>  


</Field> 


 


<ReusableChoices code='RegionChoices' label='Region'> 


  <Choice code='R1' label='Region 1'></Choice> 


  <Choice code='R2' label='Region 2'></Choice> 


  <Choice code='R3' label='Region 3'></Choice> 


</ReusableChoices> 


 


<ReusableChoices code='CityChoices' label='City'> 


  <Choice code='R1.C1' label='City 1'></Choice> 


  <Choice code='R1.C2' label='City 2'></Choice> 


  <Choice code='R2.C3' label='City 3'></Choice> 


  <Choice code='R2.C4' label='City 4'></Choice> 


  <Choice code='R3.C5' label='City 5'></Choice> 


  <Choice code='R3.C6' label='City 6'></Choice> 


</ReusableChoices> 
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Note: If you receive an error when in import your template, you must correct the problem before you can 


proceed. If you are not sure what caused the error check the following: 


 Ensure that the author, language, entrydate, and title fields are present. 


 Remove any labels you created for standard field tags. 


 Remove any tags that are repeated. 


 Ensure that each custom field you created has a corresponding label. 


 Make sure that all text in brackets and quotes has both a start and end bracket/quote. 


 Ensure that the customization starts with <FormatTemplate><CustomFields> and ends with 


</CustomFields></FormatTemplate>. 


 


Note: You can update your customization if the information you are collecting over time changes, for 


example by adding new fields. If you are changing fields in a customization, you should think about how 


you will want to search/report on records created with the old customization as well as new records you 


create with the new customization, and try to make the changes so that you can search/report on all records 


at the same time. Changing field types may cause your searching/reporting to be more complex, so we 


always recommend that you test out creating records with a new customization and searching/reporting on 


both old and new records before officially updating the customization for your project. 
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10. Frequently Asked Questions 
1. I’ve saved a record, but the check mark hasn't appeared in the On Server column. 


Ensure you have an active Internet connection, and that you’ve set up a server. Records are not listed as On 


Server until they have been successfully sent to the server. Records may also take up to an hour to send if 


you are sending a large attachment, or if the connection is slow. While Martus is sending the record, it 


displays a progress meter in the status bar at the bottom of the screen. Additionally, when you connect to a 


server, there may be a delay before the On Server column is populated. 


2. Martus won’t accept my password. 


Make sure you’re entering the correct username and password, especially if you changed the password 


recently. Your username and password are case-sensitive. Make sure you’re entering capital letters, as well 


as spaces and punctuation, exactly as you entered them when you created the username and password. Each 


time you enter an incorrect username or password, the system delays for a longer period before displaying 


the Martus SignIn dialog box again. Since Martus does not store your password anywhere, and it uses 


strong encryption, there is no way to get access to your account without your username and password 


unless you have performed a multi-file key backup.  


3. I want to use Martus on a co-worker’s computer, but it won’t accept my username/password. 


You can access Martus only on a computer that contains your key file. Your username and password 


activate your key, which may not be present on your co-worker’s computer. There can be multiple accounts 


on a single computer, but your key must be available on that computer for you to access it. To access your 


account on your co-worker’s computer, click the Restore Account tab in the Martus SignIn dialog box, 


and then use your backup key file to create the account. And, though you can install your key on more than 


one computer at a time, remember that you need to update each key if you change your password, and that 


your data is only as secure as the least secure computer on which you have your account.  


4. The records in my account on a co-worker’s computer do not match those on my computer.  


If you have set up your account on multiple computers, you can’t access your records from a different 


computer unless they were saved to the server and downloaded to the current computer. If you overwrite a 


record on the server from one computer, the version on the server will not match the version on the other 


computer because the server saves the last version of the record. To download the most recent record 


version from the backup server, you will need to delete any older versions from your computer. If you want 


to keep a backup copy of the older record, you can export the record before deleting it. If you delete a 


record from one computer and from the server, it will still be on the other computer. On that other 


computer, if you modify the record, it will re-upload it to the server, but if you never modify the record, it 


will never get re-upload.  


5. I’ve versioned record, but I need to make a few changes to it. 


Once you’ve versioned a record—whether or not you've sent it to the server, neither you nor anyone else 


can ever edit the original record again. However, if you have information to add to a versioned record, or 


need to make an important correction, you can create a new version of the record (see "5b. Version a 


record") and send it to a server. Both the original version and the new version will then be available on 


your computer and the server. 


6. I deleted a record from the Trash, but it still appears in another folder. 


Delete the record from under all labels before emptying the Trash.  


7. Can I backup my Martus data onto an external hard drive or other removable media? 


Yes, if you have a backup device large enough to hold all your data (e.g. CD, USB etc.). Copy the entire 


Martus folder onto your backup media. This folder contains the Martus application, the Java runtime 


environment, encrypted key files, configuration data, and records for all Martus accounts on the computer. 


For a minimal backup, copy only the MartusKeyPair.dat file and the Packets and Accounts folders from 


your account directory.  


8. Why are there more languages available when creating records than in the SignIn screen or 


Options dialog box? 


The Options dialog box lets you choose a language for the Martus software user interface. Martus has been 


translated into several languages. Visit https://www.martus.org to see which languages are currently 



https://www.martus.org/
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available, including any language packs that have been added since the latest Martus release. If you are 


interested in translating Martus into another language, please contact us at martus@benetech.org.  


As you noticed, there are several languages available in the Language drop-down list when you create a 


record. That option specifies the language you use to enter the data into your record. You do not need to 


type the record in the same language used in your user interface. 


 


9. Why does Martus seem slow when I’m doing some tasks? 


Some suggestions for dealing with slow performance are below:  


a) Martus will manipulate records (e.g., sorting, copying/pasting) more efficiently if they are not all in 


one folder. Consider using separate folders for records from different weeks, by different authors, or 


related to different topics. Additionally, select a folder with few records before exiting Martus. When 


you start Martus, it opens the last folder you viewed; if there are fewer records in that folder, Martus 


will start more quickly. 


b) If you have a lot of your record data in multi-item lists, and especially if you have a lot of records, 


doing data entry and viewing/displaying the record multi-item lists make Martus perform more slowly. 


If you are noticing slowness, try setting any grids in expanded view back to grid view. 


c) Martus may also seem slow (especially when retrieving records, or performing other complex tasks) if 


your computer doesn't have enough memory allocated to Martus. If memory is the issue, the console 


log typically returns the error “Out of Memory.”  


To resolve memory issues in Windows, change the command line in the desktop shortcut (right-click, 


and choose Properties) to the following: 


 
C:\Martus\bin\java.exe -Xms512m -Xmx1024m -jar C:\Martus\martus.jar 


 


Save by hitting OK, and then double-click the updated shortcut to start Martus. 


 


To resolve memory issues in Mac (if installed with a DMG), do the following: 


● Right-click on the Martus icon (.app file), pick “Show Package Contents”, and double-click 


on Contents folder 


● Right click on info.plist and pick Open With. If you see TextEdit on the list, pick it; otherwise 


select “Other” and the Applications folder will open and you can scroll down to select 


TextEdit. Hit Open. 


● Towards the bottom, you should see something that looks like this:  


<key>JVMOptions</key> 


<array>  


<string>-Xms256m</string> 


<string>-Xmx512m</string> 


● Change “-Xms256m” to “-Xms512m” and “-Xmx512m” to “-Xmx1024m” so that the whole 


thing now looks like this:  


 <key>JVMOptions</key> 


 <array>  


 <string>-Xms512m</string> 


 <string>-Xmx1024m</string> 


● Close the file, saving the changes if asked. And Close the Contents folder.  


● Make sure the console is running still, and then double-click on the Martus icon (.app file) to 


run Martus. 


 


This will allow Martus to get more memory than it does by default when installed, and will also turn 


on logging so that if there is a problem we can tell what it might be. The values of the memory 


switches (512 and 1024) are suggestions, but the best value is dependent on your computer's setup, so 


you may be able to optimize this setting. For a more specific recommendation, send information about 


your computer (how much memory or RAM is installed, how much swap or page file space is 


available, etc.) to martus@benetech.org. In Windows, you can find this information by choosing Start 


> Programs > Accessories > System Tools > System Information. In Mac, go to the Apple menu > 
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About this Mac > More info… > System report… > Hardware (this is the Hardware Overview). If the 


pagefile is small, you may want to try to increase it. 


10. I don’t have a Martus shortcut on my desktop or in my Start menu. How can I start Martus? 


Martus always installs a shortcut in your Martus directory, which you can use to start Martus. Or, use one 


of the following methods, depending on your operating system: 


In Windows, open a DOS prompt, change to the Martus directory, and type: 


C:\Martus\bin\javaw.exe -jar C:\Martus\martus.jar 


to start Martus.  


In Mac OS,  


a) If the DMG you installed is still loaded/extracted on your machine, click on it (may show up under 


“Devices” in Finder), and then double-click on the Martus icon (.app) file.  


b) If the DMG isn’t loaded, double-click on the DMG file, then follow the step above. 


In Linux, start Martus from the command-shell line, by typing: 


java -jar <Martus program directory>/martus.jar 


See Linux portion of section “2. Getting Started” for examples. 


11. The Martus main page is slow to appear. 


Depending on your computer system, there may be a delay of several seconds between the time you sign in 


and the Martus main page and workspace appear. Exactly how long it takes depends on the speed of your 


computer. 


12. When I start Martus, the screens are all gray with no text visible.  


This may indicate a problem with your video driver. Try installing an updated video driver, which may be 


available from the manufacturer’s website. Alternatively, you may be able to fix the problem by reducing 


the graphics acceleration setting in your video driver. For additional assistance, email 


martus@benetech.org. 


13. I’m seeing unexpected behavior in Martus. How can I find out what’s going on? 


Below are instructions to open a "console log" that displays additional information as Martus runs. This 


information is helpful to us in diagnosing problems. 


In Windows, to always run with the console log, right-click on the Martus icon on your desktop, select 


Properties, select the Shortcut tab, delete the "w" from “javaw.exe” in the Target command line, and click 


OK. You can also create a copy of the default Martus desktop shortcut and make that change so the console 


will run when clicking on it, but please note that if you do this, the copied shortcut will not be removed 


when uninstalling Martus, which may be a security concern. 


Another option is, instead of starting Martus by double-clicking the Martus icon on your desktop, choose 


Run from the Start menu and type the following text to launch Martus:  


C:\Martus\bin\java.exe -jar C:\Martus\martus.jar  


Save by hitting OK, and then double-click the updated shortcut to start Martus. 


Note the console log messages you receive as you work in Martus, and e-mail those to 


martus@benetech.org. To copy and paste the console messages into an email, please do the following:  


● Right-click in the blue window title at the top of the console log window. From the menu which 


appears, select "Edit." (The "Edit" option is listed just below "Close" in the menu, so be careful not to 


accidentally close the console log window which will also cause Martus to exit.) 


● From the subsequent menu, choose "Select all" - this will highlight all of the console log text in white. 


● Then, hit "Enter" on the keyboard. This will copy the console log contents to the 'clipboard' of your 


computer. 
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● Paste this, using Ctrl-V or right-clicking and choosing "Paste", either directly into an email or into a 


file using a text editor that you attach to an email to martus@benetech.org. 


To display additional information as Martus runs that will be helpful in diagnosing any problems in Mac 


OSX, you can open a Terminal window:  


1. Right-click (cmd + click) the Martus.app file to bring up the popup context menu. 


2. From the context menu select "Show Package Contents." 


3. The finder will change views to display the "Contents" folder. 


4. Navigate to Contents/MacOs. 


5. Double click the "JavaAppLauncher" 


This will cause a new terminal to start which will contain the console output.  


As long as the terminal is running, and troubleshooting or logging information from Martus will appear 


there. You can copy and paste the text from the terminal into an email to martus@benetech.org. 


In Linux, start Martus from the command-shell line, by typing 


java -jar <Martus program directory>/martus.jar 


See Linux portion of section “2. Getting Started” for examples. 


Then note the error messages you receive as you work in Martus, and e-mail those to 


martus@benetech.org.  


If the log doesn’t help us identify the problem, the issue may be caused by damaged fonts. Damaged fonts 


may prevent Martus from starting. To determine whether a damaged font is causing the problem, run 


Martus with the console log (see above), and check to see whether the word "font" appears in the console 


messages at all. If so, it is likely that damaged fonts are causing the problem. To fix this problem in 


Windows, copy all of the contents of C:\Windows\Fonts to a temporary location, then delete all of the 


contents from C:\Windows\Fonts. Then, copy all of the contents back into that folder from the temporary 


location. This process will reinstall all of the fonts and, in the process, detect any corrupt/damaged fonts. 


Once the damaged fonts have been identified, manually delete them from C:\Windows\Fonts.  


For additional assistance, email martus@benetech.org  


14. Is there any limit to the size of records or attachments I can send to the server, or to the number 


of records I can store there? 


No, currently there are no limits for the amount of data, the number of records, or the size of attachments 


you can send to a Martus Server. However, it's possible that there may be limits on certain servers in the 


future. If you send very large attachments (e.g. video) to the server just be aware that it will take longer 


than sending smaller amounts of data.  


15. Can I get the Martus User Guide in a different language?  


Yes. In fact, you probably already have multiple versions on your computer. When you install Martus, all 


the language versions of the user guide and quick start guide that are currently available are installed in 


your Martus\Docs directory. They are also available at https://www.martus.org, and you can visit this site 


to see whether new language versions are available. Additionally, there may be language packs available at 


that same page on Martus web site. A language pack can contain updated versions of the Martus user 


interface translation, the User Guide, the Quick Start Guide, and the Readme file (which describes the 


updates between Martus releases) in a particular language. 


16. I can't see all the text in drop-down lists in the Arabic version of Martus and/or Arabic text in 


the column headers is displaying left justified. How can I fix this? 


When you run the Arabic version of Martus in Windows XP, text in drop-down lists and/or column headers 


may not align correctly. To see the text as expected, set Windows to display user interface elements in 


"Windows classic style." From the Start menu, choose Settings > Control Panel. Then, double-click 


Display. In the Display Properties dialog box, click the Appearance tab, and choose Windows Classic Style 


from the Windows And Buttons menu.  
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17. How can I make accents appear correctly when I open a Martus record or report in another 


application? 


Web browsers or word-processing applications may not display accents correctly in records or report files 


that you save from Martus. To ensure that accents appear, specify UTF-8 (Unicode) font/character 


encoding. If you do not know how to do this in the application, please email martus@benetech.org for 


assistance.  


18. I’m having problems connecting to the server. What should I do? 


If Martus reports that the server isn’t available or that you can’t connect, first try to “ping” the server 


(which tells you what your connectivity is like to this server). To ping the server, open a command prompt 


window in Windows (or a Terminal window in Mac) and type 


ping server-ip-address  


(where server-ip-address is the same address you entered when you set up the server), and then press 


Return.  


Then, try to “tracert” the server (which will tell you what the route is between your computer and the 


server.) To tracert the server, in the command prompt window in Windows (or the Terminal window in 


Mac), type  


 tracert server-ip-address 


and then press Return. 


Email the results of the ping and the tracert that appear on your computer to martus@benetech.org and 


martus@benetech.org. Be sure to mention that you can’t connect to the server through Martus and tell us 


the date and time of day that you tried (please also include your time zone.) We’ll determine the nature of 


the problem and work with the server administrator to resolve it. 


19. I want to upgrade to a new version of Martus. Do I need to remove the old version first? 


No. You can install Martus over an existing version of the software. The installer will notify you that an 


older version exists. Click Yes to upgrade Martus without losing any of your data, including records, 


account information, server configurations, or passwords. For more information, see "2. Getting Started" 


20. Martus runs slowly on my laptop unless it’s plugged in. 


Some laptop computers or their graphics cards have settings intended to preserve the battery life when the 


laptop is not plugged in, and those settings may not provide enough power for Martus to work as expected. 


See the documentation for your laptop and graphics cards for information about changing settings. For 


additional assistance, email martus@benetech.org.  


21. When I back up or restore my key using USB drives, Martus doesn’t recognize them as different 


disks. What’s going on? 


When you first insert a USB (“thumb drive”), the operating system assigns it a drive letter; each drive is 


assigned a different drive letter. However, Martus expects to find each USB in the same drive. Before 


backing up your keypair to USB drives, reassign the drive letter for each drive so that they are all the same.  


To reassign the drive letter in Windows: 


1. Insert the new USB in the USB port/drive. 


2. Choose Start > Settings > Control Panel 


3. Double-click Administrative Tools, and then Computer Management. 


4. Click Disk Management.  


5. Right-click the USB drive, and choose Change Drive Letter And Paths. 


6. Select the drive letter you want to assign. 


 


If you are using a Mac, and can’t find your USB location, look under the Volumes folder in the main Mac 


hard drive display. 


  


For further assistance with this in Mac OS or Linux, please email martus@benetech.org.  
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22. I'm having problems getting Martus to run on a Mac.  


The problem may be occurring because of incompatible versions of Java installed on your machine.  


To check which version of Java you are running, open a Terminal window and type: 


 java –version 


and hit Return/Enter.  


As of Martus 4.5, Martus should be run with Java 1.8 (sometimes called Java8) – see the Mac requirements 


in section “2. Getting Started” for more on this. 


See earlier versions of the Martus User Guide (at https://www.martus.org) for instructions for earlier 


releases of Martus. 


For assistance running Martus on a Mac, please email martus@benetech.org. 


23. How do I install Martus on Linux so that multiple users on the computer can access it? 


The normal Linux installation instructions in section “2. Getting Started” only allow Martus to be used by 


the user who installed it. You can also install Martus on a Linux computer such that any user on that 


computer will be able to run it. If you do this, any user should be able to run Martus by simply typing 


"martus" on the command line, from any directory. Each user can also create a launcher or alias to the 


/usr/bin/martus script. If you install Martus to be available to all users, the program can be more secure 


(against tampering), but it will be much more difficult to erase quickly, and the "wipeout" feature will not 


delete the application. 


 


Note that each user's data will still be stored separately, within the user's home directory: ~/.Martus/ 


 


The installation steps will be the same as in the Linux portion of section “2. Getting Started”, but: 


 


a. You will need root privileges. We recommend using the sudo command, but you could instead 


directly sign in as a root user. 


b.  When choosing the <Martus Program Directory>, choose a world readable directory such as 


/usr/share/java/martus 


c.  If using sudo, then commands that write data (mkdir, unzip, echo, chmod) must be preceded by 


"sudo". For example: 


 sudo mkdir -p /usr/share/java/martus 


d. After creating the script as described in section “2. Getting Started”, copy it to /usr/bin, like this 


(assuming you are using sudo): 


sudo cp martus /usr/bin 


For further assistance running Martus in Linux, please email martus@benetech.org.  


24. I created a Martus account solely for the purpose of testing and training and will not be creating 


records with real data using this account. How do I let server administrators know about it? 


Go to Account > Account Information. Martus will bring up a screen displaying various account 


information, including a public code composed of sets of 4-digit numbers. Please send this public code 


information to martus@benetech.org, letting us know that it is a test account.  


25. I'm running Martus with the console log, but it seems to have stalled. What's going on?  


In Windows, if you click within the console log, it can cause Windows to suspend that process. When this 


happens, you will see the word "Select" at the beginning of the console Window Title, or title bar. To 


"unselect" the console, right-click in the body of the console – this should cause the "Select" message in the 


Window Title to disappear. To prevent this from happening in the future, right-click in the title bar of the 


console, select Properties, select the Options tab, and uncheck "Quick Edit Mode." When you hit OK, pick 


"Modify shortcut that started this window." 
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26. I'm running Martus, but I can’t find the Martus window. How can I find it? 


If you have other programs open, Martus may be hidden behind one of them. Hitting Alt+Tab will scroll 


through the icons of the various applications that are running, including Martus. Releasing the Alt and Tab 


keys when you are at the Martus icon will bring it up on the screen. 


27. I want to update my customization for a new version of some records that already have data 


entered but am worried that changes might mess something up. What should I do to avoid any 


problems? 


When you change customizations, Martus will do its best to update the old formatted data to the new 


customization if you create a new version of a record with the old customization. If you add completely 


new fields but don’t change any of the old fields, the new version of the record will have all the old fields 


filled in as they were in the previous version, and the new fields will be blank and you can fill them in. If 


you delete fields, the new version of the record will not contain those fields, but you can go back to see the 


deleted fields in the previous version if it was a versioned record instead of a saved record (by hitting the 


Record Details button in the bottom section of the record), and copy any info from the old version into a 


different field in the new one if desired.  


You have to be very careful if you make changes to the customization definitions of old fields. If you keep 


the same tag and label, but change the type of field, Martus may be able to transfer the old data into the 


new field type, but not in all cases. For example,  


● if you change field type from DROPDOWN to STRING, the data will be transferred over, but  


● if you change from STRING to BOOLEAN, the data will be lost.  


● if you change from a DATE to DATERANGE, your data will be transferred, but  


● if you change from DATERANGE to DATE, you will lose the end date from your earlier data.  


DROPDOWN and GRID fields are subject to additional rules regarding the modification of dropdown 


options/values and grid columns. If you  


● add options/values to a dropdown list, the old data will be transferred over. But  


● if you modify or delete an option/value, all records for which that option was selected will lose that 


data.  


● If you want to add columns to a grid, please make sure to do so at the end of the old grid definition and 


not in the middle, or the old data will not be transferred to the new version of the record.  


If you change fields and lose old data in the new version as a result, please note that you can go back to see 


the deleted data in the previous version if it was a versioned record instead of a saved record (by hitting the 


Record Details button in the bottom section of the record), and copy any info from the old version into a 


different field in the new one if desired.  


In this release, if you want to change the number of levels in a “Reusable Choices” dropdown field when 


updating a customization, you should also change the field tag and/or label so that they are more easily 


distinguished from each other in searching and reporting. If you do not, the search/report results may be 


confusing since fields with the same label/tag will be treated differently due to them having a different 


number of levels.  


If you update the default value for a field, please note that the new default value will only be applied when 


a new record is created, not when a new version of a record is created, so that whatever the value of the 


field in the previous version was will remain the same and not be overwritten.  


In general if you are making changes to your customization, please make sure to test the transferring of data 


using a test record.  


28. If I open a record attachment in Martus does it stay encrypted or could someone who gets hold 


of my computer read it somehow? 


When attachments are stored in Martus records they are encrypted, so that nobody except you can read 


them. However, when you open an attachment in a Martus record so that another program loads it (e.g. a 


document in Microsoft Word), your computer Operating System creates a temporary version of the file that 


is not encrypted, and that file is usually saved to your hard drive, in the standard Temp directory for your 


Operating System (e.g. “C:\Documents and Settings\your-user-name\Local Settings\Temp” in Windows 


XP) or “/tmp” for Mac and Linux. If you are concerned about anyone seeing these files, you should at least 


delete them and empty your Recycled Bin (this will remove them from view of most users, but 
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sophisticated users could still find the content with some work), but best of all would be to use an 


electronic file “shredder” (E.g. http://www.fileshredder.org/ for Windows) for any Martus files in the Temp 


directory. The Martus files in the temp directory will be given names based on the attachment name in 


Martus. For example, a file named Interview.doc in Martus might appear as something like 


Interview23424.doc in the Temp directory. This may not work for all Operating Systems, but if you cannot 


find the Temp directory, you can try opening the file in Martus, and then saving it with a different name so 


that you can see where the current version of the file is being stored.  


29. I want to change the number of minutes Martus waits before timing out for security – how can I 


do this?  


You can change the Martus time-out length when there is no activity to be however long you want, instead 


of always timing out at the default of 10 minutes.  In addition to providing extra security if you are working 


in a public place or on a shared computer and want to shorten the timeout to only a few minutes, you can 


also improve the performance of long operations (such as retrieval of records from the server) by setting the 


timeout to a longer amount of time if you are working in a secure location.  Different time-out lengths are 


allowed by setting a parameter in the command line used to run Martus.  The parameter is "--timeout-


minutes=X" where X can be any number of minutes.  For example, to set the timeout length for Martus 


running on your computer in Windows to always be 5 minutes for a higher level of security, change the 


command line in the desktop shortcut (right-click, and  choose Properties) to the following: 


 C:\Martus\bin\java.exe -jar C:\Martus\martus.jar --timeout-minutes=5 


 For a Mac DMG install, to set the timeout length for Martus to always be 5 minutes for a higher level of 


security, do the following: 


● Right-click on the Martus icon (.app file), pick “Show Package Contents”, and double-click on 


Contents folder 


● Right click on info.plist and pick Open With.  If you see TextEdit on the list, pick it; otherwise 


select “Other” and the Applications folder will open and you can scroll down to select TextEdit.  


Hit Open. 


● Towards the bottom, you should see something that looks like this:  


<key>JVMArguments</key> 


   <array> 


● Add “<string>--timeout-minutes=5</string>” so that it looks like:  


<key>JVMArguments</key> 


<array> 


   <string>--timeout-minutes=5</string> 


● Close the file, saving the changes if asked.  And Close the Contents folder. 


● Double-click on the Martus icon (.app file) to run Martus. 


 You should see the new timeout length in the Martus console. 


 For instructions on how to change the Martus command line for Mac (if you installed from a CD/iso files) 


or Linux, see section “2. Getting Started” of the User Guide or email martus@benetech.org. 


30. I want to use Martus in Burmese but the fonts don’t seem to be displaying correctly. How can I 


get Burmese text to show up in Martus? 


In Martus 4.0 or later, Burmese fonts should display correctly in Windows without any extra steps required. 


If you notice any Burmese display issues, see the suggestions below, depending on which version of 


Martus and operating system you are running. If none of these suggestions fix the Burmese display issues, 


please email martus@benetech.org. 


For Martus 4.2 or later, if you notice that the fonts are not displaying correctly in the window title bars at 


the top of each screen, copy the Zawgyi-One font file from C:\Martus\lib\fonts\fallback to your 


Windows\Fonts folder, and do the following: 


➢ For Windows XP/Me 


i) Right click on your desktop and choose Properties 


ii) Choose the Appearance Tab 


iii) Click the Advanced button 
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iv) Under “Item” choose “Active Title Bar” 


v) Change the font to “Zawgyi-One” 


➢ For Windows Vista/7 


i) Right click on your desktop and choose Personalize 


ii) Choose the Window Color and Appearance Tab 


iii) Click the Advanced button or link 


iv) Under “Item” choose “Active Title Bar” 


v) Change the font to “Zawgyi-One” 


➢ For Windows 98/2000 


i) Right click on your desktop and choose Properties 


ii) Choose the Appearance Tab 


iii) Under “Item” choose “Active Title Bar” 


iv) Change the font to “Zawgyi-One” 


For Martus 4.2 or later, if you are running Martus in a language other than Burmese and want to type or 


view Burmese data in your record fields, choose Settings > System Preferences, and check Enable Zawgyi 


font to display Burmese. If you are running Martus in Burmese, it assumes you will be entering record 


data/text using the Zawgyi font, and the Enable Zawgyi font to display Burmese option should 


automatically be checked (if you uncheck it, the user interface will not display correctly in Burmese).  


Some additional notes on using Burmese in Martus 4.2 or later: 


• If you have entered text in Zawgyi (for example in records or in the Search screen), and the field starts 


with a character that is not displayed until you type another character, and then you double-click to 


type over, or select the text, the initial character may not be removed or selected. Since that character is 


not visible, it can then later cause issues when searching or reporting on that field. We suggest using 


the backspace key to delete all the text instead of double-clicking. 


• If you are using a Burmese DefaultDetails.txt file, it must be entered in a Unicode font, not Zawgyi.  


If you are running Martus 4.2 or later in Burmese on Mac:  


1. Find the Zawgyi font inside the Fonts folder of the Martus DMG – double-click on it to install. 


2. Open Application > Font Book or type “Font Book” in Spotlight. 


3. Find Myanmar MN and Myanmar Sangam MN in the Font pane and either Disable or Remove 


both. 


4. Start Martus as usual.  


5. Pick Burmese from the language dropdown on the Martus SignIn screen. 


  


Note: If you get a message saying that the translation is out of date with the current version of Martus, 


check to see if there is a Martus Language Pack (Martus-bur.mlp) available at https://www.martus.org, 


and if there is, please download it and copy into your C:\Martus directory, and run Martus again.  


31. I want to run Martus in Khmer, but the fonts don’t seem to be displaying correctly. How can I 


get Khmer text to show up in Martus? 


In Martus 4.0 or later, Khmer fonts should display correctly in Windows without any extra steps required. 


If you notice that the fonts are not displaying correctly in the window title bars at the top of each screen, 


copy the KhmerOS font file from C:\Martus\lib\fonts\fallback to your Windows\Fonts folder, and follow 


the steps in e) below. 


 


If you are running Martus 4.0 or later in Khmer on Mac and the fonts are not displaying correctly, you can 


find the KhmerOS font inside the Fonts folder of the Martus DMG (or zip file) – double-click on it to 


install.  


 


If you are having issues with Khmer font display in Martus 4.0 or later, please email martus@benetech.org. 


 


When you start Martus, in the log in screen you will see a small language dropdown in the lower left-hand 


corner. This should now contain Khmer as an option. When you select it, Martus should begin displaying 


the Khmer translation. Please note that in the currently available Khmer translation of Martus some newer 


functionality will not be translated. Phrases which have been translated will display in Khmer. Phrases that 


have not been translated will display in English with brackets (i.e. <…>) around them. Translations that are 


in Khmer but not up-to-date with the current English Martus text will be marked with brackets around them 



https://www.martus.org/downloads/#burmese
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as well, and if you see these in any screens you are using, we recommend switching to English so that you 


have the latest guidelines on how to use the software. This is especially important in help screens (e.g. 


customization, search) where new functionality may have been added and the old instructions may be 


misleading or incomplete.  


 


If you notice that Khmer is not displaying correctly in the window title bars at the top of each screen, you 


should exit Martus, do the following steps, and then restart Martus. 


➢ For Windows XP/ Me 


  i. Right click on your desktop and choose properties 


  ii. Choose the Appearance Tab 


  iii. Click the Advanced button 


  iv. Under “Item” choose “Active Title Bar” 


  v. Change the font to “KhmerOS.ttf” 


➢ For Windows Vista/7 


  i. Right click on your desktop and choose personalize 


  ii. Choose the Window Color and Appearance Tab 


  iii. Click the Advanced button or link 


  iv. Under “Item” choose “Active Title Bar” 


  v. Change the font to “KhmerOS.ttf” 


➢ For Windows 98/2000 


  i. Right click on your desktop and choose properties 


  ii. Choose the Appearance Tab 


  iii. Under “Item” choose “Active Title Bar” 


  iv. Change the font to “KhmerOS.ttf” 


Start Martus as usual. Pick Khmer from the language dropdown on the Martus SignIn screen. If you get a 


message saying that the translation is out of date with the current version of Martus, check to see if there is 


a Martus Language Pack (Martus-km.mlp) available at https://www.martus.org, and if there is, please 


download it and copy into your C:\Martus directory, and run Martus again. 


Please email martus@benetech.org if you need assistance. 


32. I want to enter Bengali/Bangla text in Martus, but the fonts don’t seem to be displaying 


correctly. How can I get Bengali/Bangla text to show up in Martus? 


In Martus 4.0 or later, Bengali/Bangla fonts should display correctly in Windows without any extra steps 


required. If you are running Martus 4.0 or later in Bengali/Bangla on Mac and the fonts are not displaying 


correctly, you can find the Rupali font inside the Fonts folder of the Martus DMG (or zip file) – double-


click on it to install. If you are having issues with Bengali/Bangla font display in Martus 4.0 or later, please 


email martus@benetech.org. 


33. When I choose to run Martus in my language I get a warning message that the translation is not 


up-to-date with the current release of Martus. What should I do? 


If there is a translation of an older version of Martus in your language that you can choose to use, it usually 


means that most of the Martus screens will be in your language, but some newer functionality will not be 


translated. The more recent the version number of your translation compared to the current version number 


of the Martus release, the more of the Martus screens will be up to date in your language. Translations that 


are in your language but not up-to-date with the current English Martus text will be marked with brackets 


(i.e. <…>) around them, and if you see these in any screens you are using, we recommend switching to 


English so that you have the latest guidelines on how to use the software. This is especially important in 


help screens (e.g. customization, search) where new functionality may have been added and the old 


instructions may be misleading or incomplete. 


34. I want to run Martus using a different version of Java than the one it comes with, how can I do 


this? 


The current version of Martus includes Java8 in Windows while earlier versions included Java6. You can 


run those earlier versions of Martus with Java8 (also sometimes called Java 1.8), if you need to (E.g. to 


display certain fonts or to help if you are receiving import errors with very large files). Instructions to do 


this in Windows are as follows:  


a) Before starting Martus, download a newer version of Java (e.g. Java8)(available here: 


http://www.java.com/en/) and direct the Martus software to use it by doing the following: 



https://www.martus.org/downloads#khmer

https://www.martus.org/downloads#khmer
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b) Right-click on the Martus icon on your desktop, select Properties, and select the Shortcut tab. 


Replace what is in the Target command line with the below: 


"C:\Program Files\Java\jre8\bin\java.exe" -jar C:\Martus\martus.jar 


or equivalent based on where you installed Java8:  


"C:\where-you-installed-java\jre8\bin\java.exe" -jar C:\Martus\martus.jar 


Please email martus@benetech.org if you need assistance. 


On Mac, if you have multiple versions of Java installed, you will need to launch the Java Preferences 


dialogue to change the version of Java that is used. To locate it, hit Command-Space to bring up the 


"Spotlight" search, and type Java Preferences. Once it is open, you will see two sets of configurations, one for 


Java applet plugins and another for Java applications. If you wish to change the version of Java Martus uses 


by default, select the new version using the dialogue instructions, then close out of the Java Preferences 


screen. For additional assistance, please email martus@benetech.org. 


35. Martus is finding either more or fewer records than I expected. What could be causing this? 


There are several reasons that Martus might not be finding a record that you expect, or may be finding records 


that you didn’t expect.  


a) By default, Martus searches all versions of every record. If you do not see your search terms/dates in the 


final version of the record displayed in the Search Results folder, your criteria may have been matched in 


an earlier version of the record. You can access previous versions by clicking the Record Details… 


button at the top of the record. To search only the most recent versions of records, select Only Search 


Most Recent Versions of Records in the Search dialog box.  


b) By default, Martus searches all rows of any grid (table) fields for your criteria and doesn’t require that 


the terms are all on the same row. If you want to specify that all grid column specifications in the Search 


screen be matched to a single row of record grid data, check the Match grid column specifications 


checkbox in the Search screen.  


c) Because Martus searches all rows of any grid (table) fields for your criteria, it may find records where 


one grid row matches your criteria but other rows do not. For example you could have a record with a 


grid that has a location field in it and you have multiple rows of data in the grid with locations A, B, and 


C. If you search for records where location != C (does not equal C), Martus will find that record because 


there are 2 rows in the record grid where the location is not C, even though there is one row where the 


locations IS C. 


For more information about finding records in Martus see section “6l. Search for specific records”, and if you 


have questions, please email martus@benetech.org.  


36. I am seeing duplicate entries in my dropdown list search criteria values in the search screen. 


What could be causing this? 


If you pick a Reusable Choices dropdown field to search on, the values that are displayed as the criteria 


dropdown list options are the labels for each list entry, but the codes you defined determine how many 


entries there will be in the search dropdown list. So if you have different reusable choices codes with the 


same label in different record customizations in your account, the labels will show up twice in search 


dropdown lists (i.e. if you used label1 for both code1 and code2, you will see 2 entries in the search 


dropdown that looks like "label1" and if you want your search to be on records that have that label, 


regardless of which code the customization had for the label, you will need to do a “or” search on both 


labels). And if you have the same reusable choices code with different labels in different record 


customizations in your account, the search dropdown list for that code will show both values separated by a 


semicolon (i.e. if you used code1 for both label1 and label2, you will see an entry in the search dropdown 


that looks like "label1; label2" and your search will be on records that have either of those labels). 


 


37. I am seeing fields that look the same to me in Search and Report screen field lists. How can I tell 


what the difference is between them? 


If you have fields in different records or from different customizations that are exactly the same, Martus will 


combine them in any Search and Report field lists. And while Martus warns you about duplicate labels where 


you are creating a new record customization, it is possible that over time, you may have records with different 


customizations that ended up with the same labels (e.g. maybe you changed a text field to a dropdown field 
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but kept the same label). In these cases, Martus will try to help you figure out the difference between the 


fields by displaying what the field type and tag are in the field selection lists. Also, if you have fields with the 


same tag but different labels and/or field types, Martus may use the tag and field type to try and determine 


when different fields were meant to be the same. So we encourage you to make your field tags and labels in a 


customization clearly related to each other to avoid any confusion. 


 


38. Why can’t I find my Martus files on my Mac? 


In Mac OS, the Martus data directory (and some other program directories) are hidden by default. These 


directories are not viewable using the Finder application, and are prefaced with a "." (e.g. ".Martus"). Martus 


saves some files Contact account files directly to the Martus directory by default (though you can also choose 


to save them elsewhere on your computer). In order to access these files, you will need to set your computer 


preferences to "show" these hidden folders. To do so, follow these steps:  


 


a) Go to Finder > Applications > Utilities, and open the Terminal application. (You can also hit Command-


Space to bring up the search, enter "terminal", and when it finds the Terminal app, launch it.) 


b) Type:  


  defaults write com.apple.finder AppleShowAllFiles TRUE  


and hit Enter.  


c) Restart the Finder by holding the Option key, and click and hold the Finder icon. When the context menu 


shows, select Relaunch. (Alternately you can type:  


 killall Finder  


and hit Enter/Return.)  


d) When the Finder restarts, you will be able to view the ".Martus" folder within your home directory and 


access files saved there.  


39. Are there any Martus training resources available for my organization? 


Please see the Martus website for web and video tutorials on how to use Martus, including installation and 


troubleshooting for Windows and Mac. You can find these at https://www.martus.org.  


40. I'm double-clicking on the Martus icon on my Desktop and nothing is happening. How do I get 


Martus to run? 


Some users have noticed this issue when running Martus on Windows 7. Please try the following steps to 


resolve it:  


● Close out of all programs.  


● Click Start > Control Panel > Display. (If "Display" is not available, go to the top right corner of the 


Control Panel window and change the "View by" selection to "Large icons.")  


● Click "Adjust ClearType text in the left column of the display window.  


● You will see an option for "Turn on ClearType" that is checked. Un-check it and click Next.  


● Over the next few screens, choose which text looks the clearest to you.  


● Click Finish to save the settings.  


● On your desktop, double-click your Martus icon to launch the application.  


 (For screenshots of the above steps, see http://maximumpcguides.com/windows-7/turn-off-cleartype/ ) 


41. I am concerned that my internet activity, and/or my connection and sending records to the 


Martus servers, is being monitored or blocked. What can I do?  


The Onion Router, or Tor (https://www.torproject.org), is software and an open network that provides 


anonymity and privacy protection over the internet. Tor routes an internet user’s traffic through a global 


network of relays in such a way as to obscure both the origin and the destination of the traffic. By bouncing 


your communications around a distributed network all around the world, Tor helps defend against a form of 


network surveillance known as traffic analysis. It will make sending records harder to track, but also much 


slower. 


WARNING: Before using Tor, please read the full list of warnings available at 


https://www.torproject.org/download/download#warning. If you have any questions about what Tor does or 



https://www.martus.org/martusdemo
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does not do, or any other Tor-specific questions, email the Tor support team at help@rt.torproject.org. (For 


questions about Martus and Tor, email the Martus support team at martus@benetech.org).  


In this release of Martus, you can run Martus with Tor by toggling the Tor button in the Martus main 


taskbar On / Off. 


If you have additional questions, please contact the Martus support team at martus@benetech.org.  


42. I am concerned that my computer is compromised, and/or that my internet activity is constantly 


being monitored or blocked. What can I do to better protect myself while using Martus? 


Users operating in particularly oppressive or antagonistic online contexts may be interested in tools that 


better preserve their privacy, circumvent censorship and completely bypass a compromised hard drive. 


One such tool is Tails (The Amnesic Incognito Live System, https://tails.boum.org/) a free, open source 


bootable LiveUSB or LiveDVD that offers advanced security and privacy features by default. It allows 


users to boot from virtually any computer using a previously-configured DVD or USB stick, bypassing that 


computer’s internal hard drive. Tails anonymizes a user's internet activity by routing all connections 


through the Tor network (see previous FAQ), leaves no trace on the computer being used, and provides the 


latest open source cryptographic tools, allowing users to encrypt their emails, chats and files. Its file system 


is read-only, so is unaffected by Trojans and other malware. 


For more information about Tails, please see the About page on the Tails website: 


https://tails.boum.org/about/index.en.html  


Tails is not necessary for all Martus users, but may be a useful solution for users who: 


● believe their computer hard drives may be compromised; 


● face comprehensive monitoring, surveillance and censorship of online activity; or 


● primarily connect to the internet via public Wi-Fi, e.g. on a personal laptop at an internet cafe. 


Martus can be installed on Tails by following the steps outlined below. 


WARNING: Before relying on Tails to provide additional security and privacy protection, please review 


their documentation to understand the risks associated with using it, especially their Warning page: 


https://tails.boum.org/doc/about/warning/index.en.html  


After reading the About and Warning pages, you can download, verify and install Tails at their download 


page: https://tails.boum.org/download/index.en.html  


Some notes as you get started with Tails: 


● Install Tails to a USB: Install Tails on a USB stick or SD card (size 4Gb or larger). This will create a 


bootable LiveUSB or LiveSD capable of running Tails. 


● Configure Persistence: The Tails USB or SD card provides the option to create a persistent partition 


where files can be saved. Martus requires the creation of this persistent volume in order to work 


properly. Anything saved outside of this folder will be erased when Tails shuts down, but anything 


saved inside it will be preserved. To learn more about what Persistence is and how to configure your 


volume, see the Tails Persistence page: https://tails.boum.org/doc/first_steps/persistence/index.en.html 


(please read all warnings related to Persistence as well). 


Note: Martus over Tails will only work on Windows/Linux computers, and not on Mac computers: Mac 


computers will not currently boot a Tails LiveUSB (though they will boot a Tails LiveDVD). As a 


persistent partition is currently necessary to run Martus on Tails, and the LiveUSB is the only option that 


offers persistence, users will need to boot Tails to a Windows-compatible computer or Linux PC. 


● Update your computer’s boot order: At startup, a computer looks for a disk from which to boot. 


Typically the first place a computer looks is the internal hard drive. Tails users need to change a 
setting so that the computer looks for a bootable USB first and then to the other devices, 
including the internal hard drive, for a standard boot. For instructions on how to configure a 


computer to do this, please see this tutorial: 


http://pcsupport.about.com/od/fixtheproblem/ss/bootorderchange.htm  
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Once you have created your Tails LiveUSB, updated your computer’s boot order and configured the 


Persistent volume, please follow the instructions below to install Martus. 


1. Boot Tails on your computer. 


2. From the Tails desktop, open the "amnesia’s home" folder, and then the Persistent folder.  


3. Download Martus 4.4 (NOT the latest version of Martus) for Linux from https://www.martus.org/. 


Save the .zip file to the Persistent folder. 


Note: Martus 4.5 is currently not compatible with Tails because the new version of Martus requires 


Java8. Work on integration of Tails with current and future versions of Martus is ongoing. 


4. Extract the Martus .zip package to the Persistent folder, so that the location of all the files is 


/home/amnesia/Persistent. This will create a new folder called MartusClient-version# (e.g. 


MartusClient-4.4.0). 


5. Open gedit Text Editor from Applications > Accessories. In the open text file, include the 


following (and ONLY the following, all of which must remain together as one line of text): 


java -DsocksProxyHost=127.0.0.1 -DsocksProxyPort=9050 -


Duser.home=/home/amnesia/Persistent -jar martus.jar 


6. Save this file as “Run Martus” (without quotes) inside your /Persistent/Martus Client-version# 


(e.g. MartusClient-4.4.0). folder and close gedit. 


7. Open your Martus Client-version# (e.g. MartusClient-4.4.0). folder, right-click on the “Run 


Martus” file, and select Properties. Select the Permissions tab, and check the box next to "Allow 


executing file as program." Click “Close”. 


8. In your Martus folder, double-click the Run Martus icon. When prompted, select "Run in 


Terminal." You will see a Terminal window open, followed by Martus itself. This is how you will 


start Martus every time you want to run it. 


If you have any questions or experience any problems while installing or running Martus on Tails, please 


email martus@benetech.org. It is often helpful to include a copy of the text that is in the Terminal when 


you are running Martus when you email us. Please highlight this text, right-click and select copy, paste it 


into a gedit file, save the file, and attach it to your email. 


43. When I try to run Martus on my Mac (running OS 10.8 +), I see a message that says 


“Martus.app can’t be opened because it is from an unidentified developer.” How can I run 


Martus? 


On OSX Mountain Lion (10.8) and later, the default security settings sometimes only allow users to run 


applications that either have been downloaded directly from the Mac App Store, or have been published by 


one of Apple’s identified developers. The current version of Martus does not meet those criteria, so you can 


get this warning if you double-click on the app to run it. 


Instead of double-clicking to run the Martus app, right-click and choose “Open”. You will still get a warning 


screen, but you can choose to open the Martus app to run it. 
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These exercises are designed to take you through the main functions of the information management tool, 


Martus, which you will need to carry out for REAct. Please work through these steps. 


Two step-by-step Martus instructions for Implementing Organisations and Coordinating Organisations are 


available, and should be referred to while carrying out the exercises.   


However these were written for Martus version 4.5 and may be different for other versions of Martus. 


 


Set up contacts (for Implementing Organisations only) 


 Log in to Martus 


 Tools >>> Manage Contacts 


 Re-enter your username and password 


 Under Contact Name check that the following contacts have been imported:  


o REAct staff from Coordinating Organisation 


o REAct team @ Alliance Secretariat 


o other users within your organisation 


 If you don’t have any of these contacts, save the necessary PublicAccountID .mpi files and follow 


the ‘To share contact details’ section in the Martus instructions  


 


Deleting records 


For the exercises to be checked, all previously entered testing has to be deleted. Your test records will be 


saved in the Saved Bulletins folder.    


Follow the ‘To delete records’ section in the Martus instructions.  


 


Data entry 


We will enter three records for this exercise. Please refer to the sections ‘To create a new person record’ 


and ‘To add multiple cases/updates’ in the Martus instructions.  


These exercises focus on check box and drop down data entry rather than textual data entry. However, 


when using REAct it is important to remember to enter as much detail as possible about beneficiaries, 


cases and follow-ups. 


Enter questionnaire answers for three records, referring to the section ‘Create a new person record’ in the 


Martus instructions. 


Save the records, referring to the section ‘To save a record’ in the Martus instructions. 
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Searches 


These are three examples of searches you can carry out that may be helpful in your analysis and review. 


Please refer to the section ‘To search for records’ in the Martus instructions. Remember, you can always 


save search criteria to reuse in other searches or in reports. 


Finding beneficiaries who have had no formal education 


 Search (ensure there are no existing search criteria already entered; use Delete Selected Row if 


necessary) 


 Choose Field >>> What is your highest level of education? 


 Compare how? = 


 Search for… No formal  
 Ensure Only search most recent version of bulletins is checked 


 Search 


 Note the Search Results (how many ‘bulletins matched the search, and have been added to the 


Search Results Folder’) 


Finding incidents that were entered in the last two months 


 Search (ensure there are no existing search criteria already entered) 


 Choose Field >>> Cases: Date Documented  
 Compare how? <=  


 Search for… 27 Oct 2014 


 Insert Row 


 Choose Field >>> Cases: Date Documented  
 Compare how? >=  


 Search for… 27 Aug 2014 


 Ensure that and is noted at the end of each row 


 Ensure Only search most recent version of bulletins is checked 


 Search 


 Note the Search Results (how many ‘bulletins matched the search, and have been added to the 


Search Results Folder’) 


 


Finding incidents that have been reported to the police by the beneficiary or by someone else 


 Search (ensure there are no existing search criteria already entered) 


 Choose Field >>> Cases: Have you reported this case to the police already?  
 Compare how? = 


 Search for… Yes  
 Where it says ‘and’ click drop down and change to or 


 Insert Row 


 Choose Field >>> Cases: Has anyone else reported this case to the police already?  
 Compare how? = 


 Search for… Yes  
 Where it says ‘and’ click drop down and change to or 


 Ensure Only search most recent version of bulletins is checked 


 Search 
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 Note the Search Results (how many ‘bulletins matched the search, and have been added to the 


Search Results Folder’) 


Reports 


These are three examples of reports that will be helpful in reviewing cases. Please refer to the section ‘To 


report’ in the Martus instructions. You will be saving the reports created in these exercises and sending 


them back to REAct for checking. Remember, you can save the format of reports so you can reuse the 


chosen fields again. Unfortunately, the reporting functionality of Martus is not perfect yet, and so some 


counts will have to be done manually. 


Emergency responses and amount spent 


 File >>> Reports 


 Create New Tabular Report 


 Add 


 Select Author  


 Hold ctrl key 


 Select Organisation 


 Hold ctrl key 


 Select Cases: If “Yes” what is/are the main recommend response(s) in relation to?: Response 


Level One  


 Hold ctrl key 


 Select Cases: If “Yes” what is/are the main recommend response(s) in relation to?: Response 


Level Two  


 Hold ctrl 


 Select Case Updates: Amount Spent?  
 OK (the five chosen fields will appear in the list) 


 Select Organisation  


 Click Move Up until it is at the top of the list 


 OK  


 Name and save the report format 


 Choose Field >>> Cases: Does this case require an emergency response?  


 OK 


 Search for… Yes  


 Check Only search most recent version of bulletins 


 Check Match grid column specifications in the search screen to a single row of bulletin grid 


data 


 Search 


 Choose Field (first listed) >>> Organisation 


 OK 


 Choose Field (second listed) >>> Author 


 OK 


 Print Bulletin Information and Summary Counts 


 Both Public and Private Data 


 Print to File 


 Name and Save report 


Incidents, perpetrators and the responsibility of the state 
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 File >>> Reports 


 Create New Tabular Report 


 Add 


 Select the following fields while holding ctrl 


o Cases: Case Title  
o Cases: Responsibility: Failing to Promote Human Rights  


o Cases: Responsibility: Failing to Protect Human Rights  


o Cases: Responsibility: Failing to Respect Human Rights 


o All the Cases: Perpetrator: Other: [ ] fields 


o All the Cases: Perpetrator: State: [ ] fields 


o Cases: Type of incident 


o Cases: When did the incident in question take place? (beginning)  


o Cases: When did the incident in question take place? (end) 


o Organisation 


 OK 


 Using the Move Up and Move Down buttons, reorder the fields 


o Organisation 


o Cases: Case Title 


o Type of incident 


o Cases: When did the incident in question take place? (beginning) 


o Cases: When did the incident in question take place? (end) 


o All the Cases: State: [Perpetrator] fields 


o All the Cases: Other: [Perpetrator] fields 


o Cases: Responsibility: Failing to Respect Human Rights 


o Cases: Responsibility: Failing to Protect Human Rights 


o Cases: Responsibility: Failing to Promote Human Rights 


 OK 


 Name and save the report format 


 Delete any search criteria using Delete Selected Row if necessary 


 Search 


 Choose Field >>> Organisation 


 Print Bulletin Information and Summary Counts 


 OK 


 Both Public and Private Data 


 Print to File 


 Name and Save report 


 


Other recommended responses 


 File >>> Reports 


 Create New Tabular Report 


 Add 


 Select the following fields while holding ctrl 


o Legal Literacy (“Know your rights”) 


o Legal services 


o Monitoring and reforming laws, regulations, and policies 


o Reducing discrimination against women  
o Sensitisation of lawmakers and law enforcement officials 
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o Stigma and discrimination reduction programmes 


o Training for healthcare workers on human rights and medical ethics related to human 


rights 


 Name and save the report format 


 Delete any search criteria using Delete Selected Row if necessary 


 Search 


 Choose Field >>> (none) 


 Print Bulletin Information and Summary Counts 


 OK 


 Both Public and Private Data 


 Print to File 


 Name and Save report 


 


Further practice 


It is important you become familiar with the information management tool, Martus, especially the: 


 fields for data entry that are vital for REAct, such as the perpetrators; type of incident; responsibility 


of the state; and responses recommended and provided   


 search and reporting functions so you can create your own analysis for understanding the 


community human rights context and your organisation’s work. 


 


Please practise by creating new, imaginary beneficiary records and cases. 


 


REMEMBER TO DELETE ALL TEST RECORDS BEFORE IMPLEMENTING REAct. 
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Coordinators’ planner



Note: Activities are organised by DUE DATE



		First phase: before the workshop



		Date

		Activity

		Outcome

		Responsibility

		Due date

		Completed 



		

		Overview and planning discussions

		· Agreed Coordinating Organisation focal point and other staff to be involved (including POs who support key population CBOs)

		Coordinating Organisation and REAct@Alliance

		

		



		

		Identify budget for set-up and implementation of REAct 

		· Budget for the workshop and REAct implementation based on local context and within funds available (see Annex 1)

		Coordinating Organisation

		

		



		

		Identify key affected populations and priority areas for monitoring and response by referring to programmatic evidence 

		· Key populations identified and shared with Secretariat

		Coordinating Organisation

		

		



		

		Workshop planning

		· Venue booked (see Note 1 and Annex 4)

		Coordinating Organisation

		

		



		

		Send workshop documents to Coordinating Organisation

			Coordinating Organisation has received:

· REAct guide (including the five units)

· REAct PowerPoint presentation

· questionnaire templates

· workshop agenda and list of technical and equipment requirements for workshop

· ToR for CBO staff (see Annex 3)

		REAct@Alliance

		

		



		

		Coordinating Organisation reviews workshop documents

		· Understanding of workshop aims and objectives and the role of CBO staff, and equipment needed for the workshop

		Coordinating Organisation

		

		



		

		Conference call

		· Discussion on CBO selection process and criteria (see Annex 2)

· Workshop documents read and understood

· Agreement on facilitation team and need for translator/s

· Scheduled weekly catch-ups

		Coordinating Organisation and REAct@Alliance

		

		



		

		Send documents for translation

		· Translated materials

		Coordinating Organisation

		

		



		

		Assess current or new CBOs that will be approached to be REAct Implementing Organisations

		· Shortlist of potential REAct Implementing Organisations (see Annex 1)



		Coordinating Organisation, with advice from REAct@Alliance

		

		



		

		Engage with leaders and decision-makers in CBOs

		· REAct and its benefits for young key populations introduced to CBO leadership

· Discussion on level of effort, and roles and responsibilities for CBO and REAct implementation staff (see Annex 3)

· Checklist reviewed (see Annex 2)

		Coordinating Organisation

		

		



		

		Finalise CBO selection and list of CBO staff to attend workshop and implement REAct

		· Initial list of workshop participants and CBO implementers

		Coordinating Organisation

		

		



		

		Send workshop invitations

		· Invitations sent to CBOs to ensure participants are available

		Coordinating Organisation

		

		



		

		CBOs decide on staff to implement REAct and attend workshop (two per CBO). They will manage the system, carrying out individual case interviews and inputting data

		· Final participant list, including POs from Coordinating Organisation who will support the Implementing Organisations

		CBOs, with advice from Coordinating Organisation

		

		



		

		Appoint translator/s and share all workshop documents with them in both languages

		· Translators understand the content and key words/concepts that will be presented at the workshop in order to ensure a good-quality translation

		Coordinating Organisation

		

		



		

		Coordinating Organisation share workshop agenda and materials and ToRs with CBO staff

		· Shared understanding of the workshop aims and objectives and the role of CBO staff

		Coordinating Organisation

		

		



		

		Purchase the necessary equipment for the training and implementation of REAct 

		· Equipment is available for the workshop and REAct implementation (see Note 2)

		Coordinating Organisation

		

		



		

		Finalisation of workshop participant logistics

		

		Coordinating Organisation

		

		



		

		Collate training resources

		· Handouts

· Flip chart paper, pens, tape

· If power available: netbooks (one per CBO), Internet access passwords, projector, five memory sticks (for Coordinating Organisation security), audio recorders (one per CBO)

· Without power: presentation printouts

		Coordinating Organisation

		

		



		

		In-office preparation day

		· Preparations for the workshop and co-facilitation are finalised 

· Translators briefed

· Martus software loaded onto netbooks

		Workshop facilitators

		

		









		Second phase: the REAct workshop (4–5 days, see Note 2)

Please note: It is imperative that REActors (those who will be carrying out interviews and managing REAct) attend the workshop. We recommend that two people from each Implementing Organisation attend.



		Date

		Activity

		Outcome

		Responsibility

		Due date

		Completed 



		

		Hold REAct workshop

(see Note 1)

		REAct Implementers have:

· an overview and understanding of the REAct system

· an understanding of human rights principles and responses

· training in the principles and processes of using REAct

· interviewing skills and experience

· experience in managing data and using Martus



REAct Coordinators and Implementers have consulted and agreed on:

· key populations to work with

· key issues they are going to monitor and respond to

· adaptations to the REAct questionnaire template

· roles and responsibilities between organisations

· next steps in implementation

		Coordinating Organisation and workshop facilitators

		

		









		Third phase: after the REAct workshop



		Date

		Activity

		Outcome

		Responsibility

		Due date

		Completed 



		October

		Broader community consultation, if necessary

		Validation from identified key population groups that the REAct questionnaire appropriately captures the priority areas needed for monitoring and response

		Coordinating Organisation and Implementing Organisations

		

		



		

		Finalise questionnaires



		

		REAct@Alliance, Coordinating Organisation

		

		



		

		Draw up and sign MoUs

		Clear roles and responsibilities are established for Coordinating Organisation and CBOs, including financial arrangements

		Coordinating Organisation and CBOs

		

		



		

		Establish REAct Committee

		Advice is available on REAct implementation, small grants scheme and responses/programming

		Coordinating Organisation and CBOs

		

		



		

		Complete Martus set-up and test

		Martus is working correctly and problems have been overcome

		REAct@Alliance, Coordinating Organisation, CBOs

		

		



		

		Distribute funds to CBOs

		CBOs have resources to implement REAct

		Coordinating Organisation to CBOs

		

		



		

		Complete workshop report

		There is a record of key learnings and recommendations for REAct implementation and processes

		Coordinating Organisation

		

		



		

		Implement REAct

		

		Coordinating Organisation, CBOs

		

		














Guidance notes



1: REAct workshop specifications

The time required to set up REAct in each country context depends on many variables. The duration of the workshop can be between four and five days. This will depend on the number of REAct implementers and different key population groups involved; the level of existing knowledge on human rights and human rights-related interviewing; and technical experience of managing data. As a guide, an extra half day for each additional key population should be allocated. 

Workshop venue/space specifications

· Safe and secure venue, where participants will not be interrupted or overheard, or in any danger when arriving or leaving.

· Safe and secure breakout spaces, especially if multiple key population groups are attending – one room needed for each key population group for specific sessions (see Annex 4).

· Dependable power.

· Dependable Internet access for Martus training sessions.

2: Equipment requirements

· Memory sticks (for Coordinating Organisation) for Martus security – five needed.

· Each CBO implementing REAct will need a netbook and voice recorder to documents interviews and enter data into Martus.

· Netbook specifications (Windows requirements):

· Windows XP, Windows Vista, Windows 7 or Windows 8.

· Pentium 233 MHz processor (300 MHz or faster recommended).

· 512MB hard disk space available (1GB or more recommended).

· 512MB RAM (1GB or more recommended).

· Voice recorders: minimum battery and recording time is enough for two hours.






Annex 1: Example budget for setting up and implementing REAct



		Activity

		Item

		Budget (USD)



		Workshop

		Travel for participants (transport, accommodation, per diem)

The number of participants depends on how many CBOs are chosen to implement – two people from each Implementing Organisation

		



		

		Venue hire  for four days (with Internet connection, refreshments, food)

		



		

		Workshop materials (pens, paper, flip charts, etc.)

		



		

		Translation of presentations and documents

		



		

		Translator(s) during workshop

		



		Equipment

		Netbook (one for each Implementing Organisation)

		



		

		Audio recorders (one for each Implementing Organisation)

		



		

		Memory sticks (three) for Martus security (for Coordinating Organisation)

		



		REAct staff in CBOs

		Two part-time staff per CBO (half a day each per week) until end of project

		



		

		Transport costs for staff/clients to collect incident reports

		



		Crisis

response

		Small grants for crisis response (e.g. USD15,000)

		



		

		Other rights-based programming (e.g. USD7,500)

		



		Set-up data management tool

		Travel for two trainers for workshop with airfare, accommodation, per diem)

		5000



		

		Translation of questionnaire

		



		

		Template creation for questionnaire (two @USD1,500)

		3000



		Monitoring

		Monthly/bimonthly meetings (one day)

Participation of at least one person from each REAct CBO; meetings to see what common issues are, collaboration on potential rights-programming, consolidating experiences

		



		

		Partnership-building for strengthening referrals

		



		

		Sensitisation of peer educators/outreach workers of REAct and what it is for

		



		

		TOTAL

		

















Annex 2: Checklist for selecting CBOs as REAct Implementers



		CBO name



		Question

		Guidance

		



		

		

		



		Service provision/reach



		Does this CBO provide services to young key populations?

		The CBO must have direct reach with beneficiaries, and if possible provide some sort of service (e.g. outreach, peer education, IEC) to them so that REAct adds to their ‘package of services’



		Yes/No



		Which services does the CBO provide to young key populations?

		

		Specify



		Does this CBO refer young key populations to services?

		

		Yes/No



		Which services does the CBO refer young key populations to?

		

		Specify



		Which young key populations does this CBO represent or work with?



		

		Specify



		Does the CBO provide crisis or human rights-related services responses to individuals

		For example, emergency support and funding for medical care, temporary accommodation, legal assistance 

		Specify



		Which areas does the CBO identify as priorities for monitoring and response



		For example, discrimination by healthcare providers, violence from police, denial of HIV and SRHR services

		Specify



		Human resources



		Does the CBO have at least two staff members who can commit time (paid/part time) to conduct interviews and input data into the system?

		See Annex 3 

		



		Do the proposed CBO staff have knowledge/experience of:



		counselling/interviewing key populations?

		



		

		human rights?

		



		

		basic PC/computer literacy/skills?

		



		Logistics



		Does the CBO have relatively easy and fast Internet access?

		

		Yes/No



		Does the CBO have access to spaces where interviews can be conducted securely and in privacy?

		

		Yes/No



		CBO Contacts



		CBO Director

		Name:  

		Contact information:



		CBO REAct Implementer 1

		Name:  

		Contact information:



		CBO REAct Implementer 2

		Name:  

		Contact information:












Annex 3: CBO staff REAct Implementers terms of reference



The terms of reference below outlines the roles and responsibilities of CBOs and their staff who are implementing REAct. They will need to be adapted and agreed to during the REAct workshop and follow-up after the workshop.

Each CBO implementing REAct is recommended to allocate two members of staff (paid/part-time) to take responsibility for implementing REAct. The number and time commitment of CBO staff will depend on the quantity of cases that need documenting and monitoring.

CBO staff implementing REAct (two recommended, paid/part-time):

· attend the REAct workshop, including being trained on the information management tool, Martus

· are responsible for the REAct netbook and audio recorder

· carry out human rights-based interviews with beneficiaries

· enter data into Martus

· regularly produce and submit reports to the REAct Coordinating Organisation 

· review cases and the individual emergency responses provided in order to further understand the human rights situation

· Identify wider community-based responses needed.

One staff member will also be part of the REAct Committee, and needs to manage the Small Grant Scheme budget given to them by the Coordinating Organisation.

The REAct Committee will: 

· meet every two months (a half-day meeting) to

· review cases and the individual emergency responses provided

· discuss and plan wider community-based responses

· readjust Small Grant Scheme budgets when necessary

· evaluate REAct and adapt when necessary

· be available as needed for conversations and making decisions about individual responses requiring large funds.

Note: The time required for these roles will depend on the CBO, their beneficiaries, and their context. In one example of REAct, one staff member is paid to work on REAct for four hours every week based on the assumption there are two cases per week being documented by that member of staff (remember, this system emphasises quality not quantity).

Annex 4: Example agenda outline for REAct workshop



		Preparation

		Day 1

		Day 2

		Day 3

		Day 4

		Day 5



		Attendees:

Facilitators & CO

		Attendees:

Coordinating and Implementing Organisations

in plenary

		Attendees:

Implementing Organisations separated according to key population group

		Attendees:

Implementing Organisations separated according to key population group

		Attendees:

Coordinating and Implementing Organisations

in plenary

		Attendees:

Coordinating and Implementing Organisations

in plenary



		Preparation for workshop:

agenda, facilitation and translation of sessions, approach to Martus training, documents review 

		Introduction to workshop

		Understanding the community context and issues

		Human rights interviews

		Setting up Martus accounts

		Martus searching



		

		Introduction to REAct

		Case examples and identifying human rights violations

		Adapting the questionnaire

		Martus data-sharing

		Martus reporting 



		

		Human rights principles

		Recommending responses

		Role plays

		Martus questionnaire template

		REAct structures, budgets and agreements



		

		Human rights-related HIV programmes

		CBO services and referral network

		Role plays

		Martus data entry

		Next steps
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Example memorandum of understanding between REAct Coordinating and REAct Implementing Organisations







(Insert logo, name, address and contact details of Coordinating Organisation)

























MEMORANDUM OF UNDERSTANDING

BETWEEN

(Insert name of REAct Coordinating Organisation)

AND

(Insert name of REAct Implementing Organisation)

SIGNED THIS _____DAY OF (month, year)

Drawn up and prepared by:

(insert name of REAct Coordinating Organisation)

hereafter referred as the Coordinating Organisation is a non-governmental organisation based in (insert town and country)

AND

(Insert name of REAct Implementing Organisation)

hereafter referred to as an Implementing Organisation is an implementing partner of the REAct human rights monitoring and response system based in (insert town and country).




Now this agreement witnesses as follows:

Article 1: Aims of the memorandum

1.1 	This MOU aims to define the objectives and responsibilities of Implementing Organisations in their implementation of REAct, a community-based human rights monitoring and response system. 

Article 2: Specific instructions

2.1 	Prior to taking this agreement, (insert name of REAct Coordinating Organisation) shall presume that the parties to the agreement know their respective responsibilities and expertise, and shall use it to the best of their ability to document human rights violations in accessing HIV and health-related services within the REAct system.

Article 3: Roles and responsibilities

3.1 	The parties shall, prior to undertaking, clearly define their roles and responsibilities in relation to the project for purposes of the initial partnership arrangements.

(Insert name of REAct Coordinating Organisation) undertakes to:

· Identify the funds to implement the REAct system for monitoring and responding to human rights violations and human rights-related barriers in accessing HIV and health services in (insert country).

· Identify individuals from partner Implementing Organisations to undertake the process of interviewing, gathering information and evidence, and inputting data into the REAct system.

· Establish a REAct Committee consisting of at least the key REAct database system managers in each of the REAct Implementing Organisations.

· Ensure timely reporting of information. 

· Any other duty as shall arise from time to time.

3.2 	The Implementing Organisations shall:

· Identify individuals from within their organisation to undertake the process of interviewing, gathering information and evidence, and inputting data into the REAct system.

· Document violations of human rights and challenges to accessing HIV and health services.

· Provide timely expert data within the stipulated timeframe to be entered in the REAct system.

· Maintain confidentiality of data at all times.

· Bring to the attention of (insert name of Coordinating Organisation)/the REAct Committee any challenges or discrepancies/breaches of confidentiality relating to the collection of data and data management within the REAct system.

· Any other duties that may from time to time be prescribed by the REAct Committee.

3.3 	Nothing in this Article shall prevent or preclude the parties from sharing any information with each other or engaging in any mutual agreed upon activity not mentioned in this article or from seeking further mutually beneficial assistance from each other.

3.4 	General requirements

· (Insert name of Coordinating Organisation), as the coordinator of the REAct system for (insert country), identifies at least three people to coordinate the various aspects of this MOU and other key points mentioned later on (hereafter REAct (REAct Committee)).

· The REAct Committee) will meet at least once every three months to consolidate the data collected by Implementing Organisations, analyse it and decide on required responses (human rights programmes).

3.5 	Use of Small Grant Scheme funds

3.5.1 Use of funding for setting up systems and running REAct. There must be sufficient provision for (a) fees (and related costs such as transport) for those who will be contracted to carry out the interviews and feed the data into the system; (b) hardware and other costs related to maintenance of the information management tool, Martus; and (c) training for setting up, interviewing and running the system when needed. (Overall, we estimate that between 25% and 40% of the total grant should be used for these three areas.)

3.5.2 Use of funding for individual support. The most important requirement in this case is that no funds can be used from the Small Grant Scheme for individual cases (normally emergency cases) that have not been thoroughly documented in the information management tool, Martus. We also recommend that:

you agree on a list of individual responses that can be covered by the Small Grant Scheme 

you determine a maximum amount of money that one Implementing Organisation can give to an individual (we suggest US$50) without needing to consult the REAct Committee

when an organisation considers that an individual case requires a response more than the maximum amount allowed, this is discussed by the REAct Committee.

3.5.3 Use of funding for human rights programmes and advocacy. This must be decided by the REAct Committee, either in their regular meetings or when considered necessary. In order to use the Small Grant Scheme for any these programmes, the need must be determined by analysis of the data collected by the Implementing Organisations. A short justification of this need must be documented before the funds can be used.

Article 4: Legal nature of the relationship

4.1 	The parties to this memorandum do NOT intend to create a legally binding relationship not prescribed thereof.

4.2 	The parties are independent from each other, and shall not be held liable for the legal and financial obligations of each other outside the mandates prescribed by (insert name of REAct Coordinating Organisation) or not contracted.

4.3 	(Insert name of REAct Coordinating Organisation) shall hold liable the parties for unaccountable funds meant for the implementation of the REAct upon failure to honour the terms stated.

Article 5: Confidentiality

5.1 	Implementing Organisations under this agreement shall be transparent in sharing information to avoid duplication of cases in the data and shall share information freely among each other.

5.2 	However, Implementing Organisations shall not share information with a party that is not privy to this MOU, as that would constitute breach of trust and confidentiality of the MOU.

Article 6: Transmission of documentation

6.1 	Implementing Organisations shall freely transmit information among each other for clarity and to avoid duplication of information. 

6.2 	However, parties shall desist from transmitting information to third parties that are not privy to the MOU, otherwise outside the mandate.

Article 7: Duration

7.1 	This MOU takes effect from the date of signature by the parties and the time prescribed thereof by the funder.

7.2 	During this period, parties are expected to document all cases of violations and challenges to accessing HIV and health services under this agreement.

7.3 	The REAct Committee shall meet at least once every two months to consolidate the data collected by the Implementing Organisations, analyse it and decide on required responses

7.4 	The parties shall be informed in time about any extension of this project.

7.5 	Violations can be documented either retrospectively or prospectively of the signing of the MOU.




Article 8: Settling of disputes

8.1 	Disputes arising out of the interpretation and/or implementation of this MOU will be settled independently by the parties or by appointing an independent mediator/arbitrator.

8.2 	The parties will endeavour to settle any such disputes out of court or by appointing any arbitrator appointed and trusted by either of the organisations.

Article 9: Accountability

9.1 	(Insert name of REAct Coordinating Organisation) undertakes to pay facilitators for their expertise and services provided during the training period.

9.2 	The parties shall be paid an amount of money as shall be agreed upon by (insert name of Coordinating Organisation).

9.3 	(insert name of REAct Coordinating Organisation) asks partners for regular activity and financial reports. Failure to present these reports will result in possible non-disbursement of future tranches of the Small Grant Scheme.

9.4 	An interim performance evaluation is required by (insert due date) and a final first year one by (insert due date).

9.5 	Any expense incurred during implementation in excess of the budget as related to the project shall be reimbursed on submission of receipts.

Article 10: Assignment and transfer

10.1	The parties to this contract shall not assign, transfer or delegate the interests to any person other than the person contracted.

10.2	If any of the parties intend to transfer or novate any of their interests to this contract to any other person with the same expertise, they shall do so only in full consultation with (insert name of REAct Coordinating Organisation) and shall state the reasons for the transfer or novation.

Article 11: Termination

11.1	(Insert name of Coordinating Organisation) undertakes all the rights to terminate the agreement in the following circumstances:

· Any event default by the Implementing Organisation in implementing the project.

· If the donor for any reason becomes unwilling or unable to continue funding the project.

· (Insert name of Coordinating Organisation) shall not be liable for such an eventuality and shall ask the Implementing Organisations for copies of documentation under the project, which shall include accountability.

· Where the Implementing Organisation has been relieved of their duty, such funds that are not used shall be refunded to the (insert name of REAct Coordinating Organisation) treasury/accounts.






		Information Privacy and Data Protection Agreement

Definitions of Personal and Sensitive Personal Data

“Personal Data means data or information that can identify a living individual”

Personal Data Types

· Contact information

· Address

· Telephone, Email, Skype and other contact details

· Age, including Date of Birth

· Employment records

· Government work and pension records (e.g. National Insurance number in the UK)

Sensitive Personal Data by its inference requires even more attention and careful management and includes the following types

· Political opinion

· Religious belief

· Sexual life and sexual orientation

· Medical data and records: physical and mental health or conditio

Information and Data Privacy

Every individual has a right to be afforded the reassurance that their personal and sensitive personal information, offered by them, will be treated with the utmost respect and care; protected and managed appropriately

Where such information is offered in conjunction with information that relates to LBGT Human Rights infringements and persecution/harassment, then the signatories of this agreement must understand that they have an absolute duty to protect the confidentiality and privacy of the individuals and the information being input and recorded onto the Martus system. Ensuring that access to such information is absolutely controlled – 

· the sharing of passwords and other credentials to gain access the Martus system is strictly prohibited

Data and Information Ownership: the individual offering their personal and sensitive personal data remains exclusively and explicitly the owner of this information. Those community-based organisations entering into the information management system and operating REAct shall throughout remain the custodians of any personal and sensitive personal data. 

Information and Data Retention

To ensure best practice and transparency it is important to place a data retention period on ALL data and information stored within Martus, the information management tool for REAct, we must not forget that this information is owned by the Individual and that it should not be kept for longer than is absolutely necessary to achieve the objectives of REAct, or where its value or purpose has expired. It is important not to simply keep information in the system – “just in case we should need it”, or simply because the system has an endless storage capacity or simply because “we can”.

A retention period must be agreed and be initiated from the date that the information is captured and stored. It is important that the individual offering their personal and sensitive personal is made aware of this retention period.  A suitable retention period would be ten years.

Information and Data Sharing

· No personal or sensitive personal data is to stored or shared independently of the Martus tool

· All personal and sensitive personal data that can identify an individual must be stored exclusively in the Martus tool

· No personal or sensitive personal data is to kept in hardcopy (paper) formats

· Absolutely no personal or sensitive personal data stored in Martus is to shared with another organisation, agency, consultants or individual without the knowledge, review and expressed approval of the custodian community-based organisation

Responsibilities of Agreement Signatories, including Breach

Through the signing of this agreement it is acknowledged and understood by all signatories and their respective organisations and entities, that all confidential information and data offered to them is done so in support of achieving the aims and objectives of REAct. Where a data infringement or information security concern is raised signatories must immediately raise this concern with the REAct Coordinating Organisation and the REAct team and Alliance Secretariat.

Information and Data Consent

Personal and Sensitive Personal Data offered by individuals must also be accompanied by the formal consent of the individual (the actual individual and not a representative, peer, friend or family member), such that this ensures their understanding of why their data and information is being recorded in support of REAct objectives. In particular we must ensure that the individual(s) understand how long this information will be recorded for (how many years) and that they can apply to have this information removed and deleted when requested by them (again it must be themselves and not a representative), within an appropriate time period, ideally no longer than 30 calendar days from the initial verified request.

Termination

Should any signatory and/or their organisation of this agreement terminate their ongoing involvement within the REAct programme, then their and their organisations’ continued access to Martus and all information and data contained within, will be revoked.

Should any party or approved representative breech any of the above conditions, then their access will be revoked until an investigation and evaluation of the ‘concern’ or ‘event’ raised can be appropriately concluded. 







IN WITNESS WHEREOF the representatives of both parties have hereto set their hands on the day and year first above written.

………………………………………………..                       …………………………………………………..

For (insert name of Coordinating Organisation)                For (insert name of Implementing Organisation)



Date………………………………………….		Date……………………………………………..
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REAct Committee meeting &
quarterly report template

The REAct Committee needs to convene every two to three months to analyse and discuss the cases being reported to discuss progress made and challenges encountered in the implementation of REAct. Members will also discuss and plan what human rights-based HIV programmes should be implemented that best respond to the issues evidenced through REAct (Page 34 of REAct Userguide). This template introduces the main points of discussion during these meetings and also serves as a template for quarterly reports against progress in implementing REAct.

The REAct manager in the Coordinating Organisation, the person in charge of REAct in each of the Implementing Organisations should be present in every REAct Committee meeting. We recommend that external experts on human rights programming be also invited to help analyse the data and decide interventions needed.

Note that prior to the meeting, the Coordinating organisation should have received in Martus all the REAct cases entered by the Implementing Organisations and carried out a simple quantitative analysis using the Martus analysis facility and which accompanies the report (see the back of this page).

The quarterly meeting report must be safely introduced in Martus as an attachment to a new bulleting titled: REAct quarterly meeting and the date, and shared via Martus or sent to the REAct team in the Alliance Secretariat (react@aidsalliance.org) and sent to the Alliance’s manager of the programme where REAct is being implemented.

		Example of agenda of REAct committee meeting and outline of quarterly report



		I. Summary of discussion in last REAct Committee by-monthly meeting, 

		a. follow up on latest action plan [Please expand]



b. pending issues [Please expand]





		

II. Detailed general analysis of  the types of new cases



		a. What seem to be most common human rights-related issues emerging? [Please expand]



b. How do you interpret the quantitative data (tables 1 & 2 at back)? [Please expand]



c. Are there particular cases that stand out for their gravity or significance? [Please expand]





		III.   Detailed general analysis of individual emergency responses provided or referred

		a. What are the most common individual emergency responses provided over the past 3 months (or since the last report)? [Please expand]





b. How do you interpret the quantitative data (table 3 at back)? [Please expand]





c. How is the provision/referral of the emergency responses going? Decisions on improving? (please include timeline/responsibilities/budget) [Please expand]







		



IV. Analysis of recommended human rights programmes



		a. What are the most common human rights programmes recommended over the past 3 months (or since the last report)? [Please expand]





b. How do you interpret the quantitative data (table 4 at the back)? [Please expand]





c. Discussion and agreement on human rights programmes to be implemented at the back of the analysis above? (please include timeline/responsibilities/budget) [Please expand]

 





		



V. Discussion on REAct implementation

		a. Have there being issues on implementation (on human resources, on use of Martus or other technical issues, communication issues, follow up issues)? What solutions are agreed (please include timeline/responsibilities/budget)? [Please expand]





b. Budget discussion: allocation, expenditure and forecast. [Please expand]





c. Other issues presented by individual REAct member [Please expand]







		

VI. Discussion on arrangements and action plan for next 3 moths

		a. Recap of action points (including timeline /responsibility/budget) [Please expand]





b. Time and location of next REAct meeting [Please expand]













(see overleaf for quantitative data analysis)







Quantitative data from Martus

In order to help the discussion and decisions to be made and to include in the quarterly report, the Coordinating Organisations should extract the following data from the information management tool, Martus prior to the React committee quarterly meeting.  The disaggregation/ options/ types will depend on the template being used.  Only two placeholders have been used here.

		1. Overview



		Number of new person records entered in the reporting period (each person record can have several cases entered at the same time or on different occasions)

		



		Number of new cases entered in the reporting period (regardless of when these took place) 

		



		Number of cases relating one or more situations which took place in the reporting period

		



		Percentage of perpetrators in cases which took place in the reporting period that were state actors

		



		Number of cases relating situations which took place in the reported period and required an emergency response

		



		Amount spent on emergency responses provided directly in the reporting period

		



		2. Cases taking place in the reporting period

		# cases



		Gender ( the sum should match the number of cases entered in Table1)

		Gender 1  (Female)

		



		

		Gender 2

		



		Region in which the case took place  

( the sum should match the number of cases entered in Table1)

		Region 1 

		



		

		Region 2 ….

		



		Main Perpetrators 

(The sum of cases should match the number of cases entered in Table1)

		Perpetrator 1 

		



		

		Perpetrator 2

		



		

		Perpetrator 3….

		



		Main types of cases

		Case type 1

		



		

		Case type 2

		



		

		Case type 3 ….

		



		Responsibility of the state (%) – sum of answers should equal 100%

		Failure to respect 

		



		

		Failure to protect

		



		

		Failure to promote

		



		3. Emergency responses provided in reporting period

		# cases

		$ cost



		Health (physical / mental)

		

		



		Housing

		

		



		Legal

		

		



		Safety

		

		



		Other

		

		



		4. Recommended human rights-based programmes

		# cases where programme was recommended



		Stigma and discrimination reduction programmes

		



		Legal services

		



		Monitoring and reforming laws, regulations, and policies

		



		Legal literacy (‘know your rights’)

		



		Sensitisation of lawmakers and law enforcement officials

		



		Training for healthcare workers on human rights 

		



		Reducing discrimination against women
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Preface





These slides are to be used in the REAct workshop by the facilitators and serve as prompts for them.

The main source of information comes from the facilitators’ dialogue with the participants.

The presentation accompanies the REAct guide and units, which participants can refer to throughout the workshop.

The slides follow the suggested sessions in the REAct guide.

The system has been developed by Enrique Restoy and Mala Ram.  

The REAct team is based at the Alliance Secretariat, UK.

For further information, please contact REAct@aidsalliance.org









A community-based human rights monitoring and response system





REAct units







Introduction: Overview of REAct

REAct workshop





What is the system for?

5



Introduction









What is the system for?

Introduction











Main objective: 

To support individuals with crisis response and human rights-based programmes





Secondary objective: ADVOCACY

To document human rights incidents with direct and/or indirect responsibilities of the state





Secondary objective: ANALYSIS

To link human rights incidents with accessing HIV and health services





For the community

By the community































REAct mapped



Introduction







Benefits of REAct for 
Implementing Organisations

Better identification of human rights responses for communities, and even those outside the community

Better understanding of the human rights situation in context

Better demonstration to donors of:

needs related to human rights situations

how they can best respond to those needs 

Better evaluation of the effectiveness and impact of the responses provided

There are no programmatic targets set





Strengthened referral systems

Outreach tool for HIV/health services/referrals

Safe and confidential gathering of sensitive data

When a small grant scheme is attached, identification of where funding is required for:

emergency individual response

human rights programmes

advocacy

Can be run without a grant collecting data and making referrals. This evidence can be presented to donors to secure further funding

Introduction







Benefits of REAct for the 
community & globally

Beneficiaries

Improved access to human rights, emergency and health services

Continuum of support, with follow-ups to cases and individuals

Helps individuals to understand and realise their rights





Global HIV response

Sensitive to specific population groups

Compatible and comparable data across countries and key populations

Provides more robust evidence of the link between human rights and accessing HIV and health services



Introduction







Unit 1: Consulting 
community-based organisations 



Principles of consulting on human rights

Consultation before and during the workshop

Key discussion points for setting up REAct



Introduction









Unit 2: Human rights principles and responses



Human rights and the relationship with HIV

The state’s responsibility

Human rights-based programmes



Introduction









Unit 3: Compiling evidence 

Introduction





Information collected by REAct

Human rights interviews

Case-based questionnaire









Unit 4: Managing information



Data security

Equipment and connectivity

The information management tool, Martus



Introduction









Unit 5: Next steps and implementation



The REAct Small Grant Scheme

Data: 

Sharing

Analysis 

Reporting

Evaluating REAct

Next steps



Introduction









Phases of REAct







Before the workshop





REAct coordinator engages local CBO leaders and decision-makers to:





The REAct workshop





Three to five days for REAct coordinator and Implementing Organisations to consult and agree on:





After the workshop





• finalise the REAct questionnaire





• identify populations and priority areas for monitoring and response





• ascertain which CBOs will become REAct Implementing Organisations





• test Martus





• draw up and sign agreements





• distribute and receive funds





• implement REAct





• what they want from REAct





• what adaptations need to be made to REAct





• roles and responsibilities between organisations





• agree which staff will attend the REAct workshop and implement the system





• next steps in implementation





Following the workshop, REAct coordinator and Implementing Organisations:

























EXAMPLE 
Workshop agenda

		DAY 1		DAY 2		DAY 3		DAY 4

		Introduction		Human rights responses		Role plays*		Small grant scheme

		Context and community*		Human rights interviews				Agreements

						Information management
		Reporting

		Human rights violations		Questionnaire*				Planning and next steps

		* If multiple key population groups are in attendance, 
these sessions need to be held with the different groups separated and in safe spaces.						







To be amended accordingly
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Unit 1: Consulting community-based organisations

REAct workshop





What do we want from it?

18



Unit 1









Principles of human rights-based programming and consultation



Equality and non-discriminatory

Equal and full participation of stakeholders

Community at the centre of programmes

Capacity-building of rights holders and bearers

Accountability of state and non-state actors

Unit 1







Key discussion points 

Necessity

Capacity

Commitment

Before/during the workshop, the following topics need to be discussed and decisions need to have been made

Unit 1







Necessity



Is there a need for a human rights monitoring and response system?

Why?

What and who for?

What main issues should the system address?

Is there a similar system being carried out locally or used by you?



Unit 1







Capacity



Are your organisations in a position to implement the system?

Are there enough resources?

Staff

Equipment

Finances

Are processes secure?

Do you reach the beneficiaries in your community?



Unit 1







Commitment



Can your organisations provide or make referrals for crisis responses?

Can your organisations carry out or assist with other human rights-based programming?

Can your organisations follow up with beneficiaries (where necessary)?



Unit 1







Other decisions



Who will provide what services?

Where can beneficiaries be referred to?

What synergies need to be made to similar or complimentary systems?

What security concerns are there and how will these be mitigated?

What language is to be used in the information management tool, Martus?

Unit 1







Unit 1 completed











Unit 2: Human rights principles and responses

REAct workshop





What are human rights violations and responses?

27



Unit 2









Human rights cases



Before understanding human rights

Note down three to five cases that you consider a human rights violation (on separate pieces of paper)

Place the pieces of paper in the middle of the board

After the presentation on human rights

Describe the cases to other participants

Group the pieces of paper on the board according to whether the case is a human rights violation or not

Unit 2







What are human rights?



What are human rights?

What do they regulate?

Where are they codified?

What types of human rights are there?

What do human rights have to do with health?

Unit 2







Why do human rights matter to HIV

Every person has the right to…

equality and non-discrimination

liberty, security of the person, and protection from cruel, inhuman or degrading treatment

privacy

marry and found a family

fair labour practices

freedom of assembly and association

freedom of movement

access to information

Unit 2









Identifying human rights violations



Responsibility of the state (actors include law enforcement, civil servants, judiciary, public healthcare providers) to fulfil everyone’s human rights



Failure to respect human rights

Failure to protect human rights

Failure to promote human rights

Unit 2







Responses: human rights-related HIV programmes



Stigma and discrimination reduction programmes

HIV-related legal services

Monitoring and reforming laws, regulations and policies relating to HIV

Legal literacy 

(‘Know your Rights’)



Sensitisation of lawmakers and law enforcement officials

Training for healthcare providers on human rights and medical ethics related to human rights

Reducing discrimination against women in the context of HIV

Core community-led human rights-related responses to HIV

Unit 2







Unit 2 completed















Unit 3: Compiling evidence

REAct workshop





What are we collecting?

35



Unit 3









REAct evidence



Individually based for person-specific responses

Organised by beneficiary

Allowing for multiple cases and follow up

Interviews with beneficiaries

Direct

Semi-structured





Situations impeding or restricting the access of beneficiaries to HIV and health services

Wider human rights violations

Non human rights-related emergencies

Unit 3







Interviewing principles



Do no harm

Transparency

Confidentiality

Security

Accuracy

Impartiality

Gender sensitivity

Age sensitivity

Unit 3







The interview



Preparation

Content

Setting 

Security procedure

Materials/equipment

Ensure at least 40 minutes are available for the interview

Do not keep the interviewee waiting













Starting explanation

Introduction

Format

Consent





Unit 3







Interview techniques

DO’s

Allow the interviewee to tell the story at their own pace

Make notes for reminders

Obtain as much relevant detail as possible

Verify information

Build a rapport

Be aware of non-verbal signals

Respect confidentiality

DON’Ts

Interrupt the interviewee

Push the interviewee

Discuss the case with non-relevant parties

Judge, criticise or condemn

Unit 3







Emotional impact



Pace the interview

Recognise and acknowledge difficulty

Demonstrate empathy

Encourage emotional expression supportively

Actively listen

Avoid assumptions

Self-control over shock and anger

Unit 3







Concluding the interview



Make sure you: 

Have covered the questions in the questionnaire

Are satisfied with the recount of the case

Clarified any outstanding queries

Have the relevant information to recommend responses



Thank the interviewee

Reaffirm confidentiality

Discuss next steps

Agree on a follow-up plan

Actions

Responsibilities

Dates and times

Unit 3







After the interview



Decide on the most appropriate responses to recommend

Enter the information into Martus ASAP and upload a copy of the consent form

Connect Martus to the server ASAP

Destroy any notes, voice recording, and consent form of the interview after they have been entered into Martus

Carry out the action plan

Unit 3







REAct questionnaire



Personal information

Health related

Case details (multiple allowed)

Type of incident

Perpetrators

Responsibility of the state

Response-related questions

Recommendations and follow up

Unit 3







Adapting the questionnaire



Use the example questionnaire to discuss:

Relevancy

Use of language

Customising lists

Type of incident

Perpetrators

Responses





Questionnaire finalisation will be done after the workshop with assistance from the REAct team

The questionnaire template will be formatted for use in Martus, developed by Benetech

Unit 3







Role plays



Each participant invents a case

Pair up and find space

Take turns in the role of beneficiary (interviewee) and interviewer

Carry out semi-structured interviews using the example questionnaire as a guide

In plenary, reproduce some interviews

Invite participants to provide constructive feedback



Unit 3







Unit 3 completed



















Unit 4: Managing information

REAct workshop





How do we report?

48



Unit 4









Data security

DO’s

Conduct the interview in private

Keep equipment safe

Computer/laptop

Anti-virus

Anti-spyware

Firewall

Password protected Internet connections

DON’Ts

Keep notes on paper

Share equipment with non-REActors

Write down Martus account details

Unit 4







Technology

Equipment

Audio recorder

Small laptop (‘netbook’)

Five memory sticks

REAct Coordinating Organisation only

Connectivity

Internet access is not required for the information management tool, Martus, but it is best to be online while, or at least as soon as possible after, new information is entered

Unit 4







Information management tool



Martus, developed by Benetech

Open source software (free)

Encrypted and secure

Flexible

Custom

Language

Text searchable

www.martus.org

Unit 4











Martus account

Unit 4









Martus version 4.5



53



Additional log-in security

Unit 4









Martus version 4.5
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Creating records

Unit 4









Martus version 4.5
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Attachments

Unit 4









Martus version 4.5
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Managing records

Unit 4









Searching and reporting

Unit 4









Martus version 4.5
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Unit 4 completed























Unit 5: Next steps and implementation

REAct workshop





How do we implement the system?

60



Unit 5









REAct implementation



Budget

Small Grant Scheme

Structures

Organisations

Committees

Responses

Decision flows for

Emergency responses

HIV programming



Unit 5









Budget: Small Grant Scheme



Use of funding for the system set up and implementation

Use of funding for individual support and emergency response

Use of funding for human rights-based HIV programmes and advocacy

Unit 5









Structures



Coordinating Organisation

Implementing Organisations

Emergency Committee

REAct Committee

Unit 5









Roles and responsibilities

Coordinating Organisation

Select Implementing Organisations

Small Grant Scheme management

Establish 

REAct Committee

Emergency Committee

Ensure timely reporting

Analyse consolidated information

Implementing Organisations

Identify REActors within the organisation

Document human rights violations according to REAct standards and principles

Provide timely data to Coordinating Organisation

Further understand the human rights situation from the cases gathered

Unit 5







Agreements





REAct team at the        Alliance Secretariat 

and 

REAct Coordinating Organisation







REAct Coordinating Organisation 

and 

REAct Implementing Organisations



Unit 5

in line with the roles and responsibilities







Response provision



Individual emergency responses

Below cost limit

Above cost limit

Non-individual HIV programmes

Data consolidation

Data analysis

Unit 5









Data consolidation

Unit 5

9

10

11

12

13



14

15

16

5

2

6

3

7

4

8

1

PM & M&E from

Coordinating Org

REAct HQ

Implementing Organisation

POs from Coordinating Org







Programme Manager (PM); Monitoring & Evaluating staff (M&E); Programme Officers (PO).

68



Reporting



What data will be analysed on a regular basis?

How often will regular reporting take place?

What ad hoc reports may be necessary or useful?

How often will the REAct Committee meet?



Unit 5







Regular review by REAct 
Committee and Implementing staff

Analysis

Incidents

Perpetrators

Hotspots

Responses required

Evaluation

Benefit recognition by stakeholders

Operational planning

Redirecting funds

Programme impact

Recommendations/ changes to the REAct system

Unit 5







REAct implementation





Unit 5









Next steps



REAct workshop report

Questionnaire finalised, formatted and tested

Reporting devised

REAct Committee

Established 

Meetings scheduled

MOUs signed

Small Grant Scheme funds distributed



Unit 5







Unit 5 completed





























Implementation















A community-based human rights monitoring and response system
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Martus instructions for Implementing Organisations 


 
For Martus version 5.1. For further information, please refer to Benetech’s full user guide available 
at https://www.martus.org/resources/documentation.html 


 
Contents 


Send data 1 
Share contact details 


I. Using Access Tokens 
i. Share your own Access Token 


II. Using Public Account Keys 
i. Create a Public Account ID 


1-9 
3-4 


5 
6-8 
8-9 


Import questionnaire template 10-12 
Create a new person record 13 
Save a record 14 
Share a record 15 
Edit a record 16 
Add multiple cases / updates 17 
Delete a record 


I. From your local computer 
II. From the server 


18-20 
18-19 
19-20 


Search for records 21-27 
Analysis 28 
Report 28-35 
 


To send data 


• You need to share contact details with: 
o REAct coordinating organisation 
o REAct team at the Alliance Secretariat 
o Other users within your organisation 


To share contact details 


• Log in 
o Enter Username using laptop/computer keyboard 
o Enter Password using on screen keyboard 
o Sign In 


 


 


 


 


 


 



https://www.martus.org/resources/documentation.html
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• Select Account in the upper right corner of the screen >>> Manage Contacts 


 
 
 
 
 
 
 


• You will be directed to the following screen: 


 


 


 


 


 


 


 


 


 


 


 


 


 


 
There are two methods to sharing contact details – using Access Tokens, and using Public 
Account ID files.  
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I. Using Access Tokens 


This is the recommended method to use as it is the quickest. However, if the internet 
connection is slow, it is better to use the Public Account ID method (pg.6) which does not rely 
on a strong internet connection. 


• Your Coordinating Organisation will share their Access Token number with you 
• Type this number into the Access Token field 
• Click Add Contact 


 


• Click on the button labelled Verify! 
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• The new contact will be added to the bottom of the list 
• Enter a name for the contact 


 


• Check Send To by Default 


 


 
• Repeat for all necessary contacts by adding their access tokens 
• Save and Close 


 


 


 







 


5 
 


i. Sharing your own Access Token number 


If you need to share with other Implementing Organisation users, you need to share your personal 
Access Token number with them. 


• Select Account in the upper right corner of the screen >>> Account Information 


 


• You will be directed to the following screen where your Access Token number is displayed. 
• Save this number.  


 


Note: If the Access Token field is empty as shown in the diagram below, this is likely because the 
internet connection is slow, and will take a while to populate. If this is the case, please use the 
second method of adding a contact outlined below using Public Account ID files (pg. 6).  
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II. Using Public Account ID files 


• You will be emailed the PublicAccountID files from your Coordinating Organisation 
• Save the PublicAccountID files on your Desktop for easy access 
• In the Contacts main screen, click on the button labelled Import Contact From File 


 
 


 


 


 


 


 


 


 


 


 


 


 


 


• Navigate to the Desktop 
• Select PublicAccountID file 
• Open 
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• Click on the button labelled Verify! 


 


 
• The new contact will be added to the bottom of the list 
• Enter a name for the contact 
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• Check Send To by Default 


 


 
• Repeat for all necessary contacts using Import Contact From File 
• Save and Close 


 


i. To create a Public Account ID file 


If you need to share with other Implementing Organisation users, you need to create a 
PublicAccountID file to be shared using the method above. 


• Select Account in the upper right corner of the screen >>> Account Information 
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• Click on the button labelled Export Public Account Key 


 


• Name file as usernamePublicAccountID 
• Save on Desktop for easy access 


 


• A message will pop up saying the file has been exported – click OK 


 


• Email PublicAccountID files to Implementing Organisation users. 
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To import the questionnaire template (you only need to do this procedure once) 


The questionnaire template will be sent to you by the Coordinating Organisation. Save the file 
(.mct) on your Desktop 


• On the Martus home screen, click on the Template Manager icon: 


 


 


 


 


 


 


 


 


 


• You will be directed to the following screen. Click on the tab labelled Add New Template 
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• Select the option to Import from File 
• Click the Choose button that appears 


 


• Navigate to the Desktop 
• Select .mct file 
• Click Open 


 


• The name of the template will appear on the right hand side of the screen. 
• Select Add 
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• If successfully imported, the name of the template will appear in the list of Available 
Templates 


• Click OK 
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To create a new person record 


Every beneficiary supported through REAct will have a record.  The beneficiary may have one or 
more cases in which they were supported.  The case information is stored within the person 
record.  


• On the top Martus tool bar, click on the Create new record icon:  


 


• A new window will open. 


 
• Start entering data. To enter data in each section, click on the triangle to expand each 


section.  
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To save a record 


Once you have finished entering data 


• Click the Save button on the bottom left corner of the screen 


 


• Once the record has been saved, you will be returned back to your home screen. 
• In the On Server column, it will indicate whether the record has been uploaded to the 


server 
o When there is no internet connection or very low connection, there will be a red X in 


this column:  
o When there is a connection, there will be a green tick in this column:  
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To share a record 


Once you have finished entering data 


• Click the Add Contacts icon:  


 
• This will open a Record Contacts window with a list of your contacts in Martus. From this 


list please select the contacts you would like to share the record with, then click OK 


 


• This will take you back to the main screen. You should be able to see the names of the 
contacts you have selected in the To field.  


 


• Click the Share button at the bottom right corner of the screen to share the record with the 
named contacts.  


 


  


Contact 1 
Contact 2 
Contact 3 
Contact 4 
Contact 5 
Contact 6 
Contact 7 
Contact 8 
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To edit a record 


Find the record (or use the search function – see To Search for records instructions on pg.20) 


• If the date of the records is known, look through Date of Event or if the title of the record is 
known, look through Title by clicking on each column heading to sort them chronologically 
or alphabetically. A triangle will appear to show that the sorting function is enabled. 


 


• Select the record you want to edit 
• Click on the Edit icon:  


 


•  This will take you to the record where you can edit the fields as necessary 
• Once you have finished entering data, click Save 
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To add multiple cases / updates 


If a beneficiary has already been entered into the system with one case, you may need to add 
another case or further updates. 


• Follow the steps To edit a record (pg. 16) 
• In the section labelled Responses Provided and Updates Section, click on the triangle to 


expand the section. 


 


 


• Another set of Case Updates questions will appear for you to enter data 
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To delete records 


You can either delete a record from your local computer, or from the server. Note that deleting a 
record from the server is more final than deleting a record from your local computer. 


I. From your local computer 


Use this method if you want to clean up the records in your local computer. Once you delete a 
record from your local computer, you cannot retrieve it unless it has also been stored on the 
server. Records can only be deleted from the folder screen, not the home screen 


• Select the record you would like to delete in the home screen 
 


 
 


• Move it to a folder by selecting the Move icon at the bottom of the screen:  


 


• Select the folder you would like to move it to and click Move 


 


• Go to the folder, select the record, and click on the Delete icon at the bottom of the pane:  


 


 


1 
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You will see that the record still exists in the All folder, but it cannot be edited. To remove it 
completely from your instance of Martus, go to the Trash folder by selecting the Trash icon from 
the Martus sidebar:  


 


 


 


 


 


 


 


 


 


 


• Review the records listed in the Trash to be sure you do not accidentally delete important 
records. Once you delete a record from your Trash folder, it cannot be retrieved unless it is 
stored on the server. 


• Select Empty Trash 


 


 


II. From the server 


Use this method if you want to permanently delete a record from the server. Once deleted, this 
record will be removed from all other accounts where it has been shared with, and cannot be 
retrieved again.  


• Select the Sync Manager icon from the sidebar:  
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• A message box will appear – depending on the internet connection it may be quick or slow 
in retrieving the list of records from the server 


 


• Select the record you wish to delete from the list 
• Click on Delete from Server 


 


 


Note: If the Delete from Server option is not available for the record you have selected, the record 
has either not been uploaded to the server or is a record shared with you by another Martus 
account. Shared records cannot be deleted from the server by anyone but their original author.  


 


 


1 


2 
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To search for records 


If you cannot easily find a specific record in the list of records displayed in each folder, then you 
may want to search for content of a particular field to find that record.  You may also want to 
search for all records that match particular criteria. 


Example: Find all records that involve torture by law enforcement agencies 


• Select Analysis in the upper right corner of the screen >>> Advanced Search 


 


• Check the setting Only search most recent version of records 


 


• Enter the search criteria by clicking on Choose Field 
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• A box will appear with all the fields in the questionnaire 
• Select the field you want to search on. For example: Type of incident 
• Click OK 


 


• If you want to search for cases that equals the criteria, use the = search function. 


Other search functions are: 


o contains: Any records in which the specified field contains the search terms 


o = : Only the records in which the specified field exactly matches the search terms 


o != : Records in which the specified field does not match the search terms 


o > : Records in which the field’s value is greater than the search value 


o >= : Records in which the field’s value is greater than or equal to the search value 


o < : Records in which the field’s value is less than the search value 


o <= : Records in which the field’s value is less than or equal to the search value 
 


 


1 


2 
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• The Search for drop down will list all values available for that field 
• Select the value you want to search for. For example: Torture or cruel, inhumane, 


degrading treatment in policy / prison custody 
• Click on the Search button 


 


• The search progress bar will appear 


 


• Once the search has finished, your search results will be listed in the record pane under the 
heading Search Results. The number in brackets indicates the number of records that 
match the search criteria. 


 


 


 


 


1 


2 
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For more complicated searches: 


• Add more criteria to the search by clicking on the Insert Row button 


 


• Another search row will be added and you can enter more criteria 


 


• For example: Records created by a particular organisation 


 


You may want to save complex searches so that you can run them again at any time. 
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• Click on the Save This Search button 


 


• Name and place the file 
• Click Save 


 


To delete search criteria 


• Select row (click on the row number) 


 


1 


3 
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• Click on the Delete Selected Row button 


 


To load a saved search 


• Click on the Load Previous Search button 


 


• Locate the search file ending .mss 
• Click Load 
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• The search criteria will appear 
• Click Search to run the search again 
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To analyse 


To quickly find the number of records that match certain criteria, we recommend you use the 
search function.  However to compare records, or get more detail from the records, we recommend 
you use the report function below. 


Please refer to the analysis plan for further recommendations. 


 


To report 


There are 2 types of report created by Martus, both of which can have summary counts 


• Tabular 
• Page 


Examples: 


• Tabular report with summary counts (better for check boxes and drop downs) 
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• Page report without summary counts (better for more textual information) 
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Example of creating a report: 


This report will include all records entered for the past 2 months.  This can be used to review 
recent cases in the committee meeting. 


• Select Analysis in the upper right corner of the screen >>> Reports 


 


• To create a new report, click Create New Tabular Report or Create New Page Report. In 
the below example we will click Create New Page Report 


 


• Select the fields you want to include in the report. In the below example, we have selected 
all fields (select uses Shift for block selection, and Ctrl for specific selection) 


• Click OK 
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• Locate folder for saving report format 
• Give a name to the report 
• Click Save 


 


• The search function will appear 


 


For no filtering: 


• Ensure no search criteria has been added and Delete Selected Row if necessary 


For filtering the report: 


• Use the search criteria (see Searching instructions on pg. 20) 
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Example of cases in last 2 months: 


• Click on the Choose Field button 
• Select the field with the name Date documented 
• Click OK 


 


• Enter the following search criteria: <= todays date month year (remember the year needs 
to be entered first before the date or month)  


• Click on the Insert row button 
• Enter the following search criteria: Date documented >= date month-2 year 
• Click Search 


 


• Choose the order which you would like the cases displayed 
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• For example: Ordered by Organisation 
• Click OK 


 


• Choose whether to print only the record information, only summary counts, or both. In this 
example, we have selected the option to print record information and summary counts 


 


• Click OK 


 


• A progress bar will appear 
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• Then a message box will appear with the header Include private data 
• Select the Both public and private data button 


 


• Your report will open in a new window 
• The bottom of the report will include the count of records documented in the past 2 months 


 


• and the number documented by each organisation 


or


 


• You can print the report (Print to Printer) or save the report as a file (Print to File)  
• Please remember that these reports contain very sensitive information so do not print out 


on public computers and destroy the documents as soon as they have been used. 


0 
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To use a report previously created:  


• Select Analysis in the upper right corner of the screen >>> Reports 


 


• Click on the option Use Existing Report Format 


 


• Locate and select the report file .mrf 
• Click Select 
• The search function will appear and follow the steps from above 
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Martus instructions for Coordinating Organisations 


 
For Martus version 5.1. 


This guide goes through the main steps REAct coordinators need to follow to review data entered 
by Implementing Organisations. For further information please refer to Benetech’s full user guide 
available at https://www.martus.org/resources/documentation.html. 


It is important to check that all users in each Implementing Organisation uses exactly the same 
Organisation name so that you can search for cases brought to specific organisations. 


Contents 


View data 1 
Share contact details 


I. Sharing your own Access Token number 
II. Creating a Public Account ID file 


III. Using Access Tokens 
IV. Using Public Account ID files 


2-9 
2 


3-4 
4-6 
7-9 


Check for new records created by IPs 10-11 
Access new records created by IPs 12-13 
Import questionnaire template 14-16 
View multiple cases / updates 17 
Search for records 18-24 
Analysis 25 
Report 25-33 
 


To view data entered by Implementing Organisations 


• REAct M&E staff from the Coordinating Organisation and REAct team at the Alliance 
Secretariat need to share contacts with all Implementing Organisation users 


• REAct Programme Officers (POs) from the Coordinating Organisation need to share 
contacts with the users from the Implementing Organisations they look after 
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To share contacts 


There are two methods to sharing contact details – using Access Tokens, and using Public 
Account ID files. 


 


Step 1: M&E teams and POs need to find their Access Token number/create a Public Account ID 


I. Sharing your own Access Token number 


This is the recommended method to use as it is the quickest. However, if the internet 
connection is slow, it is better to use the Public Account ID method (pg.6) which does not rely 
on a strong internet connection. 


• Select Account in the upper right corner of the screen >>> Account Information 


 


• You will be directed to the following screen where your Access Token number is displayed. 
• Save this number.  


 


Note: If the Access Token field is empty, this is likely because the internet connection is slow, and 
will take a while to populate. If this is the case, please use the second method of sharing contact 
details outlined below using Public Account ID files (pg. 3).  
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II. Creating a Public Account ID file 
 


• Select Account in the upper right corner of the screen >>> Account Information 


 


• Click on the button labelled Export Public Account Key 


 


• Name file as usernamePublicAccountID 
• Save on Desktop for easy access 
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• A message will pop up saying the file has been exported – click OK 


 


• Email PublicAccountID files to Implementing Organisation users. 


 


Step 2: Implementing Organisation users need to add M&E staff and POs from the Coordinating 
Organisation and the REAct team at the Alliance Secretariat as contacts 


III. Using Access Tokens 
 


• Implementing Partners will share their Access Token number with you 
• Select Account in the upper right corner of the screen >>> Manage Contacts 


 
 
 
 
 


 


• You will be directed to the following screen: 
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• Type your Coordinating Organisation’s Access Token number into the Access Token field 
• Click Add Contact 


 


• Click on the button labelled Verify! 


 


• The new contact will be added to the bottom of the list 
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• Enter a name for the contact 


 


• Check Send To by Default 


 


 
• Repeat for all necessary contacts by adding their access tokens 
• Save and Close 
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IV. Using Public Account ID files 


• Implementing Partners save their Public Account ID files on their Desktop for easy 
access 


• In the Contacts main screen, click on the button labelled Import Contact From File 
 
 


 


 


 


 


 


 


 


 


 


 


 


 


• Navigate to the Desktop 
• Select PublicAccountID file 
• Open 
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• Click on the button labelled Verify! 


 


 
• The new contact will be added to the bottom of the list 
• Enter a name for the contact 
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• Check Send To by Default 


 


 
• Repeat for all necessary contacts using Import Contact From File 
• Save and Close 
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To check for new records created by Implementing Organisations 


• Select Settings in the upper right corner of the screen >>> Server Settings 


 


• The following window will open: 


 


• Click on the triangle next to Server Preferences to expand that section 


 


• Ensure that Automatically Download Files from server is checked 
• Select the Download option to minutes, and in the next box select Every 5 minutes 
• Click Save Changes  
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Whenever you log on and are connected to the internet 


• In the bottom left corner it will say Connecting to server 


 


• When connected to the server, it will say Server Ready 
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To access new records created by IPs 


• Select the Sync Manager icon from the sidebar:  


 


 


 


 


 


 


 


 


 


 


• A message box will appear – depending on the internet connection it may be quick or slow 
in retrieving the list of records from the server 


 


• To view all new records that have been uploaded to the server, click on the Server Only 
link 
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• The list which appears shows all the new records which have been uploaded to the server, 
but which aren’t on your Martus home screen yet. 


• Select all the new records 
• Click on Download 


 


• Once complete these records will appear on your Martus home screen. It may take a while 
to download. It helps to sort the Date Saved column chronologically such that the recently 
added records appear first.  
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To import the questionnaire template (you only need to do this procedure once) 


The questionnaire template will be sent to you by the REAct team at the Alliance Secretariat. Save 
the file (.mct) on your Desktop 


• On the Martus home screen, click on the Template Manager icon: 


 


 


 


 


 


 


 


 


 


• You will be directed to the following screen. Click on the tab labelled Add New Template 
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• Select the option to Import from File 
• Click the Choose button that appears 


 


• Navigate to the Desktop 
• Select .mct file 
• Click Open 


 


• The name of the template will appear on the right hand side of the screen. 
• Select Add 
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• If successfully imported, the name of the template will appear in the list of Available 
Templates 


• Click OK 
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To view cases / updates 


Cases and updates information is held within an individual’s record 


• Select the required record. 
• Click on the View icon:  


 


•  This will open a new window where you can view all the data/ 
• To view the data in each section, click on the triangle next to the section name which will 


expand the view. 
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To search for records 


If you cannot easily find a specific record in the list of records displayed in each folder, then you 
may want to search for content of a particular field to find that record.  You may also want to 
search for all records that match particular criteria. 


Example: Find all records that involve torture by law enforcement agencies 


• Select Analysis in the upper right corner of the screen >>> Advanced Search 


 


• Check the setting Only search most recent version of records 


 


• Enter the search criteria by clicking on Choose Field 
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• A box will appear with all the fields in the questionnaire 
• Select the field you want to search on. For example: Type of incident 
• Click OK 


 


• If you want to search for cases that equals the criteria, use the = search function. 


Other search functions are: 


o contains: Any records in which the specified field contains the search terms 


o = : Only the records in which the specified field exactly matches the search terms 


o != : Records in which the specified field does not match the search terms 


o > : Records in which the field’s value is greater than the search value 


o >= : Records in which the field’s value is greater than or equal to the search value 


o < : Records in which the field’s value is less than the search value 


o <= : Records in which the field’s value is less than or equal to the search value 
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• The Search for drop down will list all values available for that field 
• Select the value you want to search for. For example: Torture or cruel, inhumane, 


degrading treatment in policy / prison custody 
• Click on the Search button 


 


• The search progress bar will appear 


 


• Once the search has finished, your search results will be listed in the record pane under the 
heading Search Results. The number in brackets indicates the number of records that 
match the search criteria. 
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For more complicated searches: 


• Add more criteria to the search by clicking on the Insert Row button 


 


• Another search row will be added and you can enter more criteria 


 


• For example: Records created by a particular organisation 
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You may want to save complex searches so that you can run them again at any time. 


• Click on the Save This Search button 


 


• Name and place the file 
• Click Save 
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To delete search criteria 


• Select row (click on the row number) 


 


• Click on the Delete Selected Row button 
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To load a saved search 


• Click on the Load Previous Search button 


 


• Locate the search file ending .mss 
• Click Load 


 


• The search criteria will appear 
• Click Search to run the search again 
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To analyse 


To quickly find the number of records that match certain criteria, we recommend you use the 
search function.  However to compare records, or get more detail from the records, we recommend 
you use the report function below. 


Please refer to the analysis plan for further recommendations. 


 


To report 


There are 2 types of report created by Martus, both of which can have summary counts 


• Tabular 
• Page 


Examples: 


• Tabular report with summary counts (better for check boxes and drop downs) 
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• Page report without summary counts (better for more textual information) 
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Example of creating a report: 


This report will include all records entered for the past 2 months.  This can be used to review 
recent cases in the committee meeting. 


• Select Analysis in the upper right corner of the screen >>> Reports 


 


• To create a new report, click Create New Tabular Report or Create New Page Report. In 
the below example we will click Create New Page Report 


 


• Select the fields you want to include in the report. In the below example, we have selected 
all fields (select uses Shift for block selection, and Ctrl for specific selection) 


• Click OK 
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• Locate folder for saving report format 
• Give a name to the report 
• Click Save 


 


• The search function will appear 


 


For no filtering: 


• Ensure no search criteria has been added and Delete Selected Row if necessary 


For filtering the report: 


• Use the search criteria (see Searching instructions on pg.18) 
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Example of cases in last 2 months: 


• Click on the Choose Field button 
• Select the field with the name Date documented 
• Click OK 


 


• Enter the following search criteria: <= todays date month year (remember the year needs 
to be entered first before the date or month)  


• Click on the Insert row button 
• Enter the following search criteria: Date documented >= date month-2 year 
• Click Search 


 


• Choose the order which you would like the cases displayed 
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• For example: Ordered by Organisation 
• Click OK 


 


• Choose whether to print only the record information, only summary counts, or both. In this 
example, we have selected the option to print record information and summary counts 


 


• Click OK 


 


• A progress bar will appear 
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• Then a message box will appear with the header Include private data 
• Select the Both public and private data button 


 


• Your report will open in a new window 
• The bottom of the report will include the count of records documented in the past 2 months  
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• and the number documented by each organisation 


 


• You can print the report (Print to Printer) or save the report as a file (Print to File)  
• Please remember that these reports contain very sensitive information so do not print out 


on public computers and destroy the documents as soon as they have been used. 


 


To use a report previously created:  


• Select Analysis in the upper right corner of the screen >>> Reports 


 


• Click on the option Use Existing Report Format 


 


• Locate and select the report file .mrf 
• Click Select 
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• The search function will appear and follow the steps from above 
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